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[Abstract]

As research on blockchain applications in various fields is actively increasing, management of private
keys that prove users of blockchain has become important. If you lose your private key, you lose all
your data. In order to solve this problem, previously, blockchain wallets, private key recovery using
partial information, and private key recovery through distributed storage have been proposed. In this
paper, we propose a safe private key backup and recovery method using Shamir's Secrete Sharing
(SSS) scheme and biometric information, and evaluate its safety. In this paper, we propose a safe
private key backup and recovery method using Shamir's Secrete Sharing (SSS) scheme and biometric

information, and evaluate its safety against robustness during message exchange, replay attack,
man-in-the-middle attack and forgery and tampering attack.
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II. Preliminaries

1. Related works

71Q17] & 29 89| wiiut e E A= TholA]
gt 2 =wolA= 7101719 Bl & Byt HAE ALE

ojuT BRI Fl

1.1 Blockchain Wallet
Seong & 7iQ10] ARSAl Qe RS MAC 45

g9 A7) A R 5 EUS AR,

H9) 2§ 71719 MAC 4 % ALA} 2Qlo] 7]ojst
7] 418 axf2lel Qe s Tgstel i) Y 2 87
b2 ARIstEon], AFgARE ARKS Bl Q171
W9 o) 2olo] 4 BET 4 9l 717159 MAC %
a0} vl E 4xf2lE gstel 71171 ABERICE A1G
AP} 7RQ171E BASHES B9, TR7] B 1) ALSS

AW 717150 MAC 49} H|UHS 4x12]E AL85}o]

7HQ17] B APtk 22iut ALgAP} HuHE S o
92 7L 0]5 At HiHo| gl MAC A= ABA|
B £ of2 AHoj vls| 8o] 3ok

1.2 Private Key Recovery Scheme Using Partial
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III. The Proposed Scheme
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Table 1. Notations

Notation Description

Generate random numbers from

randint (x,1) .
min x to max y

RN A large enough random number

BI, Biometric Information of User A

BKI, Concatengte user As prlva.te key

and biometric information

PR, Private Key of User A

PU, Public Key of User A

PRR' Private Key of R,

PU, Public Key of User R,
split(X,Y) split X by Y

RJi] i-th repository on the Blockchain

Request the public key of the
ReqRepsPU(X) X-repository on the Blockchain

CreateSK() Generate Secret Key

c > Circular shift left x by n or Circular
rLnorxr>n

shift right x by n

SK, (4) Encrypt A with the symmetric key
Y shared by X and Y

SK, (4) Decrypt A with the symmetric key
Y shared by X and Y
AdBC(X) Add X to Blockchain
IsValid(X) Check if X is valid

EetrBOX) Extract X from a speuf!c storage in

the blockchain
App The restored private key of A
TMPA,, Temporary private key of restored A
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Table 2. Creative - user

Algorithm 1: Creative - user
Input: user’s private key, user’s biometric information
of user, Repository location and public key
Qutput: k—1 number of partitioned and encrypted
private keys and biometric information for each
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: RN = randint (2, R, . )
© BKI, = BI,||PR,
© B, = split(BKI,, RN)
for i = 0 to RN—1 do
R[z] = ranint (1, RM,)
end for
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Table 3. Save - Repository

Algorithm 2: Save - Repository

Input: Symmetric key between user and repository,
user’s private and public key, repository location
Output: encrypted repository location and Stored user's
encrypted private key and biometric information

10 RevU, (PUg,) (SKIRL))

2: RewU, (8K, (SR, PR, (S[RL)), PU,)))

3 PRR[ ](SK[ R[]

4 SK,_ (SIRll), PR,(S' [RU]), PU,)

5: PU, (PR, (S[Rl]")

if Hash(S[R[iH);S[R[iH’ then

6
7: AdBC(SKIRIill, SIRIi]))
8: end if
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1.2 Restoration of private key using biometric
information
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Table 4. Restoration - user

Algorithm 3: Restoration - user

Input: encrypted repository location, stored user's
biometric information and encrypt hashed biometric
information with the public key of the repository
Output: restored user's private key and biometric
information
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1: for i = 0 to RN—1 do
2: RﬁqRﬁpO‘:is[ )] (S Et [](PUR[,](BIA’).BIA))

3 Rc'URH(ESAH](PRRH(S[ lill, BL,"). BI, )
4 if Hash(BI,)=BI,’ then

5 RS[i] = S[Rlil] — BI,

6: end if

7: end for

8: for i = 0 to RN—1 do

9: if IsValid(RS[i]) then

10: for j=0 to RN—2 do

11: TMPApgli] = RS[i] + RS[i+1]
12: end for

13: end if

14: end for

15: App[RN—1] = RS[RN—1] + RS[0]

16 k=1

17: for i=0 to RN—1 do
18: for j=k to RN— 1 do

19: if TMPA,,li]=TMPA,, k] then
20: Appli] = TMPA (4]

21: I=1+1

22: end if

23: end for

24: k=k+1

25: end for

26t if [ > 2 then

27: success

28: else

29: fail

30: end if
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Table 5. Restoration - repository

Algorithm 4: Restoration - repository

Input: user’s biometric information BI, and hashed
BI,

Output: user's encrypted private key and biometric
information

10 RewU, (SK,  (PUgy (BL'), BL,))

2: Errt BO(SKIRIi]])

3: SKp . (PUg,)(BL), BL)

4t if PRy (PUy (BL))=BI,' then

5: Extr BC(S[RIi]])

6 SendU, (SK,  (PRyy (SIRL, BL,), BL,))

7: end if
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