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[Abstract]

Since the introduction of smartphones, the introduction of charging cable infrastructure that can be
used for public use is underway. Thanks to this, people use public cables comfortably without doubt,
but most people are not aware of the dangers of public cables. These public cables can lead to
infringement accidents such as personal information exposure due to the development of hacking cables,
and in the worst case, hackers can take control of smartphones and laptops. This study analyzed the
operating principles and attack principles of hacking cables that seem like these general charging cables,
but contain malicious scripts or hardware inside. In addition, physical and logical countermeasures were

considered based on the analysis.
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II. Related research

1. Outline
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Fig. 1. Inside the cable identified by X-ray
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Fig. 2. Hacking Cable Malicious Chips

2. Function
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2.1 Send Payloads
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hub.io/ducker

Payload: payload.txt
Mode: cmd

Delay: 1000

Output: script.txt

Generating Ducky Payload...

Finished!

Saving Finalised Script To: script.txt
Finalised Script Saved To: script.txt

Fig. 3. DuckyScript
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3. Anticipated damage
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III. Attack Scenario
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Fig. 4. Structural chart of the attack process
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GUIr

STRING notepad.exe

DELAY 250

STRING Download Device Control of for free today :-)

Fig. 6. Example of DuckyScript
(Enter a specific string after running Notepad)
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IV. Experiments and countermeasures

1. Detection Tools
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Frame 2: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback
User Datagram » Src Port: 137, Dst Port: 137
Net5105 Name Service
do 62 01 10 00 01 00 00 00 00 00 00 20 45 45 45 b
Fig. 8. Victim PC Packets
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2. Countermeasures of Hacking cable
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2.3 Restrict access to elevated command prompts
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V. Conclusion
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