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[Abstract]

In this paper, a research trend of attack graph studies for Cyber-Physical System (CPS) environments is
surveyed, and we analyse the limitations of previous works and prospect the future directions. 35 among
around 150 attack graph studies conducted within 5 years target CPS, and we inspect key features of CPS
environment in the security aspect. Also, we categorize and analyze target studies in the aspect of modelling
physical systems and considering air gaps, which are derived as key features of the security aspects of CPS.
Half of 20 research that we surveyed do not reflect those two features, and other studies only consider one
of the two features. In this circumstance, we examine challenges that attack graph studies on CPS environment

face. Finally, we expect state-led studies or studies targeting open-spec commercial CPS will dominate.
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I. Introduction
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Fig. 1. Target systems of papers about Attack Graph
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VI. Limitation of Attack Graph
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VII. Future research direction
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VIII. Conclusions
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