JKSCI

SR TE{ A B35 =2 7|

Journal of The Korea Society of Computer and Information

Vol. 28 No. 5, pp. 67-74, May 2023
https://doi.org/10.9708/jksci.2023.28.05.067

Analysis and Improved Solution of Hussian et al.’s Authentication
Protocol for Digital Rights Management

Mi-Og Park*

*Assistant Professor, Dept. of Computer Engineering, Sungkyul University, Anyang, Korea

[Abstract]

In this paper, we analyze the authentication protocol for DRM proposed by Hussain et al. in 2022,

and present an improved solution. Hussain et al. argued that their authentication protocol guarantees

man-in-the-middle attack, replay attacks, and mutual authentication. However, as a result of analyzing

Hussain et al.'s authentication protocol in this paper, Hussain et al.'s authentication protocol still has an

insider attack problem, a problem with Yu et al's authentication protocol that they pointed out. For this

reason, when an inside attacker acquires information on a mobile device, a user impersonation attack

was also possible. In addition, there were problems with the user's lack of ID format verification and

the problem of the secret key mismatch of the digital contents between the server and the user.

Therefore, this paper proposes an improved solution to solve these problems. As a result of analysis in

this paper, the improved solution is safe from various attacks such as smart card attack, insider attack,

and password guessing attack and can safely authenticate users of DRM.

» Key words: DRM, Authentication, Insider attack, Smart card, User impersonation attack
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I. Introduction

2|2 2022¥0] Hussain et al.[1]2 DRME ¢st 7§
o Q5 neEFZ A¢kstltt. 07|14 DRMo|# Digital
Rights Management®] ¥}z thkst 71715 o] &5t
AMEAMEO] et RIS 71 U9 2ol ARt
YoM = glofA= of 2 ARl o4z, HAE ZE
=5 Algshks AAEANY 2HAIAlE A" RI=
Bosthl, 4r|E HRI=F o] &sh= AFAMEOAl= A
gF AMgEE AIE0teS sk 7]eolZtl & & Q. 2
2102 DRMOj|A= Eer ARgALR|] ThE AREAHEO]
gAg HRIAS SHAlos AR 4 QLS 517] sl
A, RSt AMEAS 915 (authentication)stil B S5h=
Aol Fasty, d2 WAls7h= Y 2tolm ABut
AAFE] tigh Q1A 742 112istH DRMof|Afe] Q152
H& a3t 7]so] € Zez 7|gRit.

o] 5Y5H%0] W DRM Q15 =w=0] At o] &
1 9o, 20089 Chen et al.[2]7} A|QtSH RulY 7]7]
off 7|8tet Qbdstil 24 7153t E-DRM A|A8o] 1 AJA
©= Holtt. DRM9| 7|2AQl R [Fig. 1]at o,
Z1of| ohigh Ftdeh FAMRE AmE T ogat Ao

License server
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key
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Fig. 1. Basic DRM Model
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40RE ARNEE A5k AFRAHS 7EE Aulel A
A Ao Q15 QRS stal, AMARE AHeR] AT
5ol ded 4% vHE7IE 7L gk gRE A
Sxo] R2% 4 ok

olet 22 DRMZ ARESh= Q15 =i %5 2020H0] Yu
et al.[3]= DRME 9|3t 3-factor Q1% 2 EZS A0t
StaL, 20180 Lee et al.[4]7} AQFst DRME &5t A8
APYE 719k} 915t o d(anonymity)S AlEste =
2EZS VMG 102 Yu et al.&= Lee et al.9] A&
L2 EFo| 3AAPL et 7]7|o] ARE FE 7|E
o HWRrAE ARE BE AREAR PG SA(user
impersonation attack)o] 7}=&H2 E9ith 2]l o|g
gFAREAL 7P 3AC2 ISt Lee et al.9] 915 =g
EZ2 dAE EIZRY w]E7]  X(secret-key
disclosure attack)g EASHK] 2511, Aup&og AR
rlo} Auizio) AE015S WASH Ratthn BAjstich

Lee et al.7} A¢et Q15 = 20180]| Jung
et al.[5]o] AQFet DRMZ ${ot ARG 7]8te] Ql5ut
A9 Als 22EZY FARE 7iAS ACo=, Jung et
al9] 915 m2EZL AIgAle] AL Az ulole
313 TS ARESEE T, Lee et al.9F Yu et al., 22|11
Hussian et al. & MA] £&(fuzzy extractor)[6, 7]
AHgsto] AR RE Melstitt Lee et alzl B4
Jung et al.o] FAE §9 shte ARAL -GS A
5171 ¢J51 DIDi2 AF&3teoLt, DIDi glo] WAE]
AL A A2 holoA AREATOA] bRt A AlE
SHA] et AsT. E8F 2 =204 Jung et al.
of QF mer 2 BAs Al 150 ZeEEe AR
At 7VE 34, A SA(replay attack), WA 54
(Insider Attack) 59| F4o|= QHGHA] AATH.

o]2{gt Lee et ald] Q15 T2 EFO] FAIFZ st
MA] Yu et al.= Burrows-Abadi-Needham(BAN) logic
B4 S5 AVISPA AlZ2lold 2 AH8le] ARIE)
m2E20) NS FFeIAT, T4 Yu et al.2 A}
AE9] Z2EF0] FAF FA(man-in-the-
middle attack)z} Y o] oFHsl, Alglo] Atel
g0 Agrbsstita FAstact. 1y 202140
Khan[8]2 Yu et al.2] ¢15 Z2EZF0| WA} F4}
AREAL 7P 34, J2]3 AMd|A AR FZ4(Denial of
services Attack) £of QFXIGHA] %8S HYTh UHEA}
272 ArgAte] IDgt Afule} ul27), 2ela ox|g el
%0] IDZ tolefHlo] 20 Atatslo] AR 7 T

woll, o] JEZo] YT SARY &ofl S0 4 AL, Wi

:
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FARRE o] RS AM8sle] AT AR J1

4 Q1 EfIARRI(time stamp)/} O]ZH 702
sto] A2 AR B0l obista] grkn AR slgih
20220l Hussain et al.'= Khan et al. A& Yu et al.
o) 9l H2ERS JWISIUA, Yu et alo] 95 Z2E
Fo| YRAL 54, AHEAL 7P 54, 2]l Ae 71
A9l ZAPIo] 3= ARSI, 7MY 5400 ot ot
d Al A= YR IR AR 913t Be 7] ot
42 BASH] X3l 2A5I3H Yu et al.o] oj2{st
SRS 7R3 Hussain et al.2 BAN logicS A8-5}0]
Y 9% mEFo] st e QA5S BARIG
AL RSIRAL, SR 3 A0 AR 5 A0] ot bald 2
AVISPA 58 AL83lo] Zsigict

T2} Hussain et al.9] Q1% 2 E 22 Bt A}
Hussain et al.9] Q1= n2 EZ ¢ ARRA}Q] IDe}F 10f Uf
BEE FYe U PIDm2 Hlo]Ej#|o]Aof 1 7St
7] tiZol oAls] WA A0 QFRSHA] %L, o]z QI
sto] YR 347D B2 S E5E 4¢ ARAL
Vg 54 Soll= QPRlshA] fottt. 1M & =2ollM e
Hussain et al.9] Q1% m2 &Z-Z B35t o]of tfsh
AIEE sliEshr] gk Thaet AR AlQkeitt.

& =29 4L 2401A Hussain et al.9f Q15 &2
EZS 2RstL, 3PN 159 15 meEFof gt
Fdat AASY ARlE Aste 129 2 g2
2| DRMZ 915k edstl 549l Q15 L2 E-Fo] of

= 718 Holtt 4XoA]= Hussain et al. 915 T2 &
29 ARl siiEsh] st 2hdet siawsEE AlXlst
Az, JIof dieh oA At S =S AR 18
50llA Ao Q15 2 EZO] FAIE} =wolA Al
QR Y82 Qosiict

ro md 4

oK

II. Review of Hussain et al.’s
Authentication Protocol

re

=50l A= Hussain et al9] Q15 T2 &Z0of tjjsh
dE Ao A, & 7oA+ Hussain et al®]
L2EF0 55 o, 27903 915 oA, 21
A WY dAS AmEct

o
2]

}.

L=y

[> o
fyl

£ o

1. Registration phase
Hussain et al.7} AI¢tet 55 ©Al= ohadt 2o
Step 11 AFEAF UmE IDm¥} PWmE A=k, A

A4 BIO," 2 ¥25t9 Gen(BIOm)=<Rm, Pm>1t
RPWm=h(PWm|[Rm)& Al4tst & oHdst 2iEd2
&0l {IDm, RPWm}-= AAMH A LSjof] HHT},

Step 20 55 8732 W2 A LSji= Xm=h(IDm||X.s)
2t dm=Xm®h(IDm||RPWm)& A48t & [Dmy}
PIDm2Z Ef|o]Ejo] A0 A7Fstal, Xmy} PIDm-
QFHst RS Bl AREATOIAl BTk

Step 3: AF8AF UmE PIDm’'=PIDmGBh(PWm||Rm),
Xm'=Xm®@Bh(PWm||Rm), Zm= h(IDm|| PWm]||
Rm)E Al4tste] {Xm', PIDm’, Zm}g 28HY %
Aol A7t

2. Login and Authentication phase
Hussain et al.2] 27191 Wret Q15 TAl= [Fig. 2]
o} 7},

Step 1: AFEA} UmE IDmyt PWm, J2]10 AR
BIOmE Y25t Rm=Rep(BIOm, Pm)& #Aitskl
Zm?=h(IDm||[PWm||Rm)°] LA v]wsitt. &
Ut W4 RIY EUARET TmE Heslo
Xm=Xm Bh(Rm||PWm), Z1=IDm®PR1Ph(Xmeb
Tm), Z2=IDcPBR1Ph(XmBTm), Zus=h(IDm||IDc
[Ih(Xm||Tm)|[R1]|Tm)E Alktet <, <Z1, 72, Zus,
PIDm, Tm>< LSjoA Edict.

Step 2: LSj= |Tm-Tc|<ATE H|nsto] £710] dko
W PIDmof| YA|sk= IDmE 7HHeA Xm'=h
(IDm||Xs), R1=Z1BIDmPh(Xm B Tm), [Dc=72
PR1IBh(Xm" P Tm), Mus"=h(IDm||IDc|
h(Xm'||Tm)[[R1|Tm) & A4 &, Mus™= Zus
£ et} & ol 5YUstH, R29t Tes, 12| 1
PIDm"*"E XEksto] TEMP1=h(IDm®R1), Z3=R2
Ph(Xm " ®Tcs)BTEMP1,Z24=PIDm"*" &
h(Xm"||Tes)BTEMP1, Z5=Kc®h(Xm'||Tcs)PBR2
PGTEMP1,Zsu=h(IDm||h(Xm"&
Tm)||Kc||R2||TEMP1||Tcs)E AXISIE. 28 o
< PIDmZ PIDm™= CjAstal AREAL UmofA|
<73, 74, 75, 7Zsu, Tcs>E EUiT}

Step 3 AFEAF Um2 |Tes-Tel<ATS] £71E& d|ws}
of Zo]H, TEMP2=h(IDm®R1), R2=7Z36®
h(Xm||Tcs) B TEMP2, PIDmM"*"=Z4®h(Xm||Tcs)
STEMP?Z, Kc=Z5@h(Xm|| Tcs) BR2DTEMP2,
Msu A4kt 1)1 ohg Msu® 7= ZsuQ] &710]
Aol KEYpc'=Kc®Bh(PWm||Rm)g AAtste] A
At
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3. Password change phase
Hussain et al®] jAQE W7 gL th3alt 2o,
ole} e TS B3 YT AGARE 71ES WA
£ MEA ¥H8E &+ Ao
Step 11 AFEA} Ume A2 4 {I[Dm’, PWm'}at
BIOm™g <U2ste, Gen(BIOm")=<Rm",Pm™>1}
RPWm'=h(PWm'||Rm")S AAt & {[Dm",
RPWm'}g =8t AR|of] A7ttt
Step 2: 2HIY AX]= Zm" ?= h(IDm'||PWm’||Rm")
£ Hluste, & ol 5Lt AREAT Umo] AT
Sichal SRkt
Step 3: AFBAF UmE AJ2L TjAYE PWm™ e} Aj

22 AR BOm™s  AEsiol
Gen(BIOM™")=<Rm™", Pm™">31} RPWm"*"=h(
PWm"®"|[Rm"") & A4kt

Step 4: AR S -2 ©HIY FR|= Xm=h(IDm||X;s)
I dm™"=Xm"@Bh(IDm||RPWm"")2 AAlsto
Xm¥}t PIDmM™"S ddic}

Step 5 AFgA UmE  PIDm™"=PIDm"*"®
h(PWm™"[|[Rm™")x}  Xm""* =Xm@Eh(PWm"™"||
Rm™"), 22]1 Zm=h(IDm||[PWm""||Rm"")S A
Asted, (Xm™™", PIDm™™™, Zm}g YefolEdich

ITII. Analysis of Hussain et al.’s
Protocol

oj FofjAl= B =2of|x A5t Hussain et al. Q1%
o2 E20] obxA o] tfsl BAgHc} Hussain et al.2 A}
Al1S9] 01Z T2 EZ0] Yu et al?] 915 T g EZ0| 24|
e JhAdste] WRAL 3AT Ch2 A S0 Qb o
2-8%0]0jA], DRM= ¢lot QHRlgH A2 Q152 HAfRI AL

Zgerltt. 12y & =wollA #AIgE 23}, Hussain et
al.o] Q15 n2 B2 R} FA0| QHHsHA] ook, of
2 st Ashe tg 3AaE00= HIsHA] 4ttt

User

License Server

Um inputes ID,, PWn,

Imprints biometirc BIOn,

Rm=Rep(BIOm, Pm)

If Zn ?= h(IDnlIPWnlIRm)

Select Ry and Tp,

Xm=Xm @ h(PWn||Rm)

Z1=IDnBR1Bh(XBTr)

Z,=IDCBR1Bh(XnBTh)

Zys=h(IDm | [IDc|Th (X I Tm) IR Tm)
<Zi, 73, Zys, PIDy, Ti>

>

Check if |TmTcKAT?

Calculates TEMP2=h(ID,®R+)
R=Z3®h(X( B Tcs)DTEMP2
PIDM"™"=Z,&h(XBTcs)BTEMP2
Ke=Zs®h(Xn®Tcs)DR, BTEMP2
Msu™=h(IDm|Ih(Xm|ITcs)IKel IR ITEMP2]| Tcs)
Check if Mgy™ ?= Zys

If true, KEYpc"=KcBh(PWn|IRm)

Saves KEYpc"

Check if |Ty=TcKAT?
Fetch ID, corresponding PID,
Computes Xm"=h(IDm|IXLs)
Computes R1=Z;BIDBhXn" | Tm)
IDc=Z,BR1BID B h(Xem 1 Tm)
Mus"=h(IDm|[IDc| Th(Xm I Tm) IR Tm)
Check if MUS* ?= ZUS
If ture, pick Ry, Tcs and PID,""
Fetches Kc
Calculates TEMP1=h(ID,®R;)
Z35=RyBh (X B Tcs) BTEMP1
Z4=PIDy" " Bh (X B Tcs) BTEMP1
Zsu=h(IDm|Ih(Xm 11 Tcs)I1Kc]IR2| [ TEMP1][Tcs)
Replaces PID,, with PID,""

<73, 24, Zs, Zsy, Tcs>

Fig. 2. Hussain et al.’s Login and Authentication Phase
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1. Incorrectness of the Protocol

1.1 Absence of ID format Verification

S= o] L8RPt S22 9siM AR Ajsjo] A}
87to] Dt PWmg F431e, AuE ALgAte] IDme]
EldS Slal] ohil AR RE we Dmg 77|
1 Zupg ke o] AARS R1siste). Lee et al.9F Yu
et al.9] Q1% TR EFL BT AFRX}O] IDo| thst Efg
e & golsttt T2{ut Hussain et al.o] S5 o
£ 50| Agke 2%olL} 52 thfo] AyEe A
b AMEAF IDmO] Bl S Shlske Tpgol gict.

ol2fat ALgATO] IDm EfRHy sholupgel wajl, Hg
gt AFEALY) DSBSt AR} Akt ALEALE 7

o, e At

oln
ojggz BE 9

Hohe B0l WA 4 Y AL
8xto] IDme SR Fiw 272
olo] IDmg ALgsto] Au|A 7Y BAL & L& 9
Ak 58 2 2l Dme) e #lsiA] o) o
2l 498 NG} 4R Ibmol 1ol HE H
AgAtete] Dot £ 4 917 wRo], x| HeN=0]
az A0 ot 2l e

EI
=
ﬂx}

A
o
] 0.

Table 1. Notations
Notations Description

Um Mobile user

LSj License server

IDm Identification of Um

IDc Identification of LSj

PWm User password

BIOm biometrics of User

Xis, Kc Secret keys of LSj, IDc

h() One-way hash function

Ry, Rz Random nonces

PIDm Unique random nonce for each user
KEYpc Secret key of digital content

[l Concatenation operation

® XOR operation

1.2 Incorrectness of Digital Contents Keys

H =304 BA3F Hussain et al.9] o2 ZAAL
[table 1ol B vle} 2ol x|z TIEI=oA] Abga}
= u]Y7|7} Ke®} KEYpe® 27folct. 250] 7hAsHiH
Yu et al.9] T2 EZo|X= KEYpe §F 70T HA|E ZiE
%0] B]27|2 AF§IGL, o)) T2 ES SN E FY
5toitt. Hussian et al.9] Q15 GAIS FAsHH, A
LSjoIM 5143 uE ol8s) ALgADL ZIsA0] u7]
KcE 7ARISHUA, Aeiet AbgALE 543t Keg 7HI

=it 7 k2o AFRAR= APAQ] A E PWmat RmS
KEYpc"=Ke®h(PWm|[Rm)e} 2Fo] AXSHA KEYnc & A

ol

Stch 9ok KEYpe/t 28FE gA|E ZAEI=9] v|d7|2t

o}

1 7HRE A2 o] Zre 7F ARRALO] mASJE PWmit

Rmo 2 = oQl=d, A MHe 55 TAY U
=

TAOIA o] & 5 HlojEH]o]A0] ARFSHA] 7] Tiw
of A= KEYpc" 32 Aldtsl @ 4 glth. 2282 Ay
& 4 Qe 7] A= ARESto] GR|E RI=of g5t
AR AT AT Zlolt

gkoF, PWmi} Rmo] A{#{2] Hjo]ejjo] Ao A7Fett

M Hussian et al.9] 91& 2 & F 0 2 ZAXI}T AFR

Aol RE APE Ao WS 4 Q7] TR0, AFRA} 71

40 H5 FofstAl "ot 9o, Hussain et al.9] 7]

AAPY St 7P AR 22 gAIE RIE His]

ZF ARgAROT o 7] 32 7RI B, o]F 3ol A

Y= 27 O 7] 32 25 Aot Qlojof gho], ARE-

Apo] HEIX AFL-S 5|2kt Zjolc}, J2{o 2 Hussain et

al.o] 91% m2 EZ2 obNs L2 EZolaly & 4 ¢

L
[
L
L

2. Safety Analysis
B AMoA= Hussian et al. Q1% L2 & F0] ObRA

S3i0] sl B4k

2.1 Privileged Insider Attack
Hussain et al.-& Yu et al.2] Q1% 2 EZo] Oj5t &
ARE B4 9 JRA5HHA Yu et al.9] Q15 B2 EFO|

W RS AR A clo]Efelo] Ao Agsti 9)
7] o], WsAE SAol st bt BRI &
g uR BARE Hssh dojefuol2o]  IDiek

Xi=h(IDi|[X )& Al25t0] AFEALS 71AkSE 4 Q17] mj&
off AREAL 71 SA0 = QPISHA] ofthal A5t 1
U 2 =T0f|A] Hussain et al.9] 015 2= S HA
St Ayt Hussain et al.9] 52 WAoA = [Dma}t PIDm
= Hlolgdo] Ao It 2 MAfshr] diwof U S AA =
AREATS] IDmi} PIDmE =58 4~ 9t} PIDm 27191
7 AR dFolBg, Ui AR} ottt &
E3F 4 9l ZFolc}. 72{8 g Hussain et al.9] Q15 &
EEZME YRAL 542 o7ls] Exfisks ARl ot

2.2 User Impersonation attack
Hussain et al.9] Q15 Z2&EZF2 Quid AX|o
Xm', PIDm’, Zmje] Ageloigld], B4xb} oj2iat
APE S92 AL the WA Edf £93F ALE
2 A 4 L.
PIDm’ = PIDm®h(PWm||[Rm) (1)
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PIDm'#} 2701 @7 WAIX] PIDm, Z12]aL ()A]Z A
&5t ohgat 2ol h(PWm|| Rm)& Al 4 .

h(PWm|| Rm)" = PIDm’&PIDm

A ZgE Xm ' oe] mPgollA] Akksl W h(PWm|
Rm)'2 ] ()82 74519 Xm'2 A 4 9

Xm' Gh(PWm||Rm)" = Xm" (2)

WeAt 322 $of 853 D'z 2790 24 wjAlA]
71, 72, Zus, Tm& AHE3HA W RIS AARH 3 4 9)
o} RIS A7) 9Io1A 4] (3)2 R1=Z16IDm’e
h(Xm"@&Tm)2t Zo] Akt

Z1= IDmPR1Ph(XmPTm) (3)

Al (30 &l I R1Z 74kt 2ol A (4)F ol&st

o} IDc 3= 74tel & & itk
72 = IDcBR1Bh(XmBTm) (4)
IDc*= Z2@BR1"Bh(Xm ®&Tm)

=

P

=

r

S,
15
1>
S
i)
=
il
ofm

i Alre W S ARESH Zus

O,
F o
a
n "’
Uu o
N oo

O %
Ur
o
E]
.%
QD
i
>

2.3 Key Attack of Digital Content
oo} AFEA} 7P 2A0IA Qe Dm'i} RIS AHEeH
SARR= TMEP2'E ALteE 2, 371 8 Tes@} 732 A

PIDm™"* =Z4@®h(Xm'|| Tcs)TEMP2’
Kc*=Z5®h(Xm’|| Tcs)DR2DTEMP2

Kee 9A|E Z4RI=9] v]g7]|o]a, Rt AREALR}E A
wigto] e g AT, BAAVE Keg S
A L2 EF0] oMo APE lthe Zolt). ®h 2
1=20] 3.1 HojlA] BAF KEYneo] £A1H0] ¢t 71y
gt stoiete BA} Keg AN B
KEYpc'& AAIE 4~ 9lct 782 2 Hussian et al.9]

A5 ZREZe stk ¢ 4 Yok

IV. Improved Solution

2 o)X= Hussian et al. =2 EZ0] gt ZAES
sl Ast7] {sto] ohaah 22 {HHst siaAS AA]

AR 55 DAIA AREARR] IDof| Oigh Bf/dS F71st
of AFEAEE TETY 4 S St Eot oF oA £
A3t Contents Keyso]] Tt a2 w2 Hussian et al.
of =g als] & 4 GAIT, B LR & 7)) 7]
£ ARBSIAL 71510 Ko ARESHL KEYpes ARE-SH
Al e Ao sfjAsgit). T2fH o 4] 2.30]4 FAgt
AXY AFEARRF Au]7F 55t 7] Keg 573171 dizoll,
AREAR= ol ARz Adste] Yshe HRIEE AR
sk 4 9k 28|82 Hussian et al. T2 E-Z0f|A9] ¢

A ZEE 7o tigh 2AIS shEE 4 -

=
o
i)

o
831o] R2Z RN 2 9lck. olek Lol T) FREW ok Svio] st AW e ThS T Aol 35O
5o FESS ARSI Keg AMBHE 4 Q1L ol2 2 AR2SH= h(PWm|[Rm) 3+ #1745k, UA] wge
olsto] ZARF= KEYp.'S AXM] @ 2 9l 7129] Hussian et al. T2 &0t =AU},
TMEP2 =h(IDm'||R1") PIDm’ = PIDm@h(PWm||Rm)
R2"=73B(Xm"||Tcs) B TMEP2” Xm' ®Xm=h(PWm||Rm)
User License server
Inputs ID,, PWq,
Imprints biometirc BIOn,
Computes Gen(BIOy,)=<Rn, Pm>
<IDm, RPW>

RPWo=h(PWm|IRm)

PID,"=PIDW®h(IDm ®PW B Rm)

X =Xm®h(PWn||Rm)
Zn=h(IDm|IPWmlIRm)

Stores {Xm’, PIDn", Zn} in memory

Check validity of ID
Select PIDq,

Computes Xn=h(IDm||X.s)
dmn=Xm®h(IDm| IRPW)
Saves the ID, and PIDn

Fig. 3. Improved Registration Phase
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Table 2. Security Function Comparison of the Related Protocols

Juag =8 sl Lee et Yu et Analy.sis result of Impro.ved
al.[4] al.[3] Hussian et al.[1] solution
Insider attack X 0 X X 0
User impersonation attack X X X X 0
Server impersonation attack 0 0 0 0 0
Stolen mobile device attack 0 X X X 0
Key disclosure of digital content X X X X 0
Replay attack X 0 X X 0
User anonymity X 0 X X 0
Password guessing attack 0 0 0 0 0
Mutual authentication X X X X 0
PIDm'Z} Xm'e F 3 BF h(PWm|[Rm)S SUstA 4 QUL ABFo2 P AR P 4 gk

ARRSH7] mof, oko] “user 1mpersonat1on attack” &
oA, HIY AX|ES BAIE 73 Q(stolen mobile attack)
o] gsto]  3HHO

Ao Mg XOR gtoe
h(PWm|[Rm) ®ofd 2 9l o] Zak & ¥R A2 of
83191 Xm %2 FARPE A AR 4 9t 12

og o] 7AIE siEst ] HshiA F+ AloA h(PWm||Rm)
o] 3EEA] A=E [Fig. 3Jat Zo] 55 WA PID, &
PID,, =PID,, Bh(ID, BPW,,BRm) 2 1735} S AR} 7
£9] FE PID, 2 27381 @7 UAIX] PIDyE AMEoHA]
PID,, BPID,AAFS 31H h(IDnBPWnPRp)S AE 4~ 9)
oh 1 g0 Fheo] XA A Xm'S ol Aktel
2 Xmi} h(PWm|[Rm)& Zolofsh=t], W3 PIDy,
2HE XmE AAU2ld D, PW,, 12]1 Ryo] 2}
7¥o] kS olotof 5hil, Ry =2 JE2mo] AA|IAHE
BIOna ¥otof Tho] AL 4~ Qltt. E9F o] 2 7h=0
A7 of7] wizofl o] gt & A4kst Dyt
PWne AtsidZ] o5t
A A Q)M AR 4 R1Z ALt 71ssh
h(PWm|[Rm)& AKIHE 4 QUN7] TiZof
710]9)=g], B Ao sjAupHS ArstH ZAR}
7} Xm& AR % Q1. (30l RIS AR 4
gooz (4)oa IDcs AAEE 4 ¢l
Z1= IDmPR1Ph(XmPTm) (3)
Z2= IDcPR1Bh(XmEBTm) (4)

celes BAL 108 39 Zuss A

Q7| &0}, PID,, = 73 Hog

E'.I_O}

E7}/gHll Akx] BAl ZAL E5)l 205 AHES ool

N
O

I
173
-

_]

Me

OH
|_.|_.

ot

Table 3. Computation Complexity

4.1 Password Change Phase
=2olM9 SR PID, S §1701%7] mieo]
Nz A er HASH] dohe AFARS $lsto] of
AQE HAGAIS PID, = 7|&9 PID,""=PID,"*"&®
h(PW,,""[|[Ru™")0llA] PID*" =PID " Bh(IDy GPW, "
BR,"™) 2 WHsfoRITt

4.2 Password Guessing Attack

HA9lE 2% ZAL WAQE PW,0| AERT} =L
BIOmF &7] sliA] AAFsIl7] mizoll, PIDy', Xm', 12j1
Zmo 288 PW,g AASHU7] offith. 2e{ag 2 29
Mg A= SA0 tieh AYgES 7Hlch

%5
4.3 Insider Attack
o] W RAF 54 AoflA A5t Hussian et al. =&

EZ2 AMgAN] ARE HRoz AAste] WA 710

2, DBE ¥salsh} tE %5 n2ETSAY DBE

WAL Spgstol o] EAlE st

4.4 Replay attack
B =00] 5jAuH S Hussain et al. T2 &2 =
S B ARIR S Tdje ARESE] ol AR S0l

oI AR E 7RI eloe @ eeld Akt s
Y S mREZoRty ¥ 4 ok

[Table 2J & =20] sauynt Fisl oj2 A5 =
REZE0] RS BN o2, Xk g T4 &
RsHA] A g 716 AEsH] oRethe 1S et

Jung et al.[5] Lee et al.[4] Yu et al.[3] Hussian et al.[1] Improved solution
User Um 8Th+1Tf ATh+1Tf 5Th+1Tf 8Th+1Tf 8Th+1Tf
Server LSj 5Th 5Th 2Th 6Th 6Th
Total cost 13Th+1Tf 9Th+1Tf 7Th+1Tf 14Th+1Tf 14Th+1Tf
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Y. Ot 71 v} ojujolct. [Table 3] #3915 =
2EgEo S Bl 202, Thi- SARS
QS UERIL, TF: BlolosiHaaLt 1A 55 o)
& ek gpl tale 212 5K, 2 =2l 0
SAyHe 71E AU BHES
ofef 320 Qg A @ 4 9. 2ene ¥ 20|
K] WY ALGALS QBB ORZ DRM T2 ES

oletm & 4 ok

V. Conclusions

7%}7(] oloyr} Eat
Hussian et al.9] Q1% 5 TANA AREAT
o] ID &5 wAIet YA Zi’l=9] v '?z [0l thgh EA=
FEAlstAnt. 1A & ]/\1% ol FAEZ sli2
5171 st Zhdst ZhAd OH?:I—IE‘ Aiekstltt. 1 & 7V &
a3t 7]1&9] PIDm'9] A4k
A Ay, Betd AR 2A 540 a
AHEAL 7V 54, HAYNE 25 34, A 54 5 92
S40] eHdlsigitt. 12jte 2 =woAe] JiAYH
DRMZ 91t HHlgh ARBA} Q15 mrEFol2ty & &
k.

mo m
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