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[Abstract]

Most studies on machine learning-based intrusion detection systems use metadata. However, since
metadata is information generated by analyzing packets, it is difficult to ensure real-time intrusion detection
in a real network environment. Therefore, in this paper, we proposed a machine learning-based intrusion
detection system that can quickly detect network intrusions by directly analyzing the payload of packets.
The UNSW-NBI5 Dataset and the LightGBM model were used to verify the detection performance of the
proposed technique. We first used the 'Payload-Byte' technique to label PCAP files in the Dataset, then
conducted learning with the LightGBM model and analyzed detection performance. Experimental results
showed that our approach can achieve a significant improvement in the binary classification with accuracy
of 99.33% and Fl-score of 98.73%. However, Multi-class classification showed similar detection

performance to previous studies with accuracy of 85.63% and Fl-score of 85.68%.
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I. Introduction
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II. Preliminaries

1. UNSW-NB15 Dataset
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Table 1. Configuration of UNSW-NB15 Dataset

Category Train Test
Analysis 2,000 677
Backdoor 1,746 583
DoS 12,264 4,089
Exploits 33,393 11,132
Fuzzers 18,185 6,062
Generic 40,000 18,871
Normal 56,000 37,005
Reconnaissance 10,492 3,496
Shellcode 1,133 378
Worms 130 44
Total 175,343 82,337
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Table 2. Configuration of Experimental Dataset

Category Total Train Test
Analysis 1,208 966 242
Backdoor 1,239 991 248
DoS 3,397 2718 679
Exploits 13,992 11,193 2,799
Fuzzers 12,722 10.178 2,544
Generic 17,580 14,064 3,516
Normal 21,000 16,800 4,200
Reconnaissance 7,562 6,050 1,512
Shellcode 1,088 870 218
Worms 93 74 19
Total 79,881 63,904 15,977

2. Related works

1jj7)(packet)> AFE A HEYA7} Adsh= Hlo]
Eo] PAletd 250|H, IP ufj7l2 df|ci(header)et Ho]
2 C(payload)2 J€tt. Ho|R2Eo= FAIXPL A
SIUA} 5h= Ul-go] Zw|H, o]2{st mjo]2 =0 vlgat
tlol8E st WAloRE YEYI Qo] o]FolA

aeNQl YAlo] & 2 QIEAIE AT Ad Axt
99%9] &gz E4 HHS dEchs A2 7Festdiey,
Ao migto] JslA Qlojof ghohs dut offl ZRYho]
7Vssithe F2olA gAY Qo

Wangit Stolfo[6l= A & 1ite HHes
HRI5P7] HsliA moj= = S/d(payload feature)®] i
£ Z8sto] ERchks WS Akt 22y o]z
E EA2 249 et wio] Qlof 9ul Ql= FEE
grgsk=tl Al 71t

Mahoney@} Chan[7]2 ZE ¥Y$ TCP(Transmission
Control Protocol) 227 9 7]e} 17l &l AHuot 742
oEliolEl 2 Ab8alol Qe ER|sHs PHAD(Packet
Header Anomaly Detection)S A|Qt5Iict 712 A|QF
St NETAD(Network Anomaly Detection)= o7l 55 9]
A& 4880 ES AlESHe] 7} QIEHl 2 &Fof wef of
2 AYER 29 Psigol, 94 g(alse alarm
rate)o| =C}.

AeARl w9 sHAlE siEs] flsiA FZolle
CNN(Convolutional Neural Network), RNN (Recurrent
Neural Network), LSTM(Long Short Term Memory)
S 7IAIsts(EEE)2 7IRte g o AUYA| A7t &Y

SHA| A=A QTH8-10].

Kim {11} 5719} 7j4qkS o]-&sto] Y EH
3AS YA 4 ol Luelzat olg ol g3 AYA
AlRtstAt.  Leell2]l2 He2ids E8sto
DDoS 524 & TCP SYN Flood 524& 17l 7le8Ho 2
GAlot= AlARS AlRtsict. LSTM 293 &85}
S1A17) Zu 96%0) BAISS DRI AN T
27 Thelo] oat ]3] BRe AlAsldon, et ule
Y3 7|8t 3A s e D5 it

B 010} = UNSW-NB15 Hlo[EJH|ES 0] &5}o]
eSS 7] ARIA AR EQD 7e AUEAI
ARLS AESHLA She A=k AIYE|QIt. JingdfChen
E{13]& SVM(Support Vector Machine)g& A-L5}t0] 0]
Al 5 85.99%, O &R/e 75.77%2] FE=E 24
3toitt. Kabir 5{14]2 olxl #FolA SVM(Support
Vector Machine) ¥112]5-2 AME-Sto] 44/81787d Exl
U BES 1) Py B O BHEELUNE DY
o, thE ERAE SVMoz 1k ERd Ans
Decision Treeso]] B850 86%2] AstzS A5t
Meghdouri £{15]2 Z&2M(Principal Component
Analysis, PCA)Z AR&Sto] HlojE g AA2] & A2
Asfstgi=r], AL w4 = RF(Random Forest)7}
Precision 84.9%, Recall 85.1%% 7} =2 ©X|5E
Hyc}

|u
N
[a)

AR E

III. The Proposed Scheme

1. Experimental Preparation

1.1 Dataset Labeling
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2. Experimental Design
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3. Parameter Setting
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Table 3. Hyperparameters of LightGBM Model

Category Hyperparameters
n_estimators= 1000,
. boost_from_average= False,
Binary

num_leaves= 31,
learning_rate= 0.1,
max_depth= -1

Classification

n_estimators= 181,
boost_from_average= False,
num_leaves= 100,
learning_rate= 0.1,
max_depth= 8, bagging_seed= 16

Multi-class
Classification

4. Results and Analysis
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Table 4. Experimental Results(Binary Classification)

Category | Proposed [12] [13] [14]
Main 1 iohtGBM | LSTM SVM SVM +DT
Approach
Accuracy | gg 33 96 85.99 82.11
(%)
F1-score
(%) 98.73
Precision
(%) 98.16
Recall
(%) 99.31

Table 5. Experimental Results(Multi-class Classification)

Category | Proposed [13] [14] [15]
Main | iohiGBM | SsvM SVM+DT | PCA+RF
Approach
Accuracy | g5 43 75.77 86 -
(%)
F1-score
(%) 85.68 86 84.9
Precision
(%) 87.88 851.
Recall
(%) 85.61 84.9
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