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[Abstract]

This research originated from the need to enhance the security of secure multiparty computation by ensuring
that participants involved in multiparty computations provide truthful inputs that have not been manipulated.
While malicious participants can be involved, which goes beyond the traditional security models, malicious
behaviors through input manipulation often occur in real-world scenarios, leading to privacy infringements
or situations where the accuracy of multiparty computation results cannot be guaranteed. Therefore, in this
study, we propose a signature scheme applicable to secure multiparty technologies, combining it with secret
sharing to strengthen the accuracy of inputs using authentication techniques. We also investigate methods
to enhance the efficiency of authentication through the use of batch authentication techniques. To this end,
a scheme capable of input certification was designed by applying a commitment scheme and zero-knowledge
proof of knowledge to the CL signature scheme, which is a lightweight signature scheme, and batch

verification was applied to improve efficiency during authentication.

» Key words: Signature scheme, Batch verification, Zero Knowledge Proof of Knowledge,
Commitment scheme, SMC
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I. Introduction
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II. Related Work
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III. Preliminaries

1. Standard form of SMC

SMC= gRtAlo 2 ofd] Yk = 1)9] AARP} &= f
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o= m(=2)719] computation party7} %rois}o]
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2. Signature Scheme

A A= 715 A37dsh= 71 A/d(Key generation),
A& Adshke AH(Sign), AP A5(Verification)
ol Al 719 dejEoR F/dH

Definition 1. (Signature Scheme)

KeyGen: 54 T}3tA]7Hprobabilistic polynomial
-time, PPT) &u2l=o0 g 27471, 71l 7] & (pk,sk) S
AT,

Sign: PPT &2j& 02 79l 7] skt HAIX] m2 A
2oz stol A9 o3 YT

Verify: 274A t}gtr]7Hdeterministic polynomial-
time) F2}502 F717] phkt HAIA] m, MG o2 A

go® sjo] 3 BlES Falh

Il = (KeyGen, Sign, Verify )& AY AA=t

2
L

3. Zero Knowledge Proof of Knowledge
GR|AIZH(Zero Knowledge Proof of Knowledge)2
prover®} verifier 7t°] A} 7 AlSAME m2EZ S qb
it} o] Agof|lA prover verifierof 7| Apqlo] ARE-
ojrfgt FHE= FUNGHA] ACHA ARilo] AAeh fl=
(statement)& sfal Qlok= As =AIA 4 ot §4

Aae A8F ZKPKO m7le

il

st H(variables)

PK{(variables): statement} & 3}7]|2 3}0, ¥ip=
proverfto] &1 9l= W g verifiero | S7H5HA] %2
0 X1%-& prover®} verifier @507 Z7)gct o] =&
EZ0] 55t verifier $40] OfRt R Qlole

prover7} W8 Aal Qo= AMdS otsth

4. Commitment Scheme

commitment scheme& HA]X] mof Tt AEES
SHA howA 1 HIATR] mof] 5l0] O] FofA|H, m
gigt A5lo] FoIAH m o]e]o} oz F/E 4 ¢l
@ mo] ABIEH AREAPT S0 WirkA] oF
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scheme©| Zi= ol2fst &£/d2 &7]7|(hiding)e} +71
(binding)2tx S} commitment scheme Commit
Y112]53 Open €2]E0 2 F/JEH, Commit &t
2|52 ol&sto] WA mo dist 7{5lo] o] ojX|H
Open ¥i8]&02 o]& /R 4 9t Commit &1l
2|52 Y GH(r)E ol &gt HEe d2EE AME
& 7101t} com (m, r) 2 BAFIY. £ =FoflA& o4tz
Jof]  7|8ket A 29§71 Pedersen  commitment
scheme[14]& AFESIC}. prime order ¢S 7M1 18 G
ot & 7H9] generator g, hS o|&stH WAA] mE Z,
of ASIsZ] QlsiA Y d¥ reZ 5 AJH5H
com(m,r)=g¢g"h" 2 A9JsIt}. o] commitmentE ¥
7Nopen)stZ] HsliM= r= ¥siof gieh

5. CL Signature Scheme
MY AAE dYste o st bilinear mapS WA

Aolska chewt 2ok

Definition 2. (Bilinear map) o}29] 27155 U&ol=
ASFSE e 0 G X G — G £ bilinear mapo|2t sttt
- Efficient: GQF G+ 72 prime order ¢& 7= 1§
olt] e& 7hte= B&AQ Fa2Eo] Al
BE ¢hEGY} abeE Z 9
e(g", h") = elg, h)™olc}.

- Non-degenerate: g7} GZ AJA5HH e(g,9)7t G &
R,

chah

- Bilinear:

ZH|DAOA prime order ¢2 7}K]0 bilinear map
eo] AoE= IF G=<{g>9 KEIIX|Z prime
order ¢& I elg, g)oll sl == 2§ G712
et 7Pt T ZH|CHA oA =



80 Journal of The Korea Society of Computer and Information

(¢, G, G, g,e)0l 2RHL

Camenisch-Lysyanskaya signature Scheme A(CL
signature scheme A)[15, 16]5 AHEsH7] Yol th3x
o] 7ofgict.

Key generation: <92 z,yeZ 5 AE5H0
X=g" Y=g"& ANt 71 7l sk=(z,y)°]
W= pk= (g, 9. G, g.e, X, Y)oITh.
Signing:  UA"Y  WAA] meZ,,
sk=(z,y), 37071 pk= (¢ 9. G.g.e, X, Y)ol Tl
W o= G2 B} AY 0= (a,b,¢) = (a,a’a” ")
£ ey,

Verification: 43 HAIX] m, AY o= (a,b,c), &
747 pk=1(¢,9,G,g.e, X, Y)Ol chat
ela, Y)=e(g,0)e e(X,a) » e(X,0)" =elg,c)7}
YYSIEA SR F 7] Aol w5 HYsll 2
loJo], 24 kg 49 Auke Oolct.

Proof of signature: provere} verifier= 2% 57§7]
U1 o™ provere mE Z 9F 1718 o]8sto] A
N = (abc) = (a,a”,a” ") 7RI T Yk
1. Provers = 7j9] %Eg‘gﬂi v, "€ Z 2 AEsto

3R (blinded) A

A7

(a3 ay’ a

il

2

= (a ’b’ ,C’ r’)
= (a.a" @ "))= @5, )2 Aelo] verifiero]
7 Bl
2. V.’IJ =
At prover} verifier= PK{ (1, p
AASE= Alegeith
3. verifere=  $9 HR|AZHo] Hosin
A

A
ela, Y)=elg, b)ol#l AuS 285}

e(X, EL),V

6. Batch Verification

Batch Verification2 T2 HA|A|S0] 3t ¥ ®= 7
710 ARSo] Aat AFES & ol AEshe Wy
olt}. B =RolX: AR 5 3 Fo el Al
o M AU 7] ALR)ol Tlel Th2let. ojte 7t
7to] WSS sHpH QEst Zwct F gt

Definition 3. (Batch verification of signatures)

A9 AA I = (KeyGen, Sign, Verify)Q} 8ot ole}
o0g ko s nEY AMYA P, P,, -, POl
KeyGen (1) Gyt 57171

PK = {pk,, ---,pk,}& ©ol&slo] TE 7| AES
(pky, sky),--, (pk,, sk,) 2t SHAF. batch verification

gueE Batche (pk;,m;,0,)5& YHCE st g

BES ZefslE PPT Que)zoln o} HAL wEg

- BE ie [1,n]oll O} ph,E PKO] 1
Verify (pk;, m;, 0;) =1°0]#H
Batch((pk,, my, o), -+, (pk,, m,, 0,))=1 ©o|ch.

- BE (1, n]ol U8l pk,E PEOI T Mol sjLfo]
i€ [1,n]oll el Verify (pk;, m;, ;) = 00]H
AUigtsE 2 "eR
Batch((pkl, myq, 01), e

(pk", M gn)): 1 O]E}.

Batch verificationg AFSSHH © Lol AW Q1=0]
AfstEete verifier= Molz 1—27%9] &7 o|&

]
dhAs 2 9lon, Batch verificatione AHES 7H7t
Q5o ARG {27t wha.

IV. The Proposed Protocol

1. Constructions based on CL Signature Scheme A
SMCo| 283 4 9l U2 A5g 8 A AP

202 T 2 20 u

% 3= Camenisch®} LysyanskayaZ} At CL A

g AAZE AT 15, 16]. CL AP J¥d2 BRE Sh=
—Rﬂ AE Al dARIE MY AAR, 22 AHE o
ﬁﬁ}olﬂi/\lﬂ A

x Mor

W ARESlE o uﬂ/\]x]
(unlinkability) 2 24% 4 = MY AACH. that
ol CL A% APl 7]“%}01 etolHAlE BT &
Ues T2 EFg YARRIG
zefolHAlE  2HE 4+ Se A" A
IT = (KeyGen, Sign, PrivVerify )& th2a} o] A
olsttt KeyGen, Sign 412|552 KeyGen THAofA]
h=g"us Z 5 F7t=2 ARklsto] 37471 F7F6h= A

= AlgJstH YAl = _’Eﬂi AESI(E, pk= (¢, G,
G, g,h,e, X, Y)), 915 ¢12]%& PrivVerify= t}22}
o] pAsto] Agolsity.

PrivVerify: provers= A4 o= (a,b, )2 H57H9l
HAR] mE Z & %1, prover?} verifier % 3717
pkE €L It} prover HEEY re Z 5 0]&5}o]

commitmentQ! z,, =com(m,r)=g¢"h" S ZALI5}I]
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x,, < verifiero]] Bt UT{R] 28O olojja| AlmjE
CL signature scheme®] Proof of signature T2} 2
1] ZKPK7}

PK{(M, 0z, =g"RWAV,! =vh,V 5} 2
+ A2 AlQlstH sdsit.
A Qt= A AIA
= (KeyGen, Sign, PrivVerify)= 7]&9] CL

schemet} 7] A4, AW SHATIR|S 2o o1=tHA o
A9 FrAS O 7129 MEPRTE AT Qict whabA
CL scheme®] $1& £7}s7(unforgeability)& 5251
akzst),

),

A

duelEyt agE daglgo] AQE= Aats
AHN13] Blwst7] Y3l PrivVerify®] ZKPKoAl AR A
shot AAHR| a5t molyd &4 AhS ATEH o5
2t} ZKPKOJA provers sHEWEY v, vy, v,E 7=

r

=S T, = g"'h", T, = v, v 25 ARSl T, T,
< verifierdf|A] A&t} verifiers E02 e 2,5
JERs}o] proverof#]  EWict.

r, =v;+em mod ¢, ry, = vy +er’ mod ¢}
Alatsto] verifiero Al A4-5tct,

JAs prover+

ry = vy +er mod ¢

Rl A verifiert= g"h = Tyat, T}
v v = Tyv, 7t /d8oIH ZKPK= *d-3(statement7}
Aot

2. Modified CL Scheme A

22 CL Scheme A & t] H<ealste] SMCo|| &4
g o AFTACINY Be8/de =Y & A=E 2SI
th. CL scheme AojX{e} ZHo] KeyGen T7ol|A 5717]
of he Z7t5t1l KeyGen, Sign €123]52 ZOoH
PrivVerify &172]&-2 of2fjet Zo] »73ht

PrivVerify: prover= H|g71Ql HAIX] me Z 2} 3
g WARIS] ME o= (a, b, c)=
provert verifier
pk: (q’ G’ G’ g’ h’ e’ X’ Y) % ?E'];—]_—,‘ 9\’1q°

Y z+mzry)= o}
(aa aJa a J)E ?E—'_—’-‘

1. provere Y €75 45
commitmentQl z,, =com(m,r)=g"h' S ALk}
x,, < verifierof A B4tk

2. prover= HFAY € Z & A=t AL

NE o:=(a,b, ¢ )= (a, b, ¢)S 7I5t0] verifiero] ]
e
3. v, =e(X,a),v,, =e(X,b),v, =elg, c)2}1 5}

11 verifiere GRJAISH

PK{(M’ Ps 7) F Ly = glih’)’/\v; = V/jJV s}% }\]3(])4_63.—
ot

4. verifier7} 3819] JR|AIZHo|| A5}l
e(a, Y)=e(g, b) 0% PrivVerifye] Zut= 1, ohd AL

2tz 0ot

£73%l CL scheme A AoA= ASHANA L
CL scheme Ao Zatg]o] Qie] & Uy ') "L OIR
sto] 745 7l(blinded) AE-E Aok HEE TAIE
ool o] 49 22 AEE ofy] W A 73% =3
AAd (unlinkability) @7do] FEoiZltt= Ag oJu|gt
o 22y o] A2 M AAY] & 27t 4/d(unforgea
blility)oll= F&2 DIR|A] gooz 27t 77gst SMC
4 & nBY AR w7l MEE dF5che 499
QFAoll Yol HA| Y

L

3. Batch Verification of Modified CL Scheme A

= n/l9 AMY=  AEsP] #Igh batch
verificationof] ol Aoty & =Fox= g4l o
O¥st batch verification B % verifier7} 29t mhajo|
B (st Aol =FEYS wf batch
verificationg Eitgh =&o0] A 2 Z[’, I,=60 F+=
8002 AAE A3t small exponent test[17] S
Agsto] 2 go] AR 22 715 A1gsto] A of
o lo NS Este 4 EAslel ATE A
@t batch verificationg A|885H= Batch ¥12]&5&

chea} o] Aolsigict.

oro
B

Batch: n7l9] m;E 7
(i=1,-,n)o tigt MY o, = (a;, b;, ;) S L
O prover2t verifier= nc 27071
pk=(q, G, G, g, h,e, X, Y)Z &1 9Jc},

A e Z,

prover= AL K] q

|o

1. prover= commitment

xz,, = com(my,r;)=g"'h""5 25t verifiero]A] &

2. provere #EdH '€ Z S st ZFA

ik 0= (aia b;s c; i): (aiﬂ b;s EI)

(blinded)
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(Zzla '“an)gg
3. verifier= AGEH 4, ---,
j] Bdic

4. 728 FoArts v, =

Atste] verifierof] Bl
5, € {0,1}"2 Aeis}
o] proveroj|7

—~

fe(g’ Ef) (i=1, -

<O

=
[
9]
B
=
o
2
<
[¢]
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T
=
rlr
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Qo] AoJst Batch Falg]&2 £A4% CL scheme
A9] batch verifiero|t}. 72]1 4¥19] Pr|AZY T
£ Adsid oSy #oh. provere  HEY

”
Vi U

viav/iav”ie Z % }x\jEﬂa—T—’- T; :g/ih

2

[[( vvl)E Akstel TSR

TE verifieroA] &3t} verifiers HEC® e Z,

S Ae=ste] 271& provero|Al Bt} A e€ Z,
£ verifier 2 Y] 2Alst = prover=
w; =v,+em, modgq, u’;=v’;+er’,mod ¢2
u”,=v",+er, mod ¢& 7SI verifierof| 7] 435t
}. verifier= g v = = Ty, (i=1, --,n)e
T(viv )= Tv. 7t st ZKPKE 3 2ol

4. Comparison of computation Cost
SMColl 92} Q15 n2EFS AMgalo] v ¥}
7] HaliddE M Q15 o] 5 SMC 2 EFo] FE5h=
o Zele AR B7Istor ottt Tebd M AA oA
Aol gt ¥l o] Fo| RS o 5o Bast AN e
SHAl F7tsliof etttk floflA A CL scheme At &
A= CL scheme A, 72]1 batch verificationo] ZQ
sF HAFe BA5HH of-gaf Zc)
2 CL scheme AZ QMHSH ChARE Akt AFR5}7]
HallMe AAtEol n7id MBS A5 ol A3

%I % M= At Bagt 2nT9]
‘o] Zagct mekd nrhe)

HFetS Aol 3n¥o ZER A AiHmod exp)it
commitment R8-S 2]5F 2n 9] mod exp, ZKPKS ¢
3l 10n¥Q] mod exp?} 5n¥lQ] Wojd AAto] TQs)
o} ©2bA CL scheme AE ARESHo] n7lle] A S U5
Sh= dloll 15n §12] mod exp?t 5n¥e] Hojgl A4to
1 gsit},

AZHA A HHS}E A2l 7% CL scheme A9]
mod exp HAF
ke %55}71 HshM=
13n“14 mod exp?} 5nHo| mojzd AL :

opxEre.2 SMColA n7le) Q15H dlS 49 CL
scheme A9] batch verificationo] 83t Z-2.0= A
AFstol] nHO mod exp, commitment A0 2nH9]
mod exp, GAAIZHO| 12n+ 189 mod expet
2n+3%19] wojRo] Basit}. wepi F 15n+ l‘ﬂﬂ
mod exp®} 2n+ 39| Hoj3 Aito] "Qsic} oA

)

7ie} tAIR]of thet M-S 22 Q1Eshe Ao vl 711*&
Fol 7P 2 Hold e JTsl darlFieE € 4

ek
2= CL scheme A9]| batch verificationg X85
T2 Z7te] HAJR]o] S/ E commitmentE 237
Se% Aol g SwCol xo o @
commitmentS &-85H= 7Q7F 9Jou 2 7o) WA|A]
£ o]&sto] shie] cornrmtrnentE XIAEE mo] oJx|Al
Y ALl oA E=A] LoteAtb n7io] HAIA]
o  sh4e] sk A2
com(my, -+, m,,r)= g;”l S - o) o1 ) [
0] 3% BAIMTE WaolA 3n— 3“&4 mod exp A4
o] st wjah) AW Aol ne] mod exp,
commitment A0 n+ 1H2] mod exp, FX|AIZSHo|
9n+ 4H9] mod exp?t 2n+ 39| Hoja] HAto] Q.

—_

rlr

commitmentS

=woflA] AQtet HHSE A7 st ma/dol T
9= CL scheme A9] 73¢ commitment?} APH ]|
Alitelo] A7elo] itk 7St HAIX] & she] A

ot 3% n71e] AR n7]e] commitmentE A
’\06}@] batch verificationg AFEE 742, n7iY] HIAIA]
4 commitmentE A 749 5ol BRI A

__H.__Q_} 7l~q

o T
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Table 1. Performance of private verification for a single
signature and a batch of size n. It is assumed that
commitments are stored pre-computed.

Modified CL scheme A

11n mod exp and
5n pairings

case

single signature

Batch with n 13n+ 1 mod exp and
commitments 2n+ 3 pairings
Batch with 1 9n+4 mod exp and

commitment 2n+ 3 pairings

wbA QPHSH THRIZE AXE moll A At Q152 o]
gstd  ZZke]  mAIR]el  AMYske A Oiq_
commitmentZ 0|85} batch verificationg- dh=
Q0] AkteFo] Args| ZAsIH (71 Aitgo] 2 u]o1e4
Algtol 3n® Z44), n 7H2] commitmentE A/dsh= 4
Qw519 commitmentE AJAsHs SMC L2 E
ol gsh= 4% Aol o Aol =HIE & Sl

V. Conclusions

& d7oME AEA HoF v
o] 9ol Bl %499l
ol5} Qlzio]=o] 5} vpH
oM ARESE?] Hfslt &&Alojal QPR batch
verificatione 3dh= ¥ dopmoith 2A4= CL
AEONM0 Airo] &v|deR
5] batch verification¥} commitment

ShRl ANSS Bg FolEth meiy

A=AEZMe] 82Fo] 2 ALoE E8XQ AZ
u2g gxjstel Agap of
= otojdoi7t th& *1%‘ Kl Aol= Agd 4
QurRRl A AA
R wgos d7s
Fsto] SMCof| A&

r o
4
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i
(@]

signatures SMC

signatureS o]-2sH
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