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[Abstract]

Software birthmark refers to a unique feature inherent in software that can be extracted from
program binaries even in the absence of the original source code of the program. Like human genetic
information, the similarity between programs can be calculated numerically, so it can be used to
determine whether software is stolen or copied. In this paper, we propose a new birthmark technique
for Android applications developed using Unity. The source codes of Unity-based Android applications
use C# language, and since the core logic of the program is included in the DLL module, it must be
approached in a different way from normal Android applications. In this paper, a Unity birthmark
extraction and comparison system was implemented, and reliability and resilience were evaluated. The
use of the Unity birthmark technique proposed in this paper is expected to be effective in preventing
illegal copy or code theft of the Unity-based Android applications.
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I. Introduction
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Fig. 1. Concept of the software birthmark
Fig. 12 A1 EQJo] HAN(software birthmark)2]

MES BEojFe T-o|t). AZEQo] WANIA = OFA]
Abre] Al 7.5% AdgS ofn], TRIF0] AR AAS
40}71 olgfg Ao AZE0]9] w 8o} EAIS

o] 9JEiAl A} g 4 e Z2 73 vloja]do Y

H% 1.93 542 oJulaie6-12]

9o SAP} QN T2 03] AR AAE T 4
siciel 8 4 B2 48T 4 gk 2o @
&5 c

| 280} A} ojygicta

= Aol 28 a= 7] dlwoll T2 1549 vio]
Uels tgoe SRS 9Y 4 9 w7t Bas)
o 270] B}z AxERo] BlAn}golc)
RtEzolE ofZ2|Alol ol tieh ALEL o] WAt
71982 7] TtfshAl At o] fiTH11-12]. 7]E oF
S0l W0k e YIE20I i ol el
71 23te DEX(Dalvik Executable) mt-g EA5}=
I e
aaﬂovu d%olle 71E QFEZO|=0 M ARE-
OH K‘]_Q_O]‘ A 041:){ a o]OL_ C# 01013 O]—Q—s}
=l s§AM 24lo] DLL(Dynamic Link Library) &2
QIE 20| assets &0 23tE]7| mjFol|th &
o= 2olc apk mlo] m3tEl DLL PES £%519] o
B dolE FAshL fALES AdtSkE Mz wAnt
= 7]840] nlg_o}q

|-|:l

O rE

ol

}

A

Fu 4 rlr \rl o

o=
H}H
_]
o
Ly

m:ln_&

o= OHEWNOI’SJ SRS % o5 XIS St A
H [¢] [¢]

2g smegol vanta /)y

—Er*—*.‘i‘iH 744 E%E7ﬂ 2 = 15 DLL mpdg &A1
o] FALEE ALkt _’ﬂJ- FUE HAnpE0] 887
2 Wk s 0F 42 me 180 chalA Azl
(credibility)Q} 7391 % (resilience)2 H7}sict

2 =70 /g2 o Ak 280 T AFE A
B, oA 2 ==ollA Aetsts fUE #AotE
7190l dishA Avlst, 4gold & Y82 st
5ol A A BIHE sk, 67%olA AR g

Aol chaiA ATHetct.

4]

II. Related works
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III. Unity-based Software Birthmark

1. Software Birthmark
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2. Unity birthmark system
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if (Input.GetMouseButtonDown(0))

this.startPos = Input.mousePosition;
}
else if (Input.GetMouseButtonUp(0))
{
Vector2 endPos = Input.mousePosition;
float swipelLength = endPos.x — this.startPos.x;
this.speed = swipelLength / 500.0f;
}

Fig. 2. Sample C# codes of Unity application
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01: IL_0000:
02: IL_0001:

Idc.i4.0

call bool ... Input::GetMouseButtonDown(int32)
03: IL_0006: brfalse.s IL_O0TA

04: 1L_0008: Idarg.0
05: IL_0009: call ... Input::get_mousePosition()

06: IL_OOOE: call ... Vector2::op_Implicit(...)

07: 1L_0013: stfld ... CarController::startPos

08: IL_0018: br.s IL_0056

09: IL_OO1A: Idc.i4.0

10: IL_001B: call bool ... Input::GetMouseButtonUp(int32)
11: 1L_0020: brfalse.s IL_0056

12: 1L_0022: call ... Input::get_mousePosition()

13: 1L_0027: call ... Vector2::op_Implicit(...)

14: 1L_002C: Idfld float32 ... Vector2::x

Fig. 3& Fig. 29] AR
TUS dnSpy2 CAofSeh Auts HojEnt H]
Hﬂa}x]g ol;(]n]- q;—]mf Ql
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01: IL_0000: Idc.i4.0
02: 1L_0001: call bool ... Input::GetMouseButtonDown(int32)
03: IL_0006: brfalse.s IL_O0TA

02: 1L_0001: call bool ... Input::GetMouseButtonDown(int32)
03: IL_0006: brfalse.s IL_O0OTA
04: 1L_0008: Idarg.0

03: IL_0006: brfalse.s IL_O0OTA
04: 1L_0008: Idarg.0
05: IL_0009: call ...

Input::get_mousePosition()

Fig. 4. Example of 3—size code fragments of Fig. 2
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Idc.i4.0
call bool ...
brfalse.s

Input::GetMouseButtonDown(int32)

call bool ... Input::GetMouseButtonDown(int32)
brfalse.s

Idarg.0

brfalse.s
Idarg.0
call ... Input::get_mousePosition()

Fig. 5. Example of 3—gram of Fig. 3
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IV. Implementation

Papk
(Unity Application)
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(Unity Application)
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¥ ) ¥ 1

|

|

|
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Similarity(%)

Fig. 6. Structure of Unity based Android
application birthmark system
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V. Experiment and Evaluation
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1. Evaluation of Unity Birthmark Credibility
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1.1 CIL instruction based birthmark credibility

Table 1. Credibility result of Unity CIL Birthmark
(Name of applications : A=SwipeCar, B=CatEscape,
C=ClimbCloud, D=Bamsongi, E=AppleCatch)

original app A B C D E
# of k-gram 67 95 126 36 194
A # of equal k-gram - 15 17 5 18
similarity(%) = 224 | 254 | 139 | 269
B # of equal k-gram - - 27 4 40
similarity(%) - - 284 | 11.1 | 421
C # of equal k-gram - - - 7 29
similarity(%) = = = 194 | 230
D # of equal k-gram - - - - 7
similarity(%) - - - - 19.4

A O fozfE RET e SRl B
o2 k-grams A5t RAES + CIL
Fof 719k Al = 7} ZAil= Table 132 Zth 5719]
2 ez Mz te 2709 S AEste] fA=E A
A7) gzl sC, = 10819] ¥]wE sttt AmEQo]
HADLIOA AlR|ee M2 h2 22 J38ut0o] GAfro]
o AT W2ag 240l *@E {7t A Fa
11.1%0014 Z|tf 42.1%0] o] 2= o] ZHElon A=
Ch2 Ae 188k 4 ol Mg ko Zrojug H =5

oA Atet AN = ARt fade & 4 AT

A
e
=

El

ol
=

1.2 API call instruction based credibility

Table 2. Credibility result of Unity API Birthmark

original app A B C D E
# of k-gram 21 34 41 16 56
A # of equal k-gram - 1 1 0 2
similarity(%) = 48 48 0 95
B # of equal k-gram - - 0 0 9
similarity(%) = = 0 0 265
c # of equal k-gram - - - 0 0
similarity(%) = = = 0 0
D # of equal k-gram - - - - 1
similarity(%) = = = = 6.3
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2. Evaluation of Unity Birthmark Resilience
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2.1 CIL instruction based resilience

Table 3. Resilience result of Unity CIL Birthmark

original app A B C D E
# of k-gram 67 95 126 36 194
obfuscated app A B’ c' D’ E'
# of k-gram 137 187 226 97 318
# of equal k-gram 54 68 78 25 140
similarity(%) 80.6 71.6 619 69.4 72.2
Table 3¢ CIL 3ol 7|3t 820129 WEsto] ot
Fol= Hyt Autoltt, 7ol e oot High 7)ol tisf

|1

A dAotast 2R 40 9AlEs 542 oo
7| dEel R m2 1 sl olge) K2 g §
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61.9%, 2]tff 80.6%0f o]2= SAE S oog 7t

(o]
AEst S4sitn WKL 4 ek,

J
o
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ne ﬂolt
O
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2.2 API call instruction based resilience

Table 4. Resilience result of Unity API Birthmark

original app A B C D E
# of k-gram 21 34 41 16 56
obfuscated app A B’ c' D’ E'
# of k-gram 21 34 41 16 56
# of equal k-gram 17 30 26 16 43
similarity(%) 81.0 88.2 63.4 100 76.8
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Fig. 7. Comparison of resilience between
CIL birthmark and API birthmark
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3. Case Study of Unity Birthmark
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Fig. 8. The capture image of original CatEscape
Unity application and it's upgraded version
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Table 5. Resilience result of original and modified
version of CatEscape Unity application

CIL Birthmark API Birthmark
original app
# of k-gram 75 34
modified app
# of k-gram 13 ol
# of equal k-gram 94 34
similarity(%) 99.0 100
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Fig. 9. The capture image of original ClimbCloud
Unity application and it's upgraded version
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Table 6. Resilience result of original and modified
version of ClimbCloud Unity application

CIL Birthmark API Birthmark
original app
# of k-gram 126 ol
upgraded app
72
# of k-gram 225
# of equal k-gram 92 34
similarity(%) 73.0 829
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VI. Conclusions and Future Work
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