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[Abstract]

Although deep learning models are making innovative achievements in the field of computer vision,
the problem of vulnerability to adversarial examples continues to be raised. Adversarial examples are
attack methods that inject fine noise into images to induce misclassification, which can pose a serious
threat to the application of deep learning models in the real world. In this paper, we propose a model
that detects adversarial examples using differences in predictive values between edge-learned
classification models and underlying classification models. The simple process of extracting the edges of
the objects and reflecting them in learning can increase the robustness of the classification model, and
economical and efficient detection is possible by detecting adversarial examples through differences in
predictions between models. In our experiments, the general model showed accuracy of {49.9%,
29.84%, 18.46%, 4.95%, 3.36%} for adversarial examples (eps={0.02, 0.05, 0.1, 0.2, 0.3}), whereas the
Canny edge model showed accuracy of {82.58%, 65.96%, 46.71%, 24.94%, 13.41%} and other edge
models showed a similar level of accuracy also, indicating that the edge model was more robust against
adversarial examples. In addition, adversarial example detection using differences in predictions between
models revealed detection rates of {85.47%, 84.64%, 91.44%, 95.47%, and 87.61%} for each
epsilon-specific adversarial example. It is expected that this study will contribute to improving the
reliability of deep learning models in related research and application industries such as medical,

autonomous driving, security, and national defense.
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Fig. 1. Average Results of EAT(Edge—guided Adversarial
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II. Preliminaries
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1.2 Adversarial Defense
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1.3 Edge Detection

AR olulA] Ui9] AAIE AT off ZAxe] FEjo]
o ofEste v, Held 222 A9 "gAx o o #
T XS T oA MWK E Hdste AR H
AXE dste T 7 W] gZoly, Aupdos
AR 349 71215 AlsstAl gt F2id Z2oA
ZAM19] AR Big o FZste QAstes shaettH
AR S0 s A1 & S AolH8].

oju]X|oflA] ZHA||o} SlIX] HX|(Edge Detection)= &
WO T glo] FAsHA Watt A3 ARl %7
2 QlAlslo] mAIC

- 2HA F2A 9IX] &X|(Roberts Cross Edge
Detection) : 1963¥9]] L. Roberts7} A|QFst v o 2
2x2. 3710 AL 732 A}gsto] ojn]x|e] TiziAl v
o] Hgks(71&71) AktstL, olg &dll WX A&
cH14]. Aol ity whaw, S35] izt e
g A d&ste E4J0] Aot

- Adl oIx] &x](Sobel Edge Detection) : 1968 0]
[. Sobely} G. Feldmano] Aot visHo 2 3x3 Al
LEIE ol&sto] oju|x]o) TA ZH=0] Welka (7|27 )=
Alrtsted QXS AEITH15]. ofulR|Yf x&Zat y& Ut
oz ¥ THF ALt Aol 7E7|=2RE Fret
UFE A3t & olF olgsto XS Tt

- 71y 9lx] &X](Canny Edge Detection) : 19864
of J. Canny7} Aletet Wr[16]C.2, 7P {85kl Bo]
AR kolx A, JHYAE AL, vE|D oA,

nr

*2 Sk ok

o] UARL sIAEYAA AARE M| Y A &
ENAE AXN dRE dEstedl, ol sl st
A8t QXS Afopd 4 Qlot.

- A2 9IX] &X]|(Scharr Edge Detection) : 2000
of H. Scharr7} Aokt Whiog, 4H olIx] &X] 7|5
1 FLg YAOIX|TL TY 32 oA AEsto] AW

BA] 71gEH FEet A A2 4 A1)

III. The Proposed Scheme
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Fig. 3. Adversarial Example Detection Process

1. Training & Prediction
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3. Detecting Adversarial
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IV. Experiments and Results
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3089] &= olulX|[18]F0lA, 7| &F ZE= 0]&
3t EfficientNet-B1 2=9] Q& ojo]x] Alo]=
(240x240)2t 29 719 “d52 125t 7I= B Al
29} 377} 200pixel o%}ol#A &3Fo] 200kbo]s}el
oJujA|S2 20210712 MEstcH Y b).

[BEAR]
P

B

[CHEETAH] [COW]
A7y, N

[CROCODILE]

Fig. 5. Examples of Image Data Set

Ageln Ade Agol 9 5 9es, &9
(Training), 7d%{Validation), =7HTest) Ho|HZ

o
7:2:19) g2 BRI 5, W= 24 2 Y2t B

oA Holx] e= 9t

2. Model Training & Evaluation
2.1 Model Training
712 Bela olx] Relo] BR o5 Anel Hlug

N4
£sto] Ao o2 YAlstAt st B AT0lA, 7]



72 Journal of The Korea Society of Computer and Information

¥ Rdlo] B oS gEusl x| Ukl J28E 7] & Zeg AR epsilon [0.02, 005, 0.1, 0.2
g ool WS oz, Mad UFS PedE  03]02 WRSAHIH 7).
55 o5 g kot AUS he Faskt,

2 ARoHE A e 452 nfslel Hates)

Lo e matulg 47t AL EfficientNet-Bl 2ES
712 ndlg MASIEon, ZH|E 3059 =2 o|n]x]
Hlol&] Alg AbEste] Aolehs= 4a8shlt. sts= of
A S Gt HolEE &5 712 229 7§ A& L=
£ H2AESD A} oF 92%(92.97%)°] F=s SRIE
AN
EN

oJu]A| 141 A1) ARE FAI5H] flsto] Canny,
Sobel, Scharr x| &&] ¥J¥e &2stqict Alx| 73

Fig. 7. Adversarial Images by Epsilon

& OpenCV 71X Alsate S B8 A8 xeyy o) Al glet M 2791 9A] 8] 7}
<0, A oAl HiEh 2R FHES =0l HA 2140 goisp) glstel MoiE o) oigt 2t 9A] =
gaol 92 melujeie AR AFHAHIY 6. & g ow we s mRoe st

AR 2 EX|5}7] 5o 745t ANR|utS ErX|stE S nlet
UEE AR 2Asl] oS Aoist WRsIqich

Table 2. Accuracy for Adversarial Examples
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Table 4. L1 Distances for a Clean Image
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V. Conclusions
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