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[Abstract]

In this paper, as a result of analyzing the TMIS authentication protocol using ECC and biometric
information proposed by Chen-Chen in 2023, there were security problems such as user impersonation
attack, man-in-the-middle attack, and user anonymity. Therefore, this paper proposes an improved
authentication protocol that provides user anonymity to solve these problems. As a result of analyzing
the security of the protocol proposed in this paper, it was analyzed to be secure for various attacks
such as offline password guessing attack, user impersonation attack, smart-card loss attack, insider
attack, perfect forward attack. It has also been shown to provided user privacy by guaranteeing user
anonymity and untraceability, which must be guaranteed in TMIS. In addition, there was no significant
increase in computational complexity, so the efficiency of execution time was achieved. Therefore, the

proposed protocol in this paper is a suitable user authentication protocol for TMIS.
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I. Introduction

TMISE ¥7A9lg XY A|ABl(telecare medicine
information system)?] 7FFst © HAloZ T HAIoA]

0] Og MH|AZ YA0R A|Ust= A|lARIcoR, &
FHARERDS) 7Rl JHe} oz W 50| oF AdS &ot
of &t TMISE= A7t 5ol A1 71K 4L o'
MEIAE S 4 Qle Held2 Alsstd, @F A2 A
of A&== o7t 2% =ur] diwo] AE HlolH
9] "] X(secrecy)d} A (confidentiality) 52 HAF
sflof tct. Eot ZHQIY] Qi Qe ¥ot -SR] fiE
o, 2%/d(anonymity)s Al55t0] AREAT] ZLefoldA]
T HAsloReitt. ol2igh TMISY] oH/ds $lsto] 2015
S Chaudhry et al[l]2 BFE=AM A4S (ECC, elliptic
curve cryptosystem)?} vto] Q. sfASt4(biohashing)S
o] &3t AFEAL Q15 2 EF3 AIQISHHA, Lu et al[2]
9] 915 mzEZof fist S ZAlE ARSI Lu
et al..& Arshad et al[3]9] 91Z m2 EZo] Q ma}Q] mf
A9E 2% A0R ALGAlY] [DE TAYE X
A, AFAE 7P 5400 tigh Ag/del it X|Ast
ol2|gt A sliAst] flsto] ECCE ARESH Q15 =
EZS AIorstyict. 72} Chaudhry et al.& 159]
5 mzEgo] A8AL 1Y 34, AW Jbg g4, 18]
AH8A} oS ABstAl Ralch A|Aslc) 4 o
2 Qlato] AFEAI] cigt 24 BISAE AESHA] 2
oha RAsteint

2016¥ Chaudhry et al.[4]= ECCQ} Hlo] Q. sfjAl&k
S A}RSH 912 m2EFS AIoKIg Y, Amin et al.[5]9]
L2 EFO| ADEZIE BA 343 HAes WAT
T} CMS(control management system)2h= 2|4 AH
o} J5AEZ slof stal, G5 (verifier) Blo]22 FXI5}
L oodle 9 WAL Agsl] muE A3A 34
(stolen verifier attack)o]] QPMsHK] Ut A|AsHACT
o714} Amin et al.9] Q15 Z2EZ2 QIFV} 7] wek
(Authentication and Key Agreement, AKA)9] Aot @]
o] TMISQ] AA & (architecture)S Aot} 1L, o] &
0] 2)49] AuE CMSeaL A AsHich

20179 Han et al[6]d] Q15 Z2EZ2 Lu et al.9
A% Z2EZo| ALGAL A gut ALGAL 2L M) 71 3
2ol QPIsiA] 9, §A ID9] A2 A2 Istol o
2 oJg/d(unlinkability) S A5 Fetttal |5l
of. 22ste olgigt A D] ZAIE siAst ] $lsto
ECCot vio] @ sliigdE AR 2 EZ3 Aottt
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P

2
2 op i M

== Actetd L, Akt SA et Hdulgo] O 93
EEZSHEO O ggAoltal A6, T2y 2
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v g2 UHd o8 T2 EZEW0 O a&X0AT
Ab S =0M = Arshad et al[8]2 AlQlgt YHA] 2
EZS0 HRSHL, YR 34X AULEZIES] FEE
ASstRthal 7T 3% SEEAIA AREARZE AH o
AlEst FEEZ 7RI ARRARL A das Altbsh
d 4 Qlal, o]z Qlsto] AREANR] BA IDCE AlA7|E
AArs] @ 2 9lck. 12]8& Sahoo-Mohanty?] Q1%
2EZE A A0l EXlsH] diwol T 1%
REEZEHO O 58X Z2EZo|2t & 4 Qith

=
=

20199 Sarif et alf9]9] 9& IZREZFL
Ravanbakhsh-Nazari[10]9] 91%& T2 &E=of Tjjst Ayt

&F oA (perfect forward secrecy) ®AIS A5},
o] ZAIE siEst7] Ysto] A2 AS3stk= ECC 719t
9] 2-factor TMIS == &EZ-Z AIQISIGITt. 2=t 2023
d Chen-Chen[11]°] Q15 Z2EZ2 Sarif et al.o] QI
% mREZ0| AFEAY] DS} TAYE 4 A] o] P
9] &t (correctness)S QIHA] oy I thg WS
wHE2 Rlefshs 2700 YA AP lokal A1k}

£ 25 3439 #Al= el A
A5t} Chen-Chen?l Q15 =2 EZ-2 of2igt Al
siastr] flstol WA &5 ARERH ECC 7]HHe]
TMIS T2 E-22 RQtslirt.
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EZ0) oigt ZAE S 24 agoM= RIS ZiAdst
Mz2 Q5 T2 EF3 AlRtstar 1of tigh K1/ 5%
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II. Chen and Chen’s Protocol

Chen-Chen®] TMIS Q1% m2&Z 2 t}eu} 7t
ID;, PW;: i8I/ AREALQ] [De} mjAQlE

B;: IR AREATS] AR B
z: A8 s29] 7]917](private key)
h(): QPAgH TRk sfiAlgkax(hash function)
o : XOR ¢Ah ||: A% (concatenation) HAF
1. System initialization phase
ECC ¥12]&8 AF83h= Chen-Chen 1% 2 &=
o ohgat 2o Avle Ade A,
LAd: BY 34 E(F)% EF,)EY & 45
g= e 712 A Gg ekt
2. A8 QPASH TRk SA] &g h()S AdEIRHCL
SAHE 7R A" Ue =72
Pub, =z G& A {(BE(F,),

¢. hOYS 7K

1, 371

G, Pub,,

2. Registration phase
Chen-Cheno] Alotet 55 WA= th3ut 2ot
L&A} U2 AHilel ID°F fiAe PW,, 121

AAS) AR B 4L, g 12 A

o, (Uja 9,) = Gen(Bi)I"} OPW, = h(ID,H?",H
PW)2 ARt £, gt AdE Sdl {ID;,

OPW,}-g Aujol] Mgy,
20ARE w2 AW h(ID;)7F Hlo]Euo] A
EAlsheA] &Rlsta, EXjsl g ID,& A=}
5 Q). gkl D7) EASHA] RO AH|
£ A, =h(ID|lz), D,= OPW;e A& AASH S
45 & A/dotel EIDi=E, (ID|lr,), C;=
h(IDJIAIOPW; )& ARG A AOLEFLE
ol {EID;, D;,. C;,, h()}& A7sto] Qg A dE
Soll AREAtlA] HFsict.
3.8 k= y; =10 h(o,)E 7N
Yy F7P0R AR

tstof AntEstEo] 6,

3. Login and authentication phase
Chen-Chen®] 2791 T7jje} Q1% ThAo)
Fig. 13t 21, ApAIst By e ohgat 7.

sk

13t U7t ARA19) D, PW,, AARE B2
otel 2ot ARlE tlwele] g9 D& st

o] 0,=Ren(B,0,), r,=vy,e h(o;), OPW,=h
(IDlrIPW,), A, = OPW,e D& 7AARIE O
d Og =Y ZR= h(UIDJIAJIOPW,)? =
C; 9] ojxg &olslo], SUsix] gonl AMS &
2511 I ol Us o9 Eor® T8
st X, =a- G, V,=h(DIIAIX|IT,)<
Arretc}t, 73 g »uiY AR|= {EID, X,.V,,

T}e Adol A&,
3

248 1.0 BAEe Azstel, Bgsh grod
g F=shl, BfgstH (ID/llr,) = D,
(EIDi)‘ Ai:h(IDin)% ﬁ]ﬁiq = q%

hUIDJANXT) ? = VY 24 o985 ¢
Qlsto], U] do® AldS o7 F=saL

SUsk W g A X, =g G
SK=h(D/IT A8 X,)& 7Rk A
e Nze W g Ml B
= B, (D|Ir"), V. = h(A,IT| EID; “"I|SK)

S Autstol (BID",
SERELE
3.281d ARl= SK=h(IDIT, I A;llex-

Xs" Vs" TQ}% E_H}??! KO]—

X; )2 A

}‘\_}_'6'}‘021 h(A,HTQHEID," e'u;HSK) V O] 5016‘;

A selsln,  Sdslw  EIDS NEE
EID"“" =2 thAsHch SQAsHA] kS 74Q0= A
Mg Fag.

4. Password biometrics update phase
Chen-Chen T2 E320] ijACE H UA=
o] Alaygich
L&At U2 AH1Q] ADIEZIES 7Ree|ty7|o] 7
Yshu, AMA19] ID.°t PW,, 2] AMAAEY B,
NEE =S o; = Rep(B;, 0,),
r, =y h(o;),OPW,=h{UD]lr||PW,), A,=
OPW, e D2 7L
2.A0LE7tES B (ID/IAJIOPW, ) ? =
solsto] = Zho] Z=A3HA| orow NMS EF 5},
orow  sxlolA  Aj2e
Yelotes st

creat
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o U

AnEFICE

23|

n ew new o
pPwevel B, =
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Computes SK = h(ID,|T,lI4;llc; -
Compares V,? = h( AT EID) "|SK)
Substitute EID; with EID"

X)

User Server
Input ID;, PW,, imprint B;
Computes 0; = Rep(B;,0,), 1 =y;e h(o;)
OPW, = h(ID|IrIPW;), A, = OPW,e D,
Compares C; ? = h(IDJIAIOPW,)
Generates a random number aEZ; { BID VT, )
Computes X, =c- G, V, = h(IDJAIXIT e T Tl
omputes X; =a- G, V; ( HANX 1) ______________________________ N Checks the freshness of 7
D, (EIDi) = (ID)Ir,), A, =h(ID)x)
Compares V-? = h(IDIAIIXIT,)

(BID! " X,V T, |

Y- S —

Generates € Z q, Computes X, =43- G,
SK = h(ID{ TlAf1B- X))

Generates r,"“" EZQ,

B = B, (1Dr")

V, = h(A|TJED"|SK)

Fig. 1.

ARSI el AR

4ADIEFIEE 28 W S 23St
(07", 0!°") = Gen(B/'*"), OPW;" " = h(ID,
el PW ), D]'*"= A0 OPW,"°",
Cl'“ "= h(IDJIAJIOPW "), y " =1/ "o
ho/*")& 7RISIE oixjglo2  AnfEFhEE=
{D,, C, 0, yt={D," ", G, 07", y," "}

2 ool Esiet,

III. Weakness of Chen and Chen’s
Protocol

B Zoj]Al= Chen-Chen9] 1% = 2 & Z0j tjjst obA
dat AA ZHoAe] ZAIE AMAlSHE

1. Security Analysis

3.1.1 User impersonation attack

SAr SEEAY 9“% Ao Klzo}h Sh=h
B4 S50 HFSIicn Y B9, FAE 18t

2o WL Solo] AHgAL VY BAL € 4 U 34

Chen and Chen’s Login and Authentication

x}: Ag

Ak St
D;' & A3t A = OPWe D, 70| A&

orofjA] =&st OPW, "o}
2 ALkt

ot V2 YoM &5t D9 A/, 370 ElolH X, V,
1% A8stel, 53 5] AR BAT 4
V, 7= h(IDJ A, ||X||T1)
BRI AbgRlel MBS Seb] ofaig W
rie

Akkel @ 4 gkl sheekz, Qhofla] Alktel W gt
Sat 2791 9 HAA] V, 2 AMRSHe] ARRARS 7HES

o v

3.1.2 Man-in-the-middle attack

oko] ALgA} I FAolM &SI HRE F 4/
ID;", Ty, 2231 HAA] X,& J02 AREst S4A
ApAlo] Aget g o' & ARG Xi'=a'- G2 ARt
so] Aujo] H4skel 7R Fig. 29 Ao olstol
Aue) Asage B 4 At ®F BARNE U4
o' FPAlo] APFSIQP] TR AHRE 2791 g7
N Hg; 39, g ARt e megetel A7)

Qlct, 731& Chen- ChenA DI2EF

3.1.3 Unsecure untraceability

Chen-Chen®] Z2E=22 AL8AP}  EID,S AHa}
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User Server
Generates a' €7,
Computes X;"=a’- G
Vi = h(IDJA/IXATY)
{EID;ze'u" AX?’ V;, Tla }
> Checks ATY

DI(E 7_/neu (11D” neu)
A, =h(ID]lz)

Generates S& Zq*

Computes X, =3- G

SK = h(IDJIT|IA3- X;)

Generates e EZ

EID""" = E, (ID]lr*")

V, = h(A,|TJ|EID"* *"|SK)

(EID; " X, V., Ty |

SK = hDITAA I X))
V,?= h(A/ T EID" ""|SK)
Substitute EID;"*" with EID]“""

Fig. 2. Man-in—the—middle attack

of 2791 QA HRAAE YW, Mue 35 HAX=
EIDn e'ulE. 17H7<43§ /\}\_Q_K}\Oﬂjﬂ E‘L,Hq EIDIH e'u;%
cr9ol 482 A [poly] T2 BAAE o] 5 )
B dpleftto 2 487l D8 Y A 9 4
glo] of" ARBANIX|= Es| &

EIDI*"S A4 R 2% el
go] F& o 4 ol JE1E§ Chen-Chen
Z2EFL 9 2715732 M-SRl xRtk

2. Analysis of Design Defects

Chen-Chen?®] S-El= ALEALY] ID 555 ERlst
7] Hdsted h(ID;)7} Hlol&go] A0 Exsl=A]2] ofF

2 =Rlgit) h(ID,) 2 BIHE 2L TlojEjwo]29] &
87 =39 792 oulslel siAlELES AL Ao
wolt. I sjAg4g AHgstel ARttt sitlete
o] 5ol =FY 39 £ Ae=mol D7} obd o
ID 5% g7l Pt & 4 girk

IV. The Proposed Protocol

2 Ao]A] Chen-Chen g EZ0] 22 54511

z2e20) Bgn Sl

1. Registration phase
Hujo] 52 st A2 AFRAME o
g,
LA U2 A9 D, mfAgc
RFAIO] AR A B,g o125},
o, Gen(B)=(0,0,). RPW,=h(PWe r,),
OPW,=h(ID|lr|lPW,)&  ARtstel,  {ID;,
RPW)S B33 A4S Esto] sz wich
2M9E A IDo Hieh EBEAES =elsty,
A 7VsSE IDoIH A, = h(ID||lz), D, = RPW,
o AT AW T us Ayt
EID;, = E, (ID/Ir ||A;)& Akttt Avl={EID;,
D, h()}e AtE7tEd] MAfsto] BosEl Apde
5ot ERfoA| QPdsHAl Btk
38R y; =10 hlo;), A;=De RPW, C, =
r(DJAJNlIOPW,), C,' = Ce r;,, 18] D, =
Ao OPW;Z 7hitsto] ADIEZRES 2|FA0R
[EID,, D/, C/'. y.. 6, h(}S AAITH,

olo

S

o

S|
PW;, JE]IL

45 rig A/dst

o
=

2. Login and authentication phase
HHM 2791 945 U= AMEARE O 22 2t
9S xIsistn] 7herst © AL Fig. 31f 7ch
18 U7} A9l ID°F miAE  PW,, YA
Y B g AAstA mutd AR g9t D,/ S AN
stel o, = Ren(B,,0;), r,=ye hlo;), OPW,
=h(ID|Ir|lPW,). A;= OPW,e D/ . C;=C/
ARty 09 og SR
R(IDJIAJOPW,) ? = C9 %= ?C’Jﬂ@l, 2
UsHA] RO NS Fmstal 1A ¢fow T
ol BIARIE T2 Adsto] X, = (ae PW,)
G. V,=hUDIAJIXIEID|T,)S st
t}. wutd AR|= {EID;, X;, V,, T,}= Ado] &
23t}
2AHE T BIARIE ARAZ =RIst &}

(o]
® =

[A
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At & A/ =h(ID|lz)& A 38 ohF e O 22 S Alefsto] A4 A e
V,?=h(ID)IA/ IX)IEID,T,)°] =94 oy = MaA JulolEst

= slolslo], TQUsA] otow ML Zasly = LERL U2 ARle] AnEZIES Zheg|ofz|o] &
ast Ao U 3L AAMElY X, =8 G, Atotal, AMA9] ID,2F PW, 121 AAAR B,
SK = h(ID, ||T1|| A8 X, ) ARRITE A = YUY AOEIIES 0 = Rep(B,, 6,

L ze ue rovet AR T,g et e Al OPW=h{DInI PW).

’ 0 5
EI new . (ID,;||7"(;MU}||A,;/), NEI ine w__ OPW ® D 7%] Jq

EIDi'n,e'wQ) h(A//H TQ), V.= h(Ai/”TQHEIDinew

S

2.A0IEFTE= h(IDJAJIOPW,)?= CY A4RE

slolslo] & Zlo] £olstx] oo HMS g5}y,

=2

ISKIX, )= Ast {NEID;"", X, V,, T)}
2 SR A4k
3EAts 1,9 ERIASE QPszg =lstel,

Ll

L5 - ﬂq
POl o® NS SRS BYR AL A gaqn gee maoe pWrcvel AREY
7| SK=h(ID||IT,||A,ll(ae PW,)- X, )%

Byj" e 'u;% O};}E—:!a\j_'q
4LD}‘E7}‘E% (O_"r.l, e 'u,', 951 e 'u;) — Gen(B," e'{u)%

13

EIDine 'u,": NEID;I,CU}G) h(AIH TQ)% 7:1]}‘\_6.}‘0:]
AN EID! " ISKIIX,) ? = V,0] &URHA]

giolgitt. 5945t EID" "' EID; HAlo] &%

13

g5 AR Uh S Al g
5 =ols 01O 7 0w o xXos (
5, SUstA| e B Al Fasch

Il( w )
Cm( w (ID ||A ||OPWn( u) C/Jl ew _ C,y{,l(jqi,
3. Password biometrics update phase

Px] orom gl AR mAYE
PVV;” e'u,'s)‘}\ }\(])]iﬂxéi Byj" e 'u;% O};}E—:!a}‘E% _9_7_%]

Pw/i" ew — h (IDVJ |r7;n, e 'U}| |PW/7;’H e 'U}) ,

User Server
Inputs ID,, PW,, imprint B,
Computes o; = Rep(B,, 0,), r;, =y,e h(o;)

OPW,; = h(ID/Ir|PW;), A,-/ = OPW,@ D/,
C;,=C; e r, h(IDJIAlOPW;)?=C,
Generates a random number aEZ;
Computes X; = (w0 PW,)- G,

Vv, = h(IDJIAJIX)|EID| T,) ED, X, Vi Ty Checks time delay of T

Compares V,? = h(IDJIA, IXIEID,|T,)

Generates a random number [f& Zq*
Computes X, =3- G

SK = h(IDIIT|14,"13- X;)

Generates a random number 7} “*'E Zq*
ElD;zeu' — E, (ID]HTZNUHA]/)
NEID/ze w_ EID,]-/HSWGB h(A]/ ” TQ)

NEID"", X, V., T V.= h(A T EID"“|SK|X,
Checks time delay of 7T} < : sz ; (ANT B ISKIX,)

ElD/le'u'/ :NEID,]-,HSUYG? h(A]” TQ)
V, 1= h(AITIED! " |ISKIX,)

Substitute EID, with EID"“"

Computes D, (EID;) = (ID;llr,), A, =h(ID|lz)

Fig. 3. The Proposed Login and Authentication
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new r_new
e D.

13 ’ 2

— A7/® OPW/Z ne 'U}% 7%]}‘\_}.,6‘;}:[‘4_.

U}K]E_q'gi iU}E?}E% }\H%7ﬂ 7%]1‘\_}.'6‘;}_' {Di/,n ew ‘

C~/Jl ew ‘ Y; ne w}i ?_,jEﬂOIEiHL}

2

new
grev,

V. Analysis of The Proposed Protocol

1. Security analysis
Table. 12 Aot 2 EZu} el T2 EZE0AM Aly
sk 7153t Qe vl Zolt

Smart-card/mobile device lost attack
BARE ADIETIE SC2 2o 9E B9, SCo A

89 EID, D;', C, y, 0,2 A D= A;0 OPW,

L C,;/: Ce r E AFR5to] AREA}O) ID.Q} A
PWol T %5 §AS AR ok Iz

D, = A, OPWOlA D, AQ5t A9} OPW;2
SCol AL 3ol o1, ¢ = Ce rollMe C,/2
sttt O 1,2 =2 NEZHO AR oI FE
ol

M4 WAXE & EID,S E,(ID|Ir,IRPW;)Q} Zo]
AH o] B[E7] 22 gostE]o] Qlof, o] ¥|YI P} LB
A = §F o] AlogRE AREANY] PW,2 Alktsl Ul
oL, A ARl X, = (we PW,;). G& ECDLPY]
ol g0 st X9 G5 It stHEtE ae PW,
= Atsid7] ofct.

Offline password guessing attack
Aot T2 E 2ol AHgALS] AE PW;

A
i L‘:}.—_'__T.

o
o} 8 RPW,Ut OP W9t Zo] siAlatea At A2

Table 1.

Comparison of Security Functions and Design

SI¥AL, 7, RPW,;, 13|31 OPW;2 A=A o= ok
oct.  FAPE S ZXEHURHE A
ri =y hlo,) & AH&Z & Aet, o] AoA 0,2 =

o .

olE 21]0] AFRA} AAAHo|DZ o] ZrS Qohfy]
st}

ok r

Perfect forward secrecy

FARZE Aol 71Q17] S Stk 7S AL

5'_7:1
[}

A
= EIDZ %ii}(D,»(EID;):(ID,;||7"5||RPW))E
Wl @ BN

2 QL AMAN] DS
A; = h(D]lz)& AN £ 9ot T2 AR A
7] SK = h(ID|IT[IAJIB- X;)& 7AXtstH SZ4AL
7F Au7E s b 8-S Gotof shed], o] dae Tf
Aldotet AEAl A8dsto] ARgstea Afuie] 7iQ17]7t
EEEEete o] AM7IE AR AL 4 Qinh

Insider attack
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Table 2. Performance Comparison of Related Protocols

User Server Total
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2. Performance Analysis
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IV. Conclusions
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