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[Abstract]

In this paper, a technology to protect important information from access in order to revitalize the

cloud service market. A technology is proposed to solve the risk of leakage of important confidential

and personal information stored in cloud systems, which is one of the various obstacles to the cloud

service market. To protect important information, access control rights to cloud resources are granted to

cloud service providers and general users. The system administrator has superuser authority to maintain

and manage the system. Client computing services are managed by an external cloud service provider,

and information is also stored in an external system. To protect important in-house information within

the company, all users, it was designed to provide access authority with users including cloud service

providers, only after they are authenticated. It is expected that the confidentiality of cloud computing

resources and service reliability achieved through the proposed access control technology will contribute

to revitalizing the cloud service market.
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I. Introduction
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II. Literature Review

1. Cloud Service

1.1 Cloud service trends
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Sales by Cloud Services segment

......... Unit: millionwon

1,678,771

344,957 374,465 .
. | & =

Cloud @as Paas 5aa5 CM35 [=icd

Fig. 1. Sales by Cloud Services segment in 2021

(Source: KACI)
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Share of sales by cloud delivery type
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Fig. 2. Share of revenue by cloud delivery
type(Z& X KACI)
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1.2 Cloud Service Types
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2. Cloud Security Threats
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Table 1. CSA Cloud Computing Security Threats

Threat1 | Misuse and irrational use of cloud computing
Threat2 | Insecure application programming interface
Threat3 | Maliciousness of insider

Threat4 | Share of service and construction technology
Threatb | Data leakage or loss

Threaté | Hijacking of service or account

Threat7 | Unknown new risk profile
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III. Proposed System

1. System configuration
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Fig. 3. Cloud service environment
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2. Configuring a Ticket Issuance System
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Fig. 5. Manage user tickets
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Fig. 6. Manage Service Provider Tickets

3. Issuing a Certification

3.1 Issue service user tickets
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4. Proposed Technical Analysis
4.1 User authentication
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