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[Abstract]

Intrusion detection systems that learn metadata of network packets have been proposed recently.
However these approaches require time to analyze packets to generate metadata for model learning, and
time to pre-process metadata before learning. In addition, models that have learned specific metadata
cannot detect intrusion by using original packets flowing into the network as they are. To address the
problem, this paper propose a natural language processing-based intrusion detection system that detects
intrusions by learning the packet payload as a single sentence without an additional conversion process.
To verify the performance of our approach, we utilized the UNSW-NB15 and Transformer models. First,
the PCAP files of the dataset were labeled, and then two Transformer (BERT, DistilBERT) models were
trained directly in the form of sentences to analyze the detection performance. The experimental results
showed that the binary classification accuracy was 99.03% and 99.05%, respectively, which is similar or
superior to the detection performance of the techniques proposed in previous studies. Multi-class

classification showed better performance with 86.63% and 86.36%, respectively.
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I. Introduction
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II. Preliminaries

1. UNSW-NB15 Dataset

USRS 718k AUHRIA AR Ao AHgE]= thE
30] Ho]E{N|E 2= NSL-KDD[4], UNSW-NB15 59|
t}. 2 % NSL-KDD Glo[EINIEL A)Al0] 22 H3kg
oAl RIATRE BAKE AT 85 2 BAE o]
NE #27t goly fdEz thzr| fizof] FYEA]
12 f1eh Alg]/do] EojAlct. Bh, UNSW-NBIS Ho]
] 4 4/\]4 ﬂ/\} u_1 H]H/\} e o io]‘o]»_l_‘

glo]

>

rL 39 J

=

olr

o

alel)

l"lr e

=
\::

AR Bol] AEe BT 4 ol

BN ERZ H7iE]o] gofet d-toA st Z8E AL
AH2]. ofof] 2 =wollA AlRtshs AURA] B9 A5
% 45EE AoH UNSW-NB152 AMR3}ich
UNSW-NB15 HoJH{N E= ‘IXIA PerfectStorm'& &
gste HEYF mj7ls 243 &, "Argus’'®} ‘Bro-IDS

n>" ooz _VE

=
E
EFX

Tool S ol&slo] A4 % vy Edjule BRE 33
glolE{HEZA, PCAP 9 CSV o} FEj2 AlgE] 9l
tH3]. & A+ Apdo] 25 &l Ti7l mo]2Eg &
}\(-)]O] o}q 6}L,}q E'x]—gi o]/do =1 o}%@i}ﬁ 7%]%1
g ©7 - $Rate =5o] 9l7] whEo] PCAP HAlo]

dolEES A2t
UNSW-NB15 Ho]EH{N|Ex= 175,341719] &H5(Train)
dlojefo} 82,332740] E|AE(Test) Hlole|2 Tgslo] )
oy, stje] A4 dlolEet 9he] 24 HlolE 2 A
o] QIr}. B &% Hlo|E2] 2k Table 104 B vt

o 2

Table 1. Configuration of UNSW-NB15 Dataset

Category Train Test
Analysis 2,000 677
Backdoor 1,746 583
DoS 12,264 4,089
Exploits 33,393 11,132
Fuzzing 18,184 6,062
Generic 40,000 18,871
Normal 56,000 37,000
Reconnaissance 10,491 3,496
Shellcode 1,133 378
Worms 130 44
Total 175,341 82,332
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2. Related works
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III. The Proposed Scheme

1. Experimental Preparation

1.1 Dataset Labeling
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Table 2. Configuration of Experimental Dataset

Category Train Test
Analysis 538 134
Backdoor 620 155
DoS 2,210 552
Exploits 9,794 2,449
Fuzzers 8,476 2,119
Generic 9,457 2,364
Normal 9,849 2,463
Reconnaissance 5,644 1,411
Shellcode 680 170
Worms 66 17
Total 47,334 11,834

1.2 Transformer
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2. Experimental Design

2 Ao ARgSH UNSW-NB1S H|o]E{N|EQ] PCAP
njde- 2fgo] Eof QIR ok AJEfol7] wizof sl
iz ZEshr|ofle Alsto] ot TEbA A dgst vt
oF o] g e sy, W7l HolzE I ARAIE
285 REg skaAlZled £40] 7] il F7HA
QI wgkaby glo] 16710 S 7HAIY:. ¢, Zole
7t j7] mlo]z2 =of wef oh27]& SHA|TF 3,000 ~ 4,500
=Ate] ZolE 7HA H

ot 22 e AN Tz ¥dd HoEE
BERTS} DistilBERT &7 280 A4 sk3AIZl & s
BItS 23SIGCE ColENEL Shat BJAE dloje
ES 8U29] F7]2 FsIYoH, NRAIRI Aduge
Fig. 2014 Y& ujet Zdot A2 A20M AlEshe=
Colab pro &73(python 3.10, T4 GPU, 51GB RAM)9j|A]
Aoy ik,



Intrusion Detection System based on Packet Payload Analysis using Transformer 85

i)
o
0

UNSW-NB15

Table 5. Performance Comparison of Multi-class Classification

Labeling
Proposed
Category Distill | [1] [101 | [111 | [13]1 | [14]
BERT BERT

1 I Accuracy | 86.63 | 86.36 | 85.63 | 86.00 | 83.15 | 75.77 -

1 F1- . . . . - 4.9
CTraining ) score | 86.63 | 86.36 | 85.68 | 86.00 8
Precision | 86.63 | 86.36 | 87.88 - - 851.
Recall | 86.63|86.36 | 85.61 - - 84.9
Transfw

Fig. 2. Experimental design Kﬂ?_l—é}% ﬁ%ﬂo}‘g(ﬂ] E‘Hil' A(S‘%‘E"}:} Zﬂiﬂf O]@%FTQ}

HEER deol Al vlsh A5l FIEA=

3. Results and Analysis ororct Jaut Aotsh= AurHS mprst Aj7to] AQ

eiagol #rd HolENES Gel'd REe) BERT gl Hxje) 3 e AR g 1l solzeg arfz

DistIBERTO] --otcf 309} Wl 2oiglon, 28 <t ahgay] gieo] gxlnde Adshs Allke 271koR
A4 stolm{of2to]E|(hyperparameter)i= Table 3914 7bax]Z 4 Qi) &35t HjElEolE S H43t Bx| e

= HReF A, A VEYS #7old flsls B3E HEoH 2

Bigts) Zojoleh AUYAI7} 7Hs SR, Aokshs A2

Table 3. Hyperparameter setting Ho mj7] mojz s YE I 85| tfio A
Batch size Learning rate Epoch %LK]Q }.\:_]}\]Z_}B] éﬁoﬂi\ii = iﬂ}% 1‘32}5 63} —/v\— %lq

2 2e-5 3 o|RRFo} CiEREC] SEHUS Fig. 3 % Fig. 49

13] Zul= Table 40]4 ¥ ble} Z+o] o] A1 E-20]lA
78%}5 99.03%, 99.05%, Fl-score 99.39%, 99.40%,
Precision 99.04%, 99.11%, Recall 99.74%, 99.70%%
sl 59 dofENES HE3l] ojNERE Al @2 1® o 2= w3 0 om0 2

wIT =

o ASEAF oiv] fAEAY 4t ER 52 BT ®| o 1 108 285 126 0 4 17 1 0

@] s 143175 a4 11 4 0 0
Table 4. Performance Comparison of Binary Classification

5 2 1 5 95 7 0 0
Proposed O
Category | o o- E:Es;iy (1 | 8 | 91 | 1121 | (131 ®l o 1 s u i

Accuracy | 99.03 | 99.05 | 99.33 | 90.85 | 98.15 | 97.80 | 85.99 @ 0 0 6 32
F1-score | 99.39 | 99.40 | 98.73 | 88.45 - - -

Precision | 99.04 | 99.11 | 98.16| 8033 | - |97.81| - ® o 1 & = _ o o
Recall 99.74 | 99.70 | 99.31 | 98.38 - - - @ 0 0 0 0 0 0 0 0 170 0
ClEueso] Ao Fl- KB} upIo. Clopat @W o o o o o o o o0 1 16

oT score— 5‘ 8% T uw o= -
- N O @ 6 @ 6 6 @ ® 10

2 glou, B g tojele] @l Aet 490 PO ReCE0E

T 0]2 8tgda & 9l Micro Fl-score2 &-8s}3ict Fig. 3. Confusion Matrix of Multi-class Classification(BERT)

=

o BR85S Table 504 Hi= vie} 2o
717} 86.63%, 86.36%2] ML= cms}oﬂq E3), %
s mj7] moj2 =g &8st M3AH 1] oy 25
of]A] 1.0%P =2 A S "o B AILofA] Aokt 71¥

s o o




86 Journal of The Korea Society of Computer and Information

@|o 6 15 2 8 3 1 18 o 2
@0 o o 38 M 9 2 27 0 0

@|o o 29

39 22 45 2 0

®lo o 17 s8 3 3% 16 1 0
®|o o 25 n 10 2 1B 2 0
@lo o 2 29 3 s o o o

®|0o o 1 2 9w o o

@|o o o o o o o o 10 o

@|oe o o 1 o 6 o0 0 1 9

@ @3 ® 6 & @@ © O
M Analysis @ Backdoor @ DoS @ Exploit
® Fuzzers ©® Generic @ Normal
Reconnaissance @ Shellcode Worms

Fig. 4. Confusion Matrix of Multi-class Classification(DistiiBERT)

IV. Conclusions
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