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[Abstract]

In this paper, we propose a SBT user authentication method for decentralized environment like
blockchain. Due to tranparancy of blockchain, it is difficult to secure the privacy of person information,
so it is necessary to use a new authentication method. In order to solve this problem, research using
SBT for user authentication is being conducted, however most studies have implemented SBT in form
of removing function which is related to trasmission from NFT without applying the technical features
requried for SBT. The proposed scheme of this paper is implemented SBT which secured safetey and
usabillity with using locking token function of ERC-5192. Also, based of implemented SBT scheme
propose a user authentication process. To verify our approach, we set a hypothetical user authentication
scenario based on the proposed user authentication process and deployed a smart contract that satisfies

the 19 function call scenarios that occur in that scenario.
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I. Introduction
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2.1.2. Ethereum Request for Comment(ERC)
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Table 1. Research Comparison and Our Approach
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III. The Proposed Scheme
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Table 2. User Authentication SBT Issuance & Management Processes

Process Realted Function Process Description

Deploy Contract deploy Deploy SBT smart contracts for user management to the Ethereum network.
Mint SBT safeMint Minting SBT to user

Check SBT State checkSBTState Check locked/unlocked status of SBT mapping to token URI

Lock SBT .

(E(c:)cksed) lock Convert the state variable of the SBT to Locked and generates and event
Unlock SBT unlock Convert the state variable of the SBT to Unocked and generates and event
(Unlocked)

Transfer SBT safeTransferFrom | The User transfer SBT to other User
Burn SBT burn Burn the SBT of the user with Unlocked state variable to remove it from the contract

3.2. SBT User Authentication Scenario

2 AoflA= 3.1 HojlA st SBTE A8l
AFEAF Q0] HubHel mRAAS AUbE FIE
=5) paeict s AoA Aetshs SBT AH&A}
Agel ot 1. SBT WS ojat AL&A} cloje] Axle] 1t
A, 2. SBT ey U el & 7}x] BROZ Lhs 4 9lck

1E

rS |m of
o mu o2

o)

3.2.1. SBT Data Preprocessing

Hloly AAje] maAA0f ¢ SBTE Hedst’] o]
of IEe Tt gtk A8AL) TolElE BEoYet
cloledlolAd] M7gst7] $all IPFSE Z-8-sto HolEl &
AAfel7] o3t T2 Thr). IPFSo] HlojelE 42 ss
7] $JsliAl IPFS Ho]efyo] 2o AAsH] 9lgh B
APIKey, APIKeySecret, IPFS API AddressE APA AJe
e,

APIKey= ol IPFSQ] AHALE ojulstal, APISecret

< APIKeyE AM&sH7| flofl st v]g7]|et 22 7s=
sttt IPFS APl Address® sfd APIKey7} 712]7]3 Q
L IPFS Ao] Z42 ojujgic}

013, A%} IPFS 71o] o1 Aglo] PRElR, AlA
se AtgAte] dojel2 gliol Yz Esh] Slsh
2] A2 E(memList)ol] Ho]&1§ F7Ietct. IPFSOf| ¥ 2 =35t
7] gold ZEEQIE AM ColEE  ojEiolg]
(Metadata)z} sttt d= gl AREA} Oefdo]E = ARt

-

1o ro

A3HE 7AX] R7|¥(JavaScript Object Notation:
JSON) Fej2 Hetsh= 23 AR|A €t SBTE U3y
Sl gl -85 mEfTolEfe] F/d2 sl =={12]]

A Arget B} o] &/d(Property)2 €7gol A5l
Tgotd =t tEfH|o]E S JSON PE|= WHgtehs 2
= UAY s dlolEE AZH IPFS A7 J=Est
11 Content Identifier(CID)E ¥tghit=c} CID+= [PFSO]
A HolEol AT & Qe 72 AEAY, o=

Hot SjA] ¥2]E (Secure Hash Algorithm 256:
SHA-256) sllA] &¥45 &5l 256 HIEQ] SiA] #ATE=

o]20]x 9ict. si CIDE= SBT 3] Z2A|A0A SBT
2 AlY5)7] 95t EZ £ RAFY A™EHRKtokenURDZ A}

A

oo

3.2.2. SBT Issuance, Management process

SBT wia) 2 ] e AL i3} 2 e 7
t}. 1, 2. AFEAL] TlojE|S PR E s S ol
grghtte CID 3= &9l 2 =7ollAf AQtet SBTE A0
E 7ZIEHEE &3] /\}Q.;(}oﬂﬂ] dshsic), s T2 A
oA AFEAEZE BG 591 SBTE= AMEAL 915 SO 2H
A5, 3. wisidb= =] SBTO] _locked AE{E true

AR A4 271535t SBTO EA1S 71X]A €}
4. Q9% HTOR ALGsl SBTE AWHHQl AR
21g WRlsp| gste] ante Hee
HonlyOwner modifier)gto] SBT &
4 F+E =& SBT &g 4+ 4 5 SBT=

]

tokenURIS: 53 A% 4 9 715 7Ixld), 54

D’ —v—‘ -IOI' Fﬁ:

=}
15
hu
L
ol
==t
ol
-
rlr
>

e

rlr i

(ERC-5192)

Mapping state
(Locked/Unlocked)

Locked?

A 4
Non-Transfer
(transfer function
revert)
- —

—_—
b

' Unlocked SBT ' ' Locked SBT '

Fig. 3. Overview SBT Using ERC-5192

Transferable




122  Journal of The Korea Society of Computer and Information

%S

& e m% FREA GomA, MY 4

01% 3t SBTS @8listy SBTE #z|ot= T 2A|
L (Fig. 4)2F 20| Uehd 4 gick

(1) B2 Yetol 7@ 7pHE SBTO) oMy U A
3 Bokst] 91t ofef 7iA] @Al 7
5 7P| Al AR Ay 8

o1d
U AL Pu] L T A <Table 350 Uit

1E ox ok
=

b o o
r
S

Table 3. Equipment Specification

21, transaction Save 3
3sBTlocking Kool

4
S
&

Smart
Contract

1. tokenUri Confirm
2. Call Mint Function

a=—1
Issuer

4 mint SBT

L]

w 5 Transfer Revert w

User(B) User[A)

Fig. 4. Overview of SBT Features

ols

SBT: .93 ALgAF 3 99} Soulg ojulsta,
15 AF8317] 9l AHgRRE: BHo)

A8 1o | ALY ol
3 £BA|7of sH AolAL Bumn 842 E5)
SBTE i_fsa 2 oltt. tokenURIo] siEsh= SBTQ]

Ugtol gl AHgAte] 9l

91 Q1% SBTE Bum 840] 552 o] S £
A AfARIch w3 4712 9
SBTE 7HX|AL Qle AREARO] Z 7 %
A7} RERo 2 Efelo] SBTE 477 4 ¢k,
6}5_ = SBT =20 tisiMe AL siHE 4
tpot 33iEo] Qict SBT EZ9] &22 SBT &
AR Stas $&5H0 24, Unlocked AEfS 71
25 Locked AE 2 vHFO 24, SBTY] 7|52 BT
lq_ H]—]:Hi SBTE A Oo}_TL 01: /\}_9_7(}: EEL OH

Ir b
gOI‘ :10

r
U e
%

o

=)
p-
_|\J
|o
419
=
—
o
Q
o3
[}
[aN
o
o
)
_L
I-m
r LU
H.I 0
c
;5_
o
Q
=
[}
[aN
o
oz

& ol el B2 Apepl o
} 915 SBTS 284}7] gt AvlE
2 E5[A 015 AChe whsl ul Talsh= Aubxo]

= =
IZ2M| AL <Table. 2> o] UERE 4 9ir},

l"|-f" |'ﬂ-| 0
=
=
|
op
m&"

lrnrh:éﬂ_é-bl-mrmm
5
Mo
=
X
>
ofo
b

el

IV. Experiments

£ A £ BN A T2 Uk 72
s ie Qo] g8

Category Specification

0S Window 10 Pro

Intel(R) Core(TM)

Processor i7-12700F 2.10 GHz
Memory 32 GB
Graphics NVIDIA GeForce RTX 3060

Ethereum Network Goerli Test Network

4.1. Implementation

2 "N 54 710N ALgALE A5 9
tho SBTE AHgS7| 9isl 2 ATolA Aloket
OrS =83t SBTY {3E 4.1.180A Aasta, 4.1.1
FojlA L SBTE AREAL Q155 Slafl 2 R #elst
+ AU RS #Rske e 4. 12804 Masit.

et
1
T

oL >

4.1.1. SBT Token Implementation

SBTE= 3.1%H0A4 A&t ERC-5192E 7§tz 19
Solch Q) oy
(safeMint)S s&sto =, EZS €SI} safeMint
o ZEHE BixxHmsg.sender) 25 259 4 9
T E QOwnerable.Sol Z1EZRE o] M= modifier 71E=R
E v 2A}F &9l(onlyOwner)S safeMint &H4ofjA] AFE5H
o} ol Aok AR} AF AUeleolH SBT E2S
wayste ool glol, Lyl ALgARSol Flsto] Atgat

=2«
WA} o SBTE P Wl 2

12N

55_ HPOH 7(1 =2 =]l

Yok 21g 7] Slgolr,
SBTS W2 Zalto)e} B2 AT 4 gt s}

AR
tokenld(tokenUrl)E O1X}= %E_,‘H E3g diaisict 9

D1 ERC 5192 locked A B E %8]1 to Z40f 271
A7 "ok 2SAQlolA SBTE AldEHsh ] shA]
safeMint &4 UFo|A] locked OJHIES IA|A ol

EZO] HHE &Rl 4 &= st o]F 2 (log)=
=33t

i A WokS EafjA] wald SBT= = 7HA] EAlS
71K Itk 1. safeMint 82 Eof AFRAR= RFAO]A|
H&H SBT &8s &0, tokenld= 153t 3F2 71A

SBT‘f‘ %%‘QE _/'\_ OH]\J]QD:]‘ 1_]_% /\E}OE }\}_9.6}7] HoH/ﬂ
9% 4 9t 2. ERC-5192
HEZS AI8EI0 24, ADIE AEWEL Hd 2 &



A Proposed Authentication Scenario based on SBT implementation for Decentralized User Authentication

123

S50] 242 F3iEo] glon], Unlocked © EZ9H A
$ W4S 55 4 ok A8 SBTO) BE 2 Spece
(Fig. 5)2 mIZ 4 .
Blockchain
ERC-5192 O
(Minimal Soulbound) 1 I s
| et ke D e v bl 1 1 ser
] fon Nam : [
| [ —— f
D [tun T eventrione :::: = \\Usm 2
1 1 Locked 1 1 1 ®
1 2 Unlocked : : _mw
JL_=— L, &
1 e 1 -
[ 1 e

Fig. 5. Overview of Implemented SBT

4.1.2. SBT User Authentication Scenario
Imp-lementation

w oAz AANE o o] Abdo] Eeld LS
o] ARZAL Q15 »H02 SBTE Algstal, Helsks 71

o AUleg a5 S AuRles PHsh
gt AUIeE 2T AAR) ob|EA:
Al (Fig. 62} 2t

FaskA sH ALkl QoA SBTS 2

of

A {22

glo o

o

b
o
el
%
Do)
%
i)

AZKburn), SBT EZ &2 A} &9l(checkSBTState),
SBT A-SAF &9l(ownerQOf), A= SBT EZ &9
(locked)Z UERHTE. 3l
noflA} YEH T2 A OA A & Qs AOLE 2
EdlEs A 78 PES A%eb] ol A18At )
AnkE FEE L #g AUl o] o 71Tl dPAlE
238 deploy Holgl 43S A

AREAL Q15 SBT EZS Uolish] Al 25 HlolEH|
olA IPFSE &&sto] HolElE A%gst] sl HlolH&
Ax2]she 72 (Fig. 7)olA UeRd tolojasio] &
A OE

= 4drsjo
T Eogt

safeMint

e A4AoA SBTE

£ 255t sl EZ2 SBTAH
Locked OJfIES ®AIA[ZICE

ALY H9stu Qi SBTO] AHZ ojR2 skolspy|

QoA checkSBTState &3ttt checkSBTState= At

{APT B85t Qi SBT E20] RRAIOIA FAQIEA],

g oiAElol glerl =g & 9w, ok Locked,

12N

a
o5

Agshl

AF§317]

safeMint

_l

==

o X =9 iy L} Unlocked ofIES W ¥(emit) o 2M ESAQ HEH
Z ANtE HEHWEL g7jj0] £Q stprgg ZARSIC} 7 101
f) } LIS = ' HJ—I“ aTa o —i = ioﬂ}d %‘I—C‘)_]_?:_]» _/F_ (})\)]\q
o SBT B2 Uel(safeMint), EF &5 & ARGA}
91% Y3t o|A(safeTransferFrom, transferFrom), SBT
EZ FFlock), SBT EZ &F siAl(unlock), SBT EZ
Frontend IPFS
|
User SBT Data E———— .
: Blockchain
:
Smart Contract b it Transaction
! I
(‘ o
T H— [ | | |
! ]
1 4 0 o1
' ! {Locked/Unlocked)
e ¢
o ] |
& MR " !
' |. Comnect toSmart ontroct e
N, | Blockchain: Goerli Testnet el |
I Alirentcaton 6 -
Authentication SET Model
I rs Decentraiaed Database S5 Mamsneont |
[ U S S SR |

Fig. 6. Entire Process and System Architecture



124  Journal of The Korea Society of Computer and Information

User Frontend IPFS
I I |
| | |
| 1. Upload User Data | |
[ I |
: { 2. Connect to IPFS ;I

pl
| | |
| | 3. Add ‘[o List |
| r=-- ' |
| ---- |
| | |
| L _4_. Eo_nvert to JSON |
I [ ' |
| - |
: I 5. Upload Data _I
I |
| | |
| |‘ 6. Return CID(Conten Identifier) |
| [~ ]
| | |
| | |
Fig. 7. Process Data Preprocessing
o 5 A
AHEAPZE ARt Q= SBTY AJE] W4 _locked?]

ol TebA] HEEolQl= SBT ESAY AR & L,
URPEQl ERC-721 7]8t9] i E7Fs NFT= AR&3t
AUt AREARE A9 EFS unlock IS
AHAle] SBT B35 A8 4 e °*EH§
th. o]t unlocked OJHIE S HHAIA|A, B=:
3of s SBT EZ9] AEf W7t %3}&8; ]
B2 Unlocked 48] Ha35

& o W3 7|AoRRE lock THE Foll Al 958
SBT E202 A& 4 9t

unlocked 48] 942 713l E22 o oy 945 40
o] @Q ¢ojxl Asto]AL, THREE|YS ©f burn F4s
5% sto2n 4G5t SBT EZS AZMI|AH, AFRAL 91&
2ACho 2 AFR6H= SBT E320] &%) 4l £ 89 uix|& &

ATt ESE T A9 SBT ESS BRI Y=dlle
S olo] AgolLt, I AvlE AEAES A1gsiRIA,
NFTO] E412 714 228 Wagsl ALgslof sl %9t
Q)8 m, unlocked ® SBT EZ2 safeTransferFrom,
transferFrom 3pEs $&E5 ESS W= AR &=
(from)o]] siFsh= AFEALOIA B2 AET 4 Qo 0]
+ Transfer ¥5 A7l SBTE #3135t o]d A4LE2
HE1 WAElQiokar & 4 Qloh
SBTS Wsin 2L slelel 9 +0e 4

7= 3L (Fig. 8)=

b4

g

Al

| Smart Contract | | Ethereum Network
T T T

o
@
i
c
i}
n
o
e
=
&)
2
@
3

2. Call safeMint

|
I
I
|
|
|
I
I
____________ -

5. Send SBT

<
<

SBT Owned =

6. Request Unlock SBT

|
|
|
|
|
|
|
|
: SBT state = true &
|
|
|
|
|
|
|

SBT state = false &

10. Request Burn SBT
——p

11. Call burn

=

-
|
]

Fig. 8. Process SBT lIssuance and Management

4.2. Implement Verification

& BoM= 3.280A Akt AU *F st =
EAIY U EY 0] sz ADRE EHEO ok ©F
AR 92 FEX7|LA] BAlEiTt

Aol A8 2EA UEY L olcjzlgo] HAE
HEY S & stel Goerli HIAE UYEJIES ARESIC
v}, Remix IDES 53l APdet A0lE ZEAES A3

- Agodl= Al 7R Aol ARgsto AR Alu] 2.0
X AEIE F40) A4 55, 22T A 2 e OY
s s&ste wlgA =51 WAooz Hg,
<Table. 3>0|X A¢tet m2AAS 7]9to 2 AJy2| e
g4 2& ZUE <Table. 4>0f mAISICH

Remix IDEE &5l A/dst & wfjxst AFEA} 915 SBT
AntE ZAEEC] ZRA|A0A AR WA 4 9t 19
o] AUz g AEdlle o, B AU oA AP
LASHA] o Atz FAtsle e E1E 4 Qloh

odelg BT E AU RS ATEH, (3) ~ (5) AL
2] 0L safeMint 45 ESH SBT 28l AJU2] 224,
(3) L8 AREAP SBTE a¥she AU e, sl =2
AN|29] AULE ZHEHE vfxAKIssuer) 0]2]°] SBT 3y
271510, (4) SBTE AMEAIE el 95 SoR
72 SBT7} of2] 7} EAfshAs o Eick 22 SBTY)

|t
i
filo

M
NS ®AIEE [12] o Aoflals SBTO] #Ej: Ciorsl

=Ho x
a=



A Proposed Authentication Scenario based on SBT implementation for Decentralized User Authentication 125

e 57 A}m}— 5% 4 9k A0 SHIZ A1
sef oe 2 WAFon), Prust o Ao welo
2 QI3 9% 20| &84T} 7hau] Y] Sof ojg2
sfuier EA1E 4 Stk (1= (49 DRPIA R 3 Afol
P 2 9k 9% 2HSoulke shpolnz, 27) o)
o SBTE 4§43t 2e BIISIIC

(7) AlU=] 2% SBT9] Locked, Unlocked AR Y-S
ghol5t7] 93t 3491 checkSBTStateQt aAE ALt @
2, SBTO| A2 of3 Eole A 94} oot & 4 glck

(9). (10) = 578 AFEAOIA AU = SBTQ] g8 ¥
4% Unlocked B}77] 913t 81291 unlock} Bl
AluE] 2, (9) AFAlo] AR8HA] 942 SBTO| Al %
2 W% 4 ik ol E9lo] Al SBTE oz
93 St 28 Ao ol 94 444 29
oto] SBTZ &2 3HAIAIZ 4 9t} (10) o]u] Unlocked
4 88 /1 ST 53 o) 2o oA,
o 93t 7FAH] YH]E &9 }.

( 2), (13) = ERC-721 B&0] 9= j—’g}(Transfer
= 5ol 54 J&olA Agol sidlE S

a

_l

She AU eg4, (12) j%a}
d AHEALOA Locked
t}. o] ERC-5192 #72 Eéﬁ X4 8
7o)tk (13) E}0lo] A2 sfAEl E2S Dtog &
2 9l i AU e= ERC-7219] 7|52 &4
Ao H]—;(]g}\]iq,.

o& o

|1

%
fm
i
—=

éﬂ_
fu
r|->4
=
ol
o
rg
[-')4
op~
ok
4
0o ok €2 jm op oo

ﬂH
d
)
olr
oz,
ilte
-1
o op ok

(15), (16) = Unlocked ¥ SBT EZ2 At lock
2ot TAY AJU] 24, (15) AHAlo] 4G5 Unlocked

rin

SBT EZ22 &= 4 gt %’8 AH&ALRIE Locked
H SBT B2 slig AREALY] 915 +TH(Soul)o]tf, SBT
= ofig ZEAA0A det *}RW} A 2T o /%
o], lock g5 &t SBTQ g 7|5= U¥t AMEA
AM A|gtsict. (16) (10) 1 0pR7HR] &2 o]o] Locked ©
SBT E2< 7.%1 | Yol g5 255 St 7IAHIE AR
92 Locked ¥ EZ0] thoiA] lock &hg

Olt

o] Rt=EA, 1

o]/\l- 293t

o2 Alo] a 3 el
(19) geh w4

A7 suol waet e Awe dplsh]
Unlocked A WS &8stuog SBT EZ9] AzZbL
Unlocked ® SBT EZ29t 7}=35}c}.

Table 4. Function Call Scenarios

Num Scenario function call
name result

(1) Deploy Smart Contract deploy 0

(2) Mint SBT safeMint 0

(3) Normal User Mint SBT safeMint X

(4) Mint Duplicated SBT safeMint X

(5) Mint Sf;nte(; ZSS.FS who safeMint X

) Checking SBT State checkSB 0

Variable Tstate
) Checking Not Owned SBT checkSB X
State Variable Tstate

(8) Unlocking My SBT unlock 0

(9) Unlocking Others SBT unlock X

(10) Unlocking Unlocked SBT unlock X

(11) Transfer of Unlocked SBT safeTran 0
sferFrom

(12) Transfer of Locked SBT safeTran X
sferFrom

(13) Transfer of Unlocked SBT safeTran X
form Others sferFrom

(14) Locking Unlocked SBT lock 0

(15) Locking Unlocked SBT Myself lock X

(16) Locking Locked SBT lock X

(17) Burn Expired SBT burn 0

(18) Burn SBT from Others brun X

19) Burn Locked SBT burn X
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