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[Abstract]

In this paper, we propose an installation approach for Naval Combat Management System(CMS)
software that identifies potential data anomalies during installation. With the popularization of wireless
communication methods, such as Low Earth Orbit(LEO) satellite communications, various utilization
methods using wireless networks are being discussed in CMS. One of these methods includes the use
of wireless network communications for installation, which is expected to enhance the real-time
performance of the CMS. However, wireless networks are relatively more vulnerable to security threats
compared to wired networks, necessitating additional security measures. This paper presents a method
where files are transmitted to multiple nodes using encryption, and after the installation of the files, a
validity check is performed to determine if there has been any tampering or alteration during
transmission, ensuring proper installation. The feasibility of applying the proposed method to Naval
Combat Systems is demonstrated by evaluating transmission performance, security, and stability, and

based on these evaluations, results sufficient for application to CMS have been derived.
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II. Preliminaries

1. Existing Installation Program
1.1 CMS Installation Program
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Table 1. Compare number of Node and File

CMS Number of Total File Storage
Name Nodes Count Capacity
A ok 507 QF 1,300 QF 800MB
B ok 807 QF 6,000 QF 4.7GB
- 1.6 4.6Hj 5.9
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1.2 Related Installation Program
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3. SSH and SFTP
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4. Hash Function
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Fig. 1. SHA-256 Hash Value Example
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III. The Proposed Scheme
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Fig. 2. Proposed Installation Program Function
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Fig. 3. Configuration of the Proposed Installation Program
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Table 2. Function of Component

File Name Kind Description
Login Web Perform User Login
main (HTML) Display Web UI

. . Web Execute Web

installer_js (Java .

) Function/Events
Script)
Establish Node
installer_py Connection and Perform
File Transfer
CheckSumDiff python Perform Remote F.lle
Checksum Comparison
GetChecksum Perform Local File
Local Checksum Comparison
InstallAll pata Remote .Installatlon
(json) Information
2.1 Login
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Fig. 4. Proposed Installation Program Display Example
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Fig. 6. Proposed File Comparison Process
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Table 4. Processing Time by File Count

Number of Files Time(s)
100 0.17
1,000 1.82
3,000 5.21
5,000 8.65

Table 5. Processing Time by File Size

File Size Time(s)
10MB 0.15
100MB 1.37
500MB 7.01

1GB 13.71

Table 49} Table 5= 717} ot 7)5et ot 37]15 9
7AA1710 ¥k golct ot o F7]of meka] 88

AR AgulEsto] S7tstd o, 429 ARRS ZA] o
& ghlelgi
2. Data Alteration Test
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Fig. 8. Result of Data Alteration Detection
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3. Installation Evaluation
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Table 6. Processing Time by Installation Program

Program Action Time(s)
FTP Install Install 579.27
Program
Validate
Local 11.57
CheckSum
Validate
Remote 11.98
Propl):)c;sozdralr:stall CheckSum
Install 210.02
Validate
Remote 12.01
CheckSum
Total 24558
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