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[Abstract]

With the increasing number of social media users worldwide, cases of social media being abused to
perpetrate various crimes are increasing. Specifically, drug distribution through social media is emerging
as a serious social problem. Using social media channels, the curiosity of teenagers regarding drugs is
stimulated through clever marketing. Further, social media easily facilitates drug purchases due to the
high accessibility of drug sellers and consumers. Among various social media platforms, we focused on
Instagram, which is the most used social media platform by young adults aged 19 to 24 years in South
Korea. We collected four types of information, including profile photos, introductions, posts in the form
of images, and posts in the form of texts on Instagram; then, we analyzed the similarity among each
type of collected information. The profile photos and posts in the form of image were analyzed for
similarity based on the SSIM(Structural Simplicity Index Measure), while introductions and posts in the
form of text were analyzed for similarity using Jaccard and Cosine similarity techniques. Through the
similarity analysis, the similarity among various accounts for each collected information type was
measured, and accounts with similarity above the significance level were determined as the same drug
sales account. By performing logistic regression analysis on the aforementioned information types, we
confirmed that except posts in image form, profile photos, introductions, and posts in the text form

were valid information for tracking the same drug sales account.
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I. Introduction
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II. Related Works

2.1 Existing Cyber Crime Investigation Studies
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2.2 Existing SNS Crawling Studies
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Same Drug Sales Accounts
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Fig. 1. Design of a Tracking Algorithm of the Same Drug
Sales Accounts
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Table 1. The Number of Collected User Accounts
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Table 2. Definition of Instagram Elements

Element Description

A unique introductory picture of

Fi1 | Profile Image \
a user's account

Introduction to a user’s account

F Biography in text form

F3 Post image A user’s posts in image form

Fy Post Text A user’s posts in text form
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IV. Experimental Results
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Table 3. Drug Sales Accounts Determined by a
Brute-force Investigation
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4.1 Similarity Analysis of Profile Photo and
Biography
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Fig. 2. Determining Same Drug Sales Accounts by
Analyzing Profile Photos
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Biography using the Jaccard Similarity Technique
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Fig. 5. Comparison of Profile Photos
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4.2 Similarity Analysis of Posts in the forms
of Image and Text
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Fig. 7. Determining Same Drug Sales Accounts by
Analyzing Posts in Image Form
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Fig. 8. Determining Same Drug Sales Accounts by Analyzing
Posts in Text Form using the Cosine Similarity Technique

Fig. 9. Determining Same Drug Sales Accounts by Analyzing
Posts in Text Form using the Jaccard Similarity Technique
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4.3 Importance Analysis of Instagram
Elements using Logistic Regression
B oAl otA] AJ3isH Y QA B Autof wh
e F-F, % ol J¥7} £ ujoF 9 EA} wo] Fit
2 UJRILA] Q91 BAE AsH] Sfste] 2AIAE &7
HE AR EXIAS SO et dyo)
g Hos B 7S ALl 5



116  Journal of The Korea Society of Computer and Information

§ro2sh 59l ojo} ol Ay B o9 MY 2
A28 SJ7RA ATt Table 49} 2t

9] &-E{P-value) 0.05E0} A2 49 5 QI
&5t 0.00180} AF2 3ol Fa/do]
= Qulstt}. Al4(Coefficient)’} J4A
s FALE o] 57145 5 Ui R34ty
T Z7IRIe Qjojo]a, Alprt 544 73%01]% AL
%ol Z7tstole 1 gro] R&EstA| ¢
TietA 2AAE S| HEA A2 HoFS I, e AR
9] SSIM FATEC} A7lZ9] FARI FAME, AFTE fARE
‘3—4 AXZ9] ZARI fAEZE FolghE 0.001 T]gkel 2o
2 [ouet JEE & 4 Qlok Teju) oA A3EEE 5
/\}E AN F,, F 9 APIE fAE 8 I F9
SSIM fAFEOA EL A T f8/do] ¥ Zloz W
grjoloog z|ZEA0Q] ol nfoF =X} i UL F,,
9] AR RALE, F9] SSIM fAEYS & 4 o

Table 4. Analysis Results of Logistic Regression
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Table 5. Analysis Results of Logistic Regression for
Profile Images
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