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[Abstract]

In this paper, we analyze the performance of MicroVM when running Al applications on an edge
computing environment and whether it can replace current container technology and traditional virtual
machines. To achieve this, we set up Docker container, Firecracker MicroVM and KVM virtual
machine environments on a Raspberry Pi 4 and executed representative Al applications in each
environment. We analyze the inference time, total CPU usage and trends over time and file I/O
performance on each environment. The results show that there is no significant performance difference
between MicroVM and container when running Al applications. Moreover, on average, a stable
inference time over multiple trials was observed on MicroVM. Therefore, we can confirm that executing
Al applications using MicroVM instead of container or heavy-weight virtual machine is suitable for an

edge computing.
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I. Introduction

Internet of Things(loT)= & IT AMGoA 7 &
Y Q= 719 E & shtoltt loT+ 2] £HY 2=
Abzo] QIEfSlof] AAE]o}, mEetd T2EFI FAl 7
SOl UAH AIME ol Mz FEE wetshl sAIE 4
e UELZE Uittty [1]. IoT tjujo]A9] oAl 2+
AOLE R, JHEE, AULE QR[S ofy2} AULE A
B & Ot FEiet 2712 2] A Lol EA1
gt 202392 7o g oF 1509 77} de loT Huto]
250] A AIA A= o] et [2]. 22 COVID-19 H
gRlS FoWA ADLE & tjujo]Aet J[QlE iAo
F87E golutal VR/AR/MR tHfo] A, Ahg2el, ADLE
SU/A0IE WED] 5 ALY AYRY] RE AbdojlAf ToT
tjupo]A9) 27} A& oyl Q710 1 = Vlshks
S0 7 A& ol'd AYoltt [3]. EgE Al 7]&at 56,

LPWAN(Low Power Wide Area Network) = THISH U]
EQF 7], IoT 4ufjo]A9] stegfo] Alyo] g43] &
et et Alet loTe] ZAgto] =1ty Qlot. g2 7|
oA Zidstal Q= Al &840 7MY Fast 22 £2
249 goJgeld, lIoT Hujo]Ao] AN E F3ll & &
e ti&Fe] Hoje7t Al 253 &5, H|AESH= 70
g2 & 4+ G 5?‘]‘:'} By k?_} Al Aol A] LAESH=

£, }&x} 2 cJole] 9ISk e Fol ol

£ Aejolo] Bals BAMAPIL HoRAS WAL Wy
o] wwct,
oT ClufolA5e Avkslel 2R &a 2e), 4
o APA(CPU, 2], HjA3, A2 £)g shack 22n
2 0T cutol2olA ojZeplolde vlx, 29% fe
Tefsior & ARo] et K| 27HAle] Edge/Fog 73H
o ZiEol Fhyst 7140l olEs) Sict. SRl e

olu Te} ZAToR gt WHE I, TAE HUS
243P7] theol WY 4 9t Bt FHopd Sof Tol
axjaicy. dejelo] of2ist BANES slAsls] sl &)
< AWS Firecrakcer{4], Kata Containers[5]e} &2
microVM(Light-weight Virtual Machine) 7]&0] 7
=it Wb 2 A-tollA = microVMo] ZdEjojudet 7
S8R0 7HdHAl 71eS diAlste] Al ofiE2)AloldE &
ZAZ1710] At 7Hdst PRI S YorE A} gt
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II. Preliminaries

1. Background

1.1 KVM
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E 7Hduirle A8 27 AAE HAISoA
=59 7 @S Alsetth skego] 2as ool
B9l QEMU(Quick Emulator)= &2 KVMxt 374 AHE:
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1.2 Docker

ZAEolH 72 A
Hohs SA0] Atk 7HIHAl oM =
oA BASHE Tl AIAE tlAlo] 717 HEo] o
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egHa A 281 A8 B9 5= ZHsto] vixd o
Qeb=, aaMQl uix 5l A=lS & 4 . Docker
= Ol AEolY e Ag o WP A 4 8l
=5 ogtt 7l Alsshe SRECIH 2 AFolA A]

AsH= Docker Z1H[o]\y= Dockero|A] runc Z1€]o]y

ERLS ARg3to] sk ZEo|uIE ool

1.3 Firecracker

7189 ZA8olY 7Hdehe 1.2 OJH?I RS
20] 90| AFEIYITE SRl
o] AES Z9st= AojA AHAA EOP 14040] eI
o Jefsiel efolfel JIget B 1 Aoy
P, B @Al 714l microVM 7]&0] S7fst
¥t AWS Firecracker= T}QFSt microVM ZZAE

% sfuoltt. Firecrackery -84 Q1 7HITAIIA AR
EE KVM/QEMU Z0]4 KVME 2 [A|skL,
QEMUE microVMe] B2 & 2|5 sl a4 ARt
VMM(Virtual Machine Monitor), Tjujo]A @& AP[2
A5ttt Firecracker= sAEON}T £ 150719
microVME A 4~ 9l HE] A|7ES 125ms ©O|5t=
U wh=ct, Wobgdo] &2 Rust 2 12fY 1o} & ARE-
sigon), AAE BlAIo) 328 Aasksh] gsl et
gjdto]A BES A3ttt Firecracker= AWHZ]A &3
22 xelslr] Yl JfEElglon], AWS Lambda®h
Fargate 3 CHJRH AfH] 204 285 Qlct [4].
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1.4 Edge AlBench
Edge AlBench= 0T X]-Z2t-E A|AEIS B|AESH
7] ol 7ies #ixjot3olct £3], Edge AlBench 2.0
xr%@vﬁ AU} 0g 7Eo 2 ARSIt (7], A AFeR
AR ARl o 0o BASHAIGH 2S5 S04
ZQ3F 712 Object Detectiony} Image Classification©]
O Eoh def S5 AHoA] o] Rojx]= Held 23
Sttt dlole AAAY A2 AR Ul fase Zas
2 Hix|or=oA AQ]st¢ict. ZufA o2 Edge AlBench
2.004= ol2] k& defd R9E3 ARESkL Object
Detection, Traffic Light Classification, Road Sign
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2. Related Works
17goA et ZAX™ Edge/Fog T 004 Al
ojo] AL B U A 2 Uk
Hua et al. [8]o|A= Ale} SIA] HREQ) 23 o] &
5t o] F0A]= ol & ZHRIE AAISIA. AA, Al
uF 2242 285}0] Ox] ZAZEIO|A] UG AFol A
Aed, At 2, 2o I ZA 52 siiEs L gt
=R, AOLE  AJH], loV(Internet of
Vehicle) SOl ALE| Al OjZajfol4e o] e
oA 2aatol, YEUD x|olat Hlolel matoluA] B4
£ siAstq L otk ofX™, WX ARE LERN B
' 299] 2L o] msolN QAL Ft Tt
J2jog SIX] dufo]AoAQ) Held B FE e
ole FR3 Alzmoln] AEA A7t Wasic
%2 ALgste A CjuolAd 2hxulato], olu]
tJo} Jetson Nano 12]1 J+= Coral Dev Board S0]
qict. 1Aolq 13t vle} o] ebxuamols B 71|
GRdlE B8k, AT 71T e WeHS Sl
ChoFst Al HopojA 83| &89 4 9ltt Villanueva
et al. [Q]0M = =AIAF 5 BAIE Hdll 2tad|2jutol &
ALESEAT 7HtetE &5l Y olulA|2 SqueezeNet
Al 92 £201 e skl A
= A|AEIS Aottt Lavanya et al. [10]of|A]
£ Z8sto, 5484 EY HolHE 22w
mo] Ao} Al ofZajflo| Mol Aejatc} Eopo] B
VY BEE oozt &, 2507 FEE Alssted =
A5HES o]k AJAELS AotsliC) o]2]sh A}E]%
24, ehavlelntolst A AEY AN bY &
352 ol 42 ol Tl YRlo2 FREI

IR ET)

rr ot ru[o
rulo

A A

g o

4 o

r

flol 9 WL Aol 29 P29 452 2 4 2K
off tiet thget A7t o] ol

Anjali et al. [11]o]A]E LubAQl 15 A=E 3H
ofA] native, LXC(Linux Containers), Firecracker,
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+ 73 FE9 &= FAsiAT. Eot HEHF, Hwa
e 1y ol F UM TR 452 vl
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ARG Y S Btk
Wang [12]9A]= microVMo] FaaS(Function as a
Service)ofl Aglet ARE SHAXE &elshy]| flsto]
7P AL ZAEloly 22]al microVMY] startup time, T
A3 /0, YEYZ, Hra] H=g 8|wsiYit}. Startup
time2 7P Alo] 7 w2]11, zigo|yr} 714 whaict,
EJ/\ 3 [/O &A= iozone2 AFR-5I9C}. Firecracker
slace] 2ot AL 49 Zejolul it Ao A
Aoz Gojr|Agh Y AE F7|7t S7ietol wet ZdEo]
Vot w23k 52 ol ALt bt HEY R A5 57
ol iperf3E ARSIt ZE|o]U= native 702
e £=F  HICh U, virtioE  AR&SHe
Firecracker= A 7F}sHFull Virtualization)”} ZQ3t
PPN wEe it
Goethals et al. [13]o]A= SlI&] C]ujo] A0|A]
light-weight 7Vde} 799 d52 #AsI ¢
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ARl |t Ho|HIAIE Bt

Lee et al. [14]o| 4= 2t=wj2joto] 4 == B} ollw|C]
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S AR&Sto] TCP miZlE A¥l= Hulo] U ESIS
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III. Experiment

1. Hardware Specification

£ Aol 2tzyajuto] 4 Model BE AT
o] AX]= Quad core Cortex-A72 1.50 GHz CPU2t
8GB LPDDR4-3200 SDRAMS &H&fsti Qlct. A3l &7
o] Ba]= 95, 32GB micro-SD 7}t 372 &85}
717Y0) 7Hdst e &SI

2. Method

Fig. 12 A9Ao|A ARESE 7 9] Ui
W Zojct. & 4719 Al ofiZ2)Alolds ARESIIAITE
Fig. 101X = 5719] Alofog <lsf| 2712 of&E2jAo]dgt
nsIt. kzdeutole] S AE RFAAE Ubuntu
Desktop 22.04.3 LTSE ARgstit.

Docker Zig|o]Hq+= Al RIX|ot= ofjE2j7Alo]dd 2 7}
7¥o] Dockerfiles A}/dsto, & 47l2] Docker ©|O0]X|&
Ay/gstoitt. Dockerfileo A= #]o]2 o]o]x]2 Ubuntu
22.045 AdEistlon], RUN Fgolg ol&ste Zast
7]A] 2 2fojB2] 22]il Al ofF2jAlo]de] Zl5{E
IR B S 2t st} upx|2te g, gy A
38 A] ofj=2]7Ao]d 488 AT E(e.g. run.sh, test.py)
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|
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|2€ 7t rootfs T Aol Was o2 wateolo}
sfo), x71del g4 47)e) vCPU, 4GBe] mlRal2
microVMoll dates Agsloict olet e MRS ul
o HIX|opE. ofSaAold & microVM KA 3§ 4
7He] microVME A¥/ds et

KVM 7PJHAI% Firecrackeret SARsHA Ubuntu
22.045 SLIAA| 2 MEHSIY T, virt-install o] &
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Flrecrackerg} KVME 2]5A ps o]z AAE ‘31}\]
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IV. Result

1. Performance Analysis on AI Applications

1.1 Inference Time

Fig. 2= Al 7HA] 29 7304 4719 HiIx|up= of 22
Aolde 22 50apy 2aet 3, £B AR BRS
UERA 7o)}, ofx]al mjo]x|o] AA]= Appendix Table
12 Image Classification ofjZ2]7o]42] 4382 1034
F7HL Ol 8 ARIel ZEUR ke e 2]
th. ol &3l 502]9] dgtterw ofEAlold F&
AlZEe] Web} AojA oMdd REWANE Hole g &

2t 4 9l AlY ATE 55 & 4 e AMEL O
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Table 1. Comparison of data transfer performance

Docker Firecracker KVM

Time (s) 42 6.7 135

Transfer Speed

3480.47 2184.02 1085.47

(KB/sec)

Table 2. Comparison of CPU performance on sysbench
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Fig. 5. Docker container’s CPU usage trend
and x-axis is time (mm:ss)
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Fig. 6. Firecracker microVM’s CPU usage trend
and x-axis is time (mm:ss)
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Fig. 7. KVM virtual machine’s CPU usage trend
and x-axis is time (mm:ss)
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Fig. 8. Result of sysbench sequential workload

B B Docker @ Firecracker OKVM

5 8

Through put [MiB/s )
5

20 I
10
512 1K 4K 16K
Blocksize(B)

(a) random read

100

‘ W@ Docker O Firecracker OKVM

10

Throughput (MiB/s)

. LHEL I =

512 1K 4K
Block size(B)

(b) random write

Fig. 9. Result of sysbench random workload

Fig. 9(a), 9b)S &3l & & 9)50], random read@t
random writeo]]A = sequential I 2 EQ} ORIV IA|Z
Firecracker’} o} &S0 oA 7P £2 462
Holct ot Docker@t Firecracker 7He] md 1/0 4
59 Apo|7b SOl Fkekal Hix|opa ofZ2]7|o]de]
4°8 AZte] Rfol7p FA] of2 A& Hol, sl ®lxjup=
ofjZ2|ZAlo] oM = ”Jro‘ 1/09] g0 2 036{) =
e Aoz HRlth &5 AFoA o E {739 HIx|up=
ol A ] oot Zaert Qo

i

V. Conclusions

=

AR B2l

fus

L]
T
A

AoAE o] 7 Al ojZ 2704
151 L 7

A
do8 A B2 o, X AREE L Q= ZAE|oUef 7t
HAS iAI5H] microVMo|] AFRE 4 QIS WLk
[A} Ag2 Rlegstict. ef=w|2]mtolof]A Docker 7
glo]Y, Firecracker microVM, KVM &74& 153
ojg] wix|ot= ofZa]A o] Sdsty LS v
- Ag 2, ZAEoly oM 9 Hilk|ot=. ofE2]A o]
= *17*01 7V A9kXIRE, microVMak KVME b]5:3t
58 WOtk E WANEA ool e st

?J CPU AMRSFS =2 2)7lo] w242 tloich A

o o flo

+ou

}

ol
2

Ay

r9£ ot ox W

A2 &l YA JIX|utE of Aol S a8

i, microVMo] ZigJo]do] H]s} U7t F& AlRko] &

252 =Isket U}Kl”@i @7 PC29] glojg A

£ AlSoA microVME ZAgolqrct »2] 1 KVMECH
J

8] 5to] 945‘] 2 *332 EOE‘E}

Oz, X tjuio]AL] microVMOojlA] Al ofZ2]
= 85I o, 719 ZEolUet 4ds HollA
Al Rpol7F UA] ¢tom 0353 =2 oA, ot 1/0
AeS Aleshes AS 2R lo}Oﬂl:} SAE ;\]/\Eﬂﬂ( 711_4

g O‘E} lEJ S 22
AARRE A2 “hﬂr Hlole HEoto] F-ast Al Alu2] 2
oA IoT, A AFE X Al ofE2j7lold Fs= ¢
24 4= A] microVMo| $55] &8
Utk SHA|gE ef=H2juto|7} X ARH S tiE
e geng, 2 A9 A Aapt dytdoz Ags

Ao tisliA= Hue AEZ Basict

S AFofA= Qb|do} Jetson Nano, -2 Coral
Dev Board 59| tjfet SIX] tjufo]A S &E&sto T
Al X AFE AU E AT Aoltt. Esh X

4>
%
a
il
fu



Performance Analysis to Evaluate the Suitability of MicroVM with Al Applications for Edge Computing 115

Outol 204 Rl FR3 A 5 shfoloz, ch
g 7Pgat 87014 Al ofZ 2ol o] 23 o o)
AFgOl et RGBS A1 Folck

L=

ACKNOWLEDGEMENT

This study was supported by the BK21 FOUR
project (Al-driven Convergence Software Education
Research Program) funded by the Ministry of

Education, School of Computer Science and

Engineering, Kyungpook National University, Korea
(4199990214394). This work was also supported by
the National Research Foundation of Korea(NRF)
grant funded by the Korea government(MSIT) (No.
NRF-2021R1A 5A1021944).

REFERENCES

[1] J.A. Stankovic, "Research Directions for the Internet of Things,"
IEEE Internet of Things Journal, Vol. 1, No. 1, pp. 3-9, Feb 2014.
DOI: 10.1109/J10T.2014.2312291

[2] Statista, Number of Internet of Things (IoT) connected devices
worldwide from 2019 to 2023, with forecasts from 2022 to 2030
(in billions), https://www.statista.com/statistics/1183457/iot-conn
ected-devices-worldwide/

[3] S. Al-Sarawi, M. Anbar, R. Abdullah, and A.B. Al Hawari,
"Internet of Things Market Analysis Forecasts, 2020-2030,"
Fourth World Conference on Smart Trends in Systems, Security
and Sustainability (WorldS4), pp. 449-453, July 2020. DOL:
10.1109/WorldS450073.2020.9210375

[4] A. Agache, M. Brooker, A. Florescu, A. Iordache, A. Liguori,
R. Neugebauer, P. Piwonka, and D.M. Popa, “Firecracker:
Lightweight virtualization for serverless applications,” 17th
USENIX NSDI, pp. 419434, Feb 2020.

[5] Kata Containers, https://katacontainers.io/

[6] M. Fezari, and A.A Dahoud, “Raspberry Pi 5 : The new Raspberry
Pi family with more computation power and Al integration,” Nov
2023. DOI: 10.13140/RG.2.2.13547.52009

[7] T. Hao, W. Gao, C. Lan, F. Tang, Z. Jiang, and J. Zhan, “Edge
AlBench 2.0: A scalable autonomous vehicle benchmark for loT—
Edge—Cloud BenchCouncil ~ Transactions  on
Benchmarks, Standards and Evaluations, Vol. 2, No. 4, Oct 2022.
DOI: 10.1016/j.tbench.2023.100086

[8] H. Hua, Y. Li, T. Wang, N. Dong, W. Li, and J. Cao, "Edge

systems,”

computing with artificial intelligence: A machine learning
perspective," ACM Computing Surveys, Vol. 55, No. 9, pp. 1-35,
Jan 2023. DOI: 10.1145/3555802
[9] A. Villanueva, R. L. L. Benemerito, M. J. M. Cabug-Os, R. B.
Chua, C. K. D. Rebeca, and M. Miranda, “Somnolence detection
system utilizing deep neural network,” International Conference
on Information and Communications Technology (ICOIACT)
IEEE, pp. 602-607, 2019. DOIL: 10.1109/ICOIACT46704.2019.
8938460
[10] G. Lavanya, C. Rani, and P. Ganeshkumar, “An automated low
cost [oT based fertilizer intimation system for smart agriculture,”
Sustainable Computing: Informatics and Systems, Vol. 28, Dec
2020. DOI: 10.1016/j.suscom.2019.01.002
[11] Anjali, T. Caraza-Harter, and M.M. Swift, “Blending containers
and virtual machines: a study of firecracker and gVisor”,
Proceedings of the 16th ACM SIGPLAN/SIGOPS International
Conference on Virtual Execution Environments, pp. 101-113,
March 2020. DOI: 10.1145/3381052.3381315

[12] Z. Wang, “Can “micro VM” become the next generation

—_—

computing platform?: Performance comparison between light
weight virtual machine, container, and traditional virtual
machine,” IEEE International Conference on Computer Science,
Attificial Intelligence and Electronic Engineering (CSAIEE), pp.
29-34, Oct 2021. DOL: 10.1109/CSAIEE54046.2021.9543457
T. Goethals, M. Sebrechts, M. Al-Naday, B. Volckaert, and F.
De Turck,
lightweight virtualization platforms for edge computing,” IEEE
EDGE, pp. 60-68, Aug 2022. DOL: 10.1109/EDGE55608.2022.
00020.
[14] K. Lee, and B. Tak, "MicroVM on Edge: Is It Ready for Prime
Time?," International Symposium on the Modeling, Analysis, and

[13

[t}

“A functional and performance benchmark of

Simulation of Computer and Telecommunication Systems
(MASCOTS), pp. 1-8, Oct 2023. DOI: 10.1109/MASCOTS595
14.2023.10387638

[15] Firecracker, http://acoms.atit.co.kr:9090/tkioa/index.jsp?publisher
_cd=tkioa

[16] J. Li, Y. Wang, C. Wang, Y. Tai, J. Qian, J. Yang, C. Wang,
J. Li, and F. Huang, "DSFD: dual shot face detector," Proceedings
of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition (CVPR), pp. 5060-5069, June 2019. DOL: 10.1109/
CVPR.2019.00520

[17] J. Deng, J. Guo, Y. Zhou, L. Kotsia, and S. Zafeiriou, "Retinaface:
Single-stage dense face localisation in the wild," arXiv preprint,
2019. DOI: 10.48550/arXiv.1905.00641

[18] DSFD-Pytorch-Inference, https:/github.com/hukkelas/DSFD-Pyt
orch-Inference

[19] V. Jain, and E. Learned-Miller, “Fddb: A benchmark for face
detection in unconstrained settings,” UMass Ambherst technical
report, Vol. 2, No. 6, pp. 1-11, 2010.



116  Journal of The Korea Society of Computer and Information

[20] Silero Team, Silero Models: pre-trained enterprise-grade STT /
TTS models and benchmarks, https://github.com/snakers4/silero
-models

[21] K. Ito, and L. Johnson, The LJ Speech Dataset, https://keithito.
com/LJ-Speech-Dataset/

Appendix

Table 1. Standard deviation variation of Image
Classification inference time by the number of trials

Trial Docker Firecracker KVM
1st ~ 10th 9.15 5.28 8.25
1st ~ 20th 8.61 476 6.98
1st ~ 30th 8.0 3.29 6.31
1st ~ 40th 7.52 2.83 5.74
1st ~ 50th 7.35 2.35 5.20
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