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[Abstract]

This study explores the correlation between system anomalies and large-scale logs within the Spark
cluster environment. While research on anomaly detection using logs is growing, there remains a
limitation in adequately leveraging logs from various components of the cluster and considering the
relationship between anomalies and the system. Therefore, this paper analyzes the distribution of normal
and abnormal logs and explores the potential for anomaly detection based on the occurrence of log
templates. By employing Hadoop and Spark, normal and abnormal log data are generated, and through
t-SNE and K-means clustering, templates of abnormal logs in anomalous situations are identified to
comprehend anomalies. Ultimately, unique log templates occurring only during abnormal situations are

identified, thereby presenting the potential for anomaly detection.
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I. Introduction
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Table 1. Available Open-source log data set.

Datasets EX|sten.ce Size Log generation Remarks
of labeling nodes
Distributed system
MapReduce
HDFS 0 1.47 GB | HDFS nodes | execution
logs
MapReduce
Hadoop 0 4861 MB| YAML nodes | execution
logs
Spark X 2.75 MB | Spark nodes Some logs
lost.
ZooKeeper X 9.95 MB ZooKeeper
nodes
ek, W e
OpenStack 0 5861 MB " | suspension,
control node, .
deletion logs
compute nodes
Supercomputer
708.76
BGL 0 MB Blue Gene/L
Thunderbird 0 29.60 GB | Thunderbird
Keywords Template Counts Template Sequences

Errar i handiing
event froe
APP_ACCEPTED for
application
application_ 1695393
029078_0001

Templats 0 [130 |1
Normal 1 @ '@ .
Apnormal |1 10 1860 _ ‘

4227

T Frequency

Time

Variable Values

<*x 58

Tempiate | MemoryStore started with capacity

Mermal |[117.77]
variable

Abnormal| ['000017]
variable

Fig.

1.

Time Intervals

07:54:41 590 INFO

HBlockState Change: BL OCK*

,omcess}?epoﬂ

06:57:10 1 INFO

HlockState Change: BLOCK*

processReport -

Log’s abnormal log patterns.

Table 2. Log example generated from Spark.

2023-12-31 10:56:44,574 DEBUG
1 | org.apache.spark.util. ShutdownHookManager: Adding
shutdown hook

2023-12-31 10:56:44,734 DEBUG
org.apache.hadoop.fs.FileSystem: Loading filesystems

2023-12-31 10:56:45,588 DEBUG
org.apache.hadoop.ipc.client: Connecting to master/
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II. Preliminaries

1. Backgrounds

1.1 System Log
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2. Related Works

2.1 Collection of System Log Dataset for Log
Analytics
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2.2 Anomaly Detection Using Log Data
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Table 3. Injected errors by the configuration types.

Configuration type fg:c:; Error example
path 8 /usr/bin, 10000
paths 8 hdfs:file.txt, @#
class 9 java.util ArrayList

classes 9 www.google.com
boolean 5 true, false, 100
int 11 -1, 0, 1, 65535
ints 11 1/2/4/8, 4.3,2.2
ip 8 localhost, 8.8.8.8
ips 8 google.com,8.8.8.8
password 2 xyz, @#
timeduration 11 0s, Tms, 100gb
timedurations 11 Tms,2ms,3ms,4ms
size 9 10kb, 100gb, xyz
string 7 hello,world
strings 7 www.google.com
float 11 3.1415926535
range 12 0-100, 100-200
Total 147

1%ollA] Qiget ule} o] o]a} x| o] Kol Eix]&
9] o]AF 1fjelo] A|AE] o]Akyl HaFsH=X]of Tfjst A
& BaAo]o], ojof it EAlo] 71E AP ulEs

£ g Aot

metd B Ao 7)E0) oj4f &) WSS Bet
s 21 5 Y 2399

o =
A4 270) 524 BA5L, oS Folo} 215 0]t

ghcks At gict

III. The Proposed Scheme

1. Log Data Preparation

1.1 Normal & Abnormal Log Data Generation
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1.2. Template Construction via Log Preprocessing
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2. Log Feature Vector Similarity Comparison
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Table 4. One-hot vector showing the log template
appearance status per error type.
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Fig. 2. Error count histogram by the similarity.
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2.2 Error Log Analysis using Cosine Similarity
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Fig. 3. Average error log count histogram by similarity.

Table 5. Normal and abnormal case log template count.

Criteria Number of types
Error situations 4,346
Normal situations 2,517
Appear. onIY in error 1829
situations
Appear only in normal 0
situations
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Fig. 5. Cosine similarity K—means clustering

Table 6. Silhouette scores for optimal number of
clusters

Number of clusters Silhouette scores
2 0.9816838
0.9818385
0.9825208
0.9541370
0.9522139
0.7147309

Nio~o bW

Table 7. Cosine similarity cluster’s Centroids

Cluster Centroids

A 0.06933743

B 0.35828375

C 0.86228988

D 0.99310877
21] Aol t-SNEO] o3t AlZetol s & wegEiel
o= HoEo & IAR RANRTE w2 YWHEZ

=e] gIxlste Aol Yok,

2.3.2 Log Grouping with K-means Clustering

K-means 2 AP Ho[HF K79 22AH=Z &
+ 0jAl2{d(Machine Learning)?] H|X|&= &5 70|
o}, o] 7|82 Hlolg 7te] A2 & Aktsto] 1gelstoz
Sz w20 of 85 glolg] &2]o] Agsict. maba B
dish 2] 271 HolH & W £=2 1Fsts7] 95t
K-means 22| 2HT 7[YHS ARSI E9F 2.2 29
ZAuE o r 7f J7tS F2AHR Fol 3R £
A= AoffuAr sglth. K-means ZS&{AHY2
scikit-learn 2}o]22{2]9] KMeans 2E& AMEsHIICH
Silhouette &AL A}83510] Silhouette scoreS L5t
S, 2E2HY »F 42 ARSI Table 62
Silhouette #A19] ZAutE HoEt. SAES st
Yrg|E o 2= K-means++3 ARESIICE 2| ¥ S
S 300Hoz HAsk, o] 314 o] R Hlo]E 2
A olFo] gloH FrsteS sIYlth

Fig. b= K-means Z2{AHY ZAutg ZTAHER
JFelRt Ae UEdG: 7ZF 2249 FAA2 X »
Alstolct. 22AH As 127], 22AF Be 3671,

Table 8. Configuration error frequency with in the
cluster

Cluster A

Configuration type Frequency

hadoop.security.auth_to_local 3

hadoop.security.auth_to_local.mechanism

3
hadoop.security.authentication 3
hadoop.security.group.mapping 3

Cluster B

Configuration type Frequency

fs.AbstractFileSystem.hdfs.impl 3

fs.defaultFS

fs.getspaceused.classname

fs.permissions.umask-mode

hadoop.http.authentication.type

hadoop.http.filter.initializers

hadoop.rpc.protection

hadoop.rpc.socket.factory.class.ClientProtocol

WWwWwwwwww

hadoop.rpc.socket.factory.class.default

Cluster C

Configuration type Frequency

fs.AbstractFileSystem file.impl 3

hadoop.security.credential.provider.path

3
hadoop.security.dns.nameserver 3
io.compression.codecs 1

Cluster D

Configuration type Frequency

adl.feature.ownerandgroup.enableupn 3

hadoop.security.group.mapping.ldap.bind.users

hadoop.security.group.mapping.ldap.bind.user

fs.s3a.s3guard.consistency.retry.limit

fs.s3a.s3guard.consistency.retry.interval

fs.s3a.s3guard.cli.prune.age

tfile.io.chunk.size

hadoop.security.group.mapping.ldap.bind.password

hadoop.security.group.mapping.ldap.base

WWWwWwwww w w

fs.protected.directories
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