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[Abstract]

In 2017, the United Nations reported that the population aged 60 and above was increasing more
rapidly than all younger age groups worldwide, projecting that by 2050, the population aged 60 and
above would constitute at least 25% of the global population, excluding Africa. The world is
experiencing a decline in the rate of increase in the working-age population due to global aging, and
the younger generation tends to avoid difficult and challenging occupations. Although theoretically, Al
equipped with artificial intelligence can replace humans in all fields, in the realm of practical
information security, human judgment and expertise are absolutely essential, especially in ethical
considerations. Therefore, this paper proposes a method to retrain and reintegrate IT professionals aged
50 and above who are retiring or seeking career transitions, aiming to bring them back into the
industry. For this research, surveys were conducted with 21 government/public agencies representing
demand and 9 security monitoring companies representing supply. Survey results indicated that both
demand (90%) and supply (78%) unanimously agreed on the absolute necessity of such measures. If the
results of this research are applied in the field, it could lead to the strategic development of senior
information security professionals, laying the foundation for a new market in the Korean information

security industry amid the era of low birth rates and longevity.
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I. Introduction
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Table 1. Estimated Damage Cost of Cyber Attacks

Estimated Annual Cost of

Year-On-Year

Year | Damage from Cyberattacks Growth Rate
Worldwide (USD)

2024 $9.5 trillion 19.0%
2025 $10.5 trillion 10.5%
2026 $11.3 trillion 7.6%
2027 $12.4 trillion 9.7%
2028 $13.8 trillion 11.0%
2029 $15.6 trillion 13.0%
2030 $17.9 trillion 15.0%
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‘ Purpose of the Research ‘

v

Theoretical Background ‘

[> Number of Internet Users in the World

[> Comparison of Distribution of Public Institutions in the Metropolitan
Area and Local Areas

[> Cyber Infringement Response Center Operationstatus and Improvement
Tasks

[> Re-Employment Jobs for Middle-Aged People after Retirement

[> Current Status of Information Security Professionals

[> Status of SecurityControl Companies and SWTechnician Career Verification

-

‘ Research Design ‘

[» Complete a Questionnaire for Security Control Companies
[> Complete Questionnaire for Central Ministries and Public Institutions

-

‘ Empirical Analysis ‘

[> Survey Analysis (Security Control Company)

- Difficulties in Carrying out Air Traffic Control Projects

- Professional Education Business Planning

- Professional Training Period, Required Subjects

- Salary Level and Demand when Hiring

[» Survey Analysis (Central Ministries, Public Institutions)
- Difficulties in Carrying out Air Traffic Control Projects

- Opinions on Gevernment-Controlled Education Projects
- Professional Training Period and Required Subjects

Conclusion

Research Flow

Fig. 1.

II. Related Research

2.1 Concept of Old People and Seniors
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Fig. 2. Reasons for Employing Older Workers
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2.3 Overseas Trends
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III. Strategic Training of Seniors in the
Information Security Field
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3.2 Survey on Security Control Project Ordering
Organizations
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Table 4. Intermediate Level Practical Training Course

Table 5. List of Resources used to Build the Training
Ground
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Fig. 3. Scenario-Based Training Course Using GNS31)
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IV. Conclusions
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1) GNS (Graphical Network Simulator)3 is a network software emulator released in 2008. It allows a combination
of virtual and real devices and is used for the purpose of simulating complex networks.
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