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[Abstract]

After the end of the service of Internet Explorer, the use of ActiveX ended, and the Non-ActiveX
policy spread. HTMLS is used as a standard protocol for web pages established based on the
Non-ActiveX policy. HTMLS, developed in the W3C(World Wide Web Consortium), provides a better
web application experience through API, with various elements and properties added to the browser
without plug-in. However, new security vulnerabilities have been discovered from newly added
technologies, and these vulnerabilities have widened the scope of attacks. There is a lack of research to
find possible security vulnerabilities in HTML5-applied websites.

This paper proposes a model for detecting tags and attributes with web vulnerabilities by detecting and
analyzing security vulnerabilities in web pages of public institutions where plug-ins have been removed within
the last five years. If the proposed model is applied to the web page, it can analyze the compliance and
vulnerabilities of the web page to date even after the plug-in is removed, providing reliable web services.

And it is expected to help prevent financial and physical problems caused by hacking damage.
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I. Introduction
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II. Preliminaries

1. Related works

1.1 HTML5
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1.2 Static Analysis
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1.3 HTML5 Security Vulnerability
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1.3.2 Clickjacking attack
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1.4 Web crawling
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III. The Proposed Scheme

3.1 Static Web Standard Check Model Flowchart
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Web

1: Send destination url L

2: url Web page htmlParser and web creiwling
3 : Categorizing and callecting tags

ﬁﬂ 4: Collected Tag Static Analysis

5 : Save Results

(Vulnerability discovery loocation,
tags and properties)

M 6 Save Results
U-T - Deliver results and present solutions: (Vulnerability discovery loocation,
i i tags and properties)

Fig. 1. Static Web Standard Check Model Sequence Diagram
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3.1.1 Web Page Address Forwarding and Web
Crawling
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3.1.2 Categorizing and collecting tags
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Table 1. Static Analysis Target Tags and Properties
Tag Ratio No

input 67.1% 1

form 65.4% 2
button 30.2% 3
iframe 26.3% 4
select 16.1% 5
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Table 2. Static Analysis Target Tags and Properties

Tag Type Tag Property
Clickjacking iframe sandbox/srcdoc
input/select/textarea/
autofocus/onbluer
button/keygen
button/input formation
XSS video/audio source
video poster
math href
iframe srcdoc
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3.1.3 Collected Tag Properties Static Analysis
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Deliver results to the
screen

Fig. 2. Algorithms for static web standard check models
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def isValidUrl(url):
url parsing
return

def getLink(url, soup):
Link Set Initialization
for all 'a' Tag:
Convert relative paths to absolute paths
and add them to a set of links
return Link Set

def scanPage(url, depth=3):

if the depth is zero or the URL is invalid:
return empaty list

try:
HTML parsing on successful request
Perform vulnerability checks
Page scan recursive calls for all links

except request failed:
return empaty list

return vulnerabilities list

def chkVulnerabilities(soup):
Initialize vulnerability list
for tags:
if vulnerable properties exist
vulnerability list
return vulnerabilities list

add to

Fig. 3. Static Analysis Algorithm Pseudocode

>
[e)
5
Ja)
M
o
ek

url #40f urlo] EHRE

5 WA, 2oM 2AS 95 FofAl A molxloA ©
5 & a B8 Aol Ao

Zoj3l urlg ATl
A Tolx| S AT oS HAKITE 12la A7t

A 3 depth7h] 4 o
olxlo] 22 e} 7t Holx|o] chgt Alovd e AL



Propose a Static Web Standard Check Model 87

depth?} 00|44 ULO] R&5HA] oW ¥l Z52 vt
g

Al B, <4 mo]x]e] HTMLZ 7Pqex A 4
A158517] dizol Beautiful Soup2 ARHESHY HEEA]
}. FoFd o] &k (chkVulnerabilities)S &&6H0]
A wHolx]e] s FArettt. F|opdo] WAlstH 2
gt AEE 550 FUIsi:

opr2to g Fobd w52 £3stHA 19 3= si4
S AAlgH.

2

ol
-

[ U

9lo] U1§-2 Bl A B4 O B A 2]
Q059 S29 AFEL CbS Fig. 4.9 2k

No

Is url the
correct format?

{>| return Link Set

> return empaty list

[ Check vulnerability tag ]

v

Result Output

Fig. 4. Static Analysis Algorithm Flowchart

IV. Evaluation
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Table 3. Number of vulnerabilities after static analysis

Vulnerability Count

2

186

0

o=

o

(%]

w

FoMd 7 A Ao E 2719] F{9E B Aol E 18671
FoFd E AlIE 1719 F|oo] Usttt. ol 9 &&0]
abE] HEES SIGAISH RIS F]opdo] 9ok S
Bojzc} o] & 186719 Z|obdo] L}e B Ajo]EX AlA
AoHe AH| AT} TH2 Ato]Eof Blal ©f Ho] AREE]
9loit}. o] input B} 72 o] AFRSH= 7S LHERY
3l 4 Ato]EZ} LR Ato]Eo| BISH FloPdo] Of
5o} Q= A HolEhh

= koo

Y

AR w4 5 2 E00] 4 B0 Hopgel s

C}5 Table 4.7} .

d

Table 4. Number of vulnerabilities in tags by property
after static analysis

Tag Type Tag Property Number

L . sandbox

Clickjacking iframe Jsredoc 0

input 192

select 0
autofocus

textarea Jonbluer 0

button 0
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V. Conclusions
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