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[Abstract]

Attackers tend to use similar vulnerabilities when finding their next target IT assets. They also
continuously search for new attack targets. Therefore, it is essential to find the potential targets of
attackers in advance. Our method proposes a novel approach for efficient vulnerable asset management
and zero-day response. In this paper, we propose the ability to detect the IT assets that are potentially
infected by the recently discovered vulnerability based on clustering and similarity results. As the
experiment results, 86% of all collected assets are clustered within the same clustering. In addition, as
a result of conducting a similarity calculation experiment by randomly selecting vulnerable assets, assets

using the same OS and service were listed.

» Key words: Common Platform Enumeration (CPE), Clustering, Similarity Measurement,
Network Features, Network Scanner
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I. Introduction
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II. Related Works
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1. Asset Management
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3. Clustering-Based Methods
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4. System-Based Methods
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III. Proposed Method
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1. Data Collection
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Table 1. CPE Dictionary v2.3 Asset Types
Part Vendor Product

Application 15,687 31,944

0S 1,323 24,856
Hardware 1,295 37,902

Total 18,305 94,702

3. Pre-processing
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5. Similarity Distance
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IV. Experimental Result

1. Experiment Environment
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Table 2. Number of Product Types

Product Number of
NAS 117
IP Camera 123
Switch 118
Printer 117
Total 475
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4. Asset Clustering
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Table 3. Clustering Results: Asset Cluster Description

Cluster No. Device 0S Service
0 Switch Crestron Lighttpd
1 NAS, Printer Crestron HTTP
2 IP Camera Linux OpenSSH, Lighttpd, h.239
3 Printer Linux jetdirect, HTTP
4 NAS Linux Apache HTTP, diskstation_manager
5 Printer OpenBSD Jetdirect
6 Outlier - -
7 IP Camera Crestron OpenSSH, Lighttpd, Apache HTTP
8 IP Camera Linux Apache HTTP
AF Yo £& & ok Al Qlok
Sole= A Z2uE B9l 22AH &% FRE 1 AY 23t K-Means 22| Aol KA A5 label
gfsto] FR3ICE IEehet ZF 15 Wl ARIQ S8E 7] 86%9 FEEE AS 4 ot Printero] FE=It 97%
F0 2 AR S B5otl AR EA4E 7M1 1588 #e] 2 J7FA =o0], IP Camera?] Asw7} 78%2 71 WA
gt 274500t
Table 4. Clustering Results: Groups and Cluster 5 Clustering Comparison
Numbers . .
H =30A= K-Means, K-Means++, Hierarchical
Groug No. Clustgr No. Dess\cl:vriitr;tr:on o] Al 71x] Ze]AHY A2 H]wsh= Al3S xIsHsHct
1 1,4 NAS Age vjm A2 371K Ze|AEEY BT obM AlE o]
: 218 Plamers | Aate 240 §YsP Agetlct. ojn, FeAEYE
4 B Outlier ol3t ool m2julEl2 K-means®} K-means++:
iteration = 1000, &A1 A& oA random_stateS AR
=eAH9| JFehs Table 49 Zo] o719 OF02  3f 27)9E 20709 $AAE 7H= Z2iAH S
Us 4 9tk 12 0ol= Z& Switch7} Z&Ech 18 AANch 22] 7 Hierarchical 28 AE2lo|A: slo]m
1ol= 22 NAS7t E%HFM Att. SolstAlE, NAS AME- mleju]E| 2 Euclideanyt ward WAl AMESH 27)5E] 20
b= E4 RE WS E HRISHA ALREITE TRIY 18 sjo] ZARS 7 ZojAEe MEwe AN
1o= 10,0000] @& ZLEY} tlo] &3] Q= 718 & 4 AlS A MAH| ZAE 271 1S 28 o At
Aot Ja IF ZoﬂL HZE 91000] & U= Eﬂ?-‘ﬂu:gl TS 85%¥Tt Ay o g K-Means Z2|AHHL &
Printer¢} T}2 AlESo] malglo] 9t 18 3ol sIP  Alo] kel £v]gtz sy oyl T} Ante AHIITHE
£ 84 ZREFR ARESh= 5060 ZEVF B Sl= Eﬂ o] 9t webA K-means++ 22|AE[151S Ant
ol P 7lojebt 850l gk oxjate R 1§ 4o s} gojsoz wystoz of $Al) chgsht ePgle)
+ UHA] 250 ZAEA] 12 AlFo] =0 oy, dwe]zoz mrypky ok 72]1 Hierarchical 28]
o] 1Fo= g 150X AMESHA] o= 97l 29AIAl  AER[16]S e Z2AEY ZAut2 X|&A 07 AAS)
7t mAE o] ot F2 ARRHA] o= AH|AE xRl = EXJo] glomz 4w HolE AEo 3] S5}t
Table 5. Cosine Similarity Distance to Target Asset
Asset 0S Service Ports Distance
Target Linux Apache HTTP server 80, 443 -
Asset A Linux Apache HTTP server 80, 1720, 5000 5.30e-05
Asset B Linux Apache HTTP server 80, 1720, 5000, 7000 5.30e-05
Asset C Linux Apache HTTP server 80, 443, 1720, 5000, 7000, 8000 5.57e-04
. 80, 90, 554, 1720, 1723, 5000, 6000, 8000, _
Asset D Linux Apache HTTP server 8100, 8200, 8300, 8400 9.51e-04
Asset E Linux Apache HTTP server 21, 80, 443, 1720, 5000, 5001 1.02e-02
Asset F Linux Apache HTTP server 21, 80, 1720, 5000 1.02e-02
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Fig. 6. Comparison of Clustering Accuracy

6. Asset Similarity

Cosine Similarity Distancer= ¥¥bdo 2 1XIY &
ZoA £ W 7ie] gAPS Aatelsh] 8l Alests
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H =304 Cosine Similarity Distance= £4 7|5
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7. Evaluation
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Fig. 7. Silhouette Coefficients for Number of Clustering

V. Discussion

1. Limitations
2l A TA0IA 2 AR 22EY S AAY
O FAIE AP & =wolM AR ElolEE v 7t
Al IoT Al f8ez /d=of o 22y Alg=
She G5 AREAL BollA tHE 502 RS A=
397t EAISI. oS £°1, NASet Switch?} HTTPE
2gsto] 79 MMz ARESHE HIoJEE A2 4 AT

w}ebA] NASQ Switch2l= labelo = 215t Z2jAE

0]53.
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