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[Abstract]

This paper proposes a novel approach to enhance the security of container-based systems by analyzing
system calls to dynamically detect race conditions without modifying the kernel. Container escape attacks
allow attackers to break out of a container's isolation and access other systems, utilizing vulnerabilities such
as race conditions that can occur in parallel computing environments. To effectively detect and defend
against such attacks, this study utilizes eBPF to observe system call patterns during attack attempts and
employs a AdaBoost model to detect them. For this purpose, system calls invoked during the attacks such
as Dirty COW and Dirty Cred from popular applications such as MongoDB, PostgreSQL, and Redis, were
used as training data. The experimental results show that this method achieved a precision of 99.55%, a
recall of 99.68%, and an Fl-score of 99.62%, with the system overhead of 8%.
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I. Introduction
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II. Background

oI Aol 7ol Sl A2l chat B
Xo] csl HHsic

1. eBPF
eBPF= 2l=A AHY UoA] AFRAF o] FEZ obx
3t agxlog Algiar 2 97 s=s 7kt 7)&o|ct
eBPF:= 19920] 7jetE]l BPFES 7]8to2 Y EYZ], &
oh A, A5 A & tdet 2ol &8y Qo
Z7)0= YEYS Efg BA 9 "ERIEH] Y5t 24
02 JIEE|QIA|TE, o] S chefRt Eat oAl 2w A
o] 79] BE oMIES wUEsty, AXsH, g ot
75 Bl 5 UYEt de= s}@m olct.
eBPF= 252 78 Ul9] thefe robe7l1i1§ =3,
O[IES ZX[SIIL ARGAP} &“éoj eBPF &

=2 O
Ch eBPF 2 I38e x| A5715 sl Ado AFT
= 5] e e Ay g FASH] gzl A2
OrqkS ZA] QYOWA L, /51 Oﬂ/z-)l Z0ioA] ke
o]d2 Agsitt  eBPF=  Security, Networking,

Tracing, Observability 59| T}t AR AHE E5)
A|ARIOl HOoMdZ elstal, aaXxl YEYS EY
A2, A|ARL 9l 3-8 ma T3o) HERQ] FAF FA, AlA
g e Aol 7SSt

2|52 7|9t o] Q] 4, eBPFE &3 BYEIF
M=o ox|5tl &84l 9o "Haxolr) o= &Y
AFZE A AR 2] AAE ojEr] Z8s1=X], oH i’\ﬂ
AT} 7V W2 YAAE 4H ]5}—7‘] 59 39-0} Hia

Alzsto] s 24

2 5] 2Eolie] A2 sk AAHe] S
eolo] 818 BEAL AT 2 YcH20021122).
2. Dirty COW

CVE-2016-51952% &2iXl Dirty COW= =X #
Hof|A] WA=l HsE AR (Privilege Escalation) F]oFA
% stdoloi2]. s F 20079FE 201697
2jEA 7o EASien ARli= mixlH AEjolct. Dirty
COW 342 738 A& o]835to] Copy-on-Write 2H4]
oA LAk Q75 Sl 971 HWeho] Qle oo 27]
AdZ 7HssiA B,



42  Journal of The Korea Society of Computer and Information

«’*“ Write on

R/O File =~ original R/O File
Private Map 7 Map a file to Private Map (1 ) Map a file to
—/ memory —/ memory
l@ cow l@ cow
______________ ~ Rem

[©))

(3) Wiite on copy c;:, u-\—

Copied R/O File
Private Map

Copied R/O File
Private Map

(A) Normal COW Mechanism (B) Dirty COW Mechanism

Fig. 1. Dirty COW echanism

int fd = open(“~/dummy”, O_RDWR);
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write(fd, “DirtyCred”, 6); File structure that exists in the kernel heap

(a) Attempt to write a file
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f_mode -
F_op O_RDWR f_cred test.txt

write(fd, “DirtyCred”, 6); File structure that exists in the kernel heap
(b) After permission verification is completed, the file object is

freed using a vulnerability before writing.
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(c) Assigning a read-only file object to a memory slot before a
write operation.
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Fig. 2. How Dirty Cred works
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4. Machine Learning & AdaBoost
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Table 1. Benchmark Information
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Table 2. Model Results

Model Precision Recall F1-Score
AdaBoost 99.55 99.68 99.62
SVM 88.47 98.82 93.36
Random 93.54 97.25 95.36
Forest
Linear 91,57 94.67 93.10
classification
Table 3. Overhead Measurements
Phoronix OSBench
. Base Ours
(lower is better)
Create Files (us) 22.8 23.46 (5.20%)
Create Threads (us) 20.81 22.12 (6.30%)
Launch Programs (us) 140.04 176.57 (26.09%)
Create Processes (us) 51.11 52.87 (3.44%)
Memory Allocations (ns) 125.72 12434 (-1.1%)
Phoronix Apache
(higher is better) st Ours
Requests Per Second 16998.47
(/) 19226.08 (-11.59%)
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