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[Abstract]

In this paper, we presented a strengthening plan to prevent personal information leakage incidents by

securing legal compliance for personal information impact assessment and suggesting measures to

strengthen privacy during personal information impact assessment. Recently, as various services based on

big data have been created, efforts are being made to protect personal information, focusing on the

EU's GDPR and Korea's Personal Information Protection Act.

In this society, companies entrust

processing of personal information to provide customized services based on the latest technology, but at

this time, the problem of personal information leakage through consignees is seriously occurring.

Therefore, the use of personal information by trustees.
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I. Introduction
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Third-Party Disclosure of  Personal Information
Collected Data Without Consent
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Fig. 1. 2020 Dispute Resolution Case Handling Statistics
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II. Preliminaries

1. Related works
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1.1 Legal considerations to comply with when
providing personal information
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1.2 The personal information management
structure of domestic companies
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Fig. 2. Domestic Corporate Privacy Management Structure

1.3 Provision of personal information

RO A oI, AR AR A
2, Axp 5 Bejdoz ofdsts A, YEYILS S
IS ASsh= A, A3RIA ZHA7F o thet H
Bojsh 7, 22]1 jAR uA2IRteL A3xt )
e 5 Zl0Rue) ojdol} 35 o8

d
oX o o

he o

o

ro i

=2 310
2 OoOTr

ol

WAAP|E RE YYS BT Y By A7
oA Qg0 AgoN AR Ak ZAeH o
B NI RS 2G5t Y AAREARE A
oat W= Aj2HS ojujalct. o AR ZAlo] chejel(war
3] tile] ) Uolld] 253k A9 8 M2ex Aol
2 serte oo Ealelx] oreri{14]. AR A
22l Hel 4% et M3Rt Algoe B
» S5l S 93 o ds) B Al )
QR RI} B4 5 9x Wx EE Yeux o
s sele 28ek, SERPL o2 FeliR U5

afioF SHH2I9.

o

P

W

+

III. The Proposed Scheme
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1. Personal Data Impact Assessment
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Table 1.

The process flow of conducting a personal data impact assessment

Item

Value

Developing a Business Plan(Budget Allocation)

-Reviewing the Need for Impact Assessment
-Writing a Business Plan (Budget Allocation)

Selection of Business Partners

-Writing a Proposal Request
-Business Procurement
-Selection of Impact Assessment Agencies

Evaluation Execution, Plan Establishment

-Composition of Evaluation Team

Collecting Evaluation Data

-Internal Data Analysis
-External Data Analysis
-Analysis of Relevant Data on Target Systems

Analysis of Personal Data Flow

-Analysis of Personal Data Processing Operations
-Creation of Personal Data Flowcharts
-Preparation of Personal Data Flow Diagrams
-Development of System Architecture Diagrams

Analysis of Personal Data Breach Factors

-Writing Evaluation Criteria

-Assessment of Current Personal Data Protection Measures
-Identification of Factors Leading to Personal Data Breaches
-Assessment of Personal Data Risk Level

Establishment of Improvement Plans

-Deriving Improvement Suggestions
-Establishment of Improvement Plans

Writing Impact Assessment Report

-Writing Impact Assessment Reports
-Submitting Impact Assessment Reports

Compliance Check

-Reviewing Implementation of Improvement Measures
-Conducting Implementation Checks of Improvement Plans
-Submitting Confirmation of Implementation Checks
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2. The Legal Issues Regarding Outsourcing
and Third-Party Data Disclosure
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IV. Enhancement Measures for
Personal Data Protection During
Outsourcing

1. Personal Data Processing Standard
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Table 2. Contents for Standard Personal Data

Processing Outsourcing Agreement

No Value

1 Purpose and scope of entrusted tasks.

2 Restrictions on re-entrustment.

Measures to ensure security, including limitations
on access to personal information (administrative,

3 technical, and physical safeguards for the
protection of personal information).

4 Prohibition of processing personal information
beyond the intended purpose.

5 Supervision and monitoring of the management
status of personal information held.

6 Compensation for damages in case of breach of

obligations.
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2. Three-Strike Personal Data Protection
Warning System
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Table 3. Subcontractor Security Management Inspection Checklist

Item

Sanction Details

Compliance with

the contents of

the outsourcing
contract

contract been complied with?

- Restrictions on re-entrustment.

Have the following items included in the standard personal information processing outsourcing
- Prohibition of processing personal information beyond the intended purpose.

- Measures to ensure security, including limitations on access to personal information.

Has the subcontractor conducted its own personal information protection education for
employees participating in the business?

Implementation
of personal
information
education

of personal information.

Is the content of the personal information protection education appropriate?

- Provision of security special clauses in outsourcing contracts and regulations regarding
penalties for violations of the Personal Information Protection Act.

- Compliance with laws and regulations to prevent the loss, theft, leakage, alteration, or damage

Has a security pledge been drafted for individuals handling personal information?

(e.g., PC, laptops)?

Have access controls and restrictions on access rights been implemented for personal information

Adherence to

Has encryption been applied to personal information files being held?

. stored on PCs or laptops?
destruction ptop

securit — -
measurgs Is antivirus software installed, operated, and kept up-to-date to prevent and treat malware?
Are personal information files stored in a secure location with locking mechanisms?
- Storage conditions for documents containing personal information, auxiliary storage media, etc.
- Storage conditions for hard drives removed from PCs, etc.
Has personal information that has exceeded the retention period or achieved its procEssing
purpose been destroyed?
Personal . . . . L
information - Is personal information from unnecessary local education administrative institutions (schools)

cannot be recovered or regenerated?

Have measures been taken to ensure that personal information is destroyed in a way that

Are subcontractors aware of the procedures for handling personal information exposure or

- Reporting to the principal immediately in case of exposure or leakage (including details, timing,
circumstances, methods to minimize damage, procedures for remediation, and contact

Response leakage?

procedures in - Immediate emergency measures to prevent further damage.
case of

exposure or
leakage information for reporting damage).

- Formulation of measures to minimize damage and implementation of necessary actions.

Table 4. Sanctions imposed based on accumulated
warnings

Item Sanction Details
Personal Data Termination of Outsourcing
Breach Incident | Agreement and Compensation for
Occurrence Damages
3 Termination of Outsourcing
Agreement
2 Reassignment of Personal Data
Protection Officer
1 Conducting Security Training
0 None
V. Conclusions
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