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[Abstract]

Recent advances in sensor and mobile technologies have made it possible to collect user location
data. This location information is used as a valuable asset in various industries, resulting in increased
demand for location data collection and sharing. However, because location data contains sensitive user
information, indiscriminate collection can lead to privacy issues. Recently, geo-indistinguishability
(Geo-I), a method of differential privacy, has been widely used to protect the privacy of location data.
While Geo-I is powerful in effectively protecting users' locations, it poses a problem because the utility
of the collected location data decreases due to data perturbation. Therefore, this paper proposes a
method using Geo-I technology to effectively collect user location data while maintaining its data utility.
The proposed method utilizes the prior distribution of users to improve the overall data utility, while
protecting accurate location information. Experimental results using real data show that the proposed

method significantly improves the usefulness of the collected data compared to existing methods.
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I. Introduction
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Fig. 1. Reduced accuracy resulting from location data

collection under Geo-l
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II. Related Work
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IV. Proposed Method

Aol Agh /1Ee Atk ARt /g I
dole] 24 TPold e wag oA dolEg sle
2 AFgAt] o] ofg AV BE AuES SE0ta, o

AR e oh golg 27 Bo] Zedit

fuju
i

O

4.1 Estimation Prior Distribution
£ 98 m2 I=8o] 79 AMRAL Bxmo] Cigh Abd B
B R e ) oict, 72U nE 2Qma7

]oE‘l“

2 FoIN ol I} B ABEE e ofrh
TRy 2 A7olAE dlole] 24 W Fo] ¢e WA
AFEAL 9IR] B2 RE| ALgALo] Ho] Chet AV R
82 225t YU AGU

S dlole] 47 Bold e 9IA] doleue @
gsto] ALgALO] BEZ Fots 212 Geo-lo] o3t o
ole] WEZ ) HET 5 401 ofeig 4 itk 22lo
2 2 2ot WA o] Aagd A A ol
o W 9 Hole] 710] S oy g BE sl
wad 97 dole Aoz RE AHgA T

L= I
= 4

st

AR G9ol m7ie] AR G={gy, gy, --r g} = T
Aelo] Qlcty 7HsHAL £ Al dlolE 24 atA
Geo-12 0|83t 4AsH WixE Qx| rojg] Zlgre

DBzt 7}790%}. %3t ent(g,, DB)= ZXt g,7t DB
o Uehtt WE4S ojujdic sbgalal. ojn), st
9% BEE p, = %-’5—‘_ HA] dloleiet Al Y] glo]
Bl 210 o 28 Jug ol8slo] cgx o] 78 4

N (3
pg; Zpgk ( )
91EG
AN e g g 12 TE7] Ast A
g} @40 sigeict. A3} WARH A HojEf g,7F A&

Al ] HolE gy, gy ...y g, 25E HE 33| Q1Y
H 54 = 4 Addds 542 288 Zojot

4.2 Privacy-preserving Location Data Collection
Leveraging Prior Distribution

2 Aol ALgAL 2] digt AP RE B S 2§
ZefolHA] BE YA Hlo 4 7|5l st HH
c}.

ok

4.2.1 Using Latest Prior Information

AR AL 7V Aol A AR WARH 9
Al HolH 2R &0t Y RS A #2 e &
&dh= Zlojoh. g A 71ge] QAR ES
UERACE &7]0f] ARRA + w5 AR
SHolM= A B F2E A B2 JE2 EEsto]
Hx g 05 A2)E ol&sH AkleItt o], ¥z ¥
O S AREAMOIA vizstal, AFEALZEE Wad YA] 4

= 12 A
a 1_.)\
bYs g



An Enhanced Data Utility Framework for Privacy-Preserving Location Data Collection 73

OJEIZ Geo-1Z WEFEE LA (4-54). GOl E
o3l Efe) AR 2% WAT 93] lolE] DBS
AFgste] Aol wlet ALgAF T BES YefolEdtet,
gril=g s Bt g e AYT Selo) Agnt
SIR] dlole] 4794 AP BE2 ZgHch

=2 0 v«

Algorithm 1. Privacy-preserving location data collection
using the latest prior distribution

1: [pgh Pg2, ...,ng] = [1/m, 1/m, e 1/m]

2: while (true)

3 0 = Perturbation_Matrix([pgi, Pg2, ....Pgm])

4: Distribute_Matrix_Users(0)
5
6

DB = Collect_Data()

[Pg1, Pg2, ....Pgm] = Compute_Prior(DB)

4.2.2 Using Cumulative Prior Information
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Algorithm 2. Privacy-preserving location data collection
using the cumulative prior distribution

1: [pgh Pg2, ...,ng] = [1/m, 1/m, e 1/m]

2:DB =02

3: while (true)

4: 0 = Perturbation_Matrix([pgi1, Pg2, ....Pgm])
5: Distribute_Matrix_Users(0)

6: DBcurrent = Collect_Data()

7 DB = DB U DBeyren

8: [Py, P2, ...Pgm] = Compute_Prior(DB)

4.2.3 Using KL Divergence
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Algorithm 3. Privacy-preserving location data collection
using KL Divergence

1: [pgh Pg2, ...,ng] = [1/m, 1/m, et 1/m]

2:DB =g

3! update = true

4: while (true)

5: if update=true
b:

7

8

0 = Perturbation_Matrix([pg1, Pg2,
Distribute_Matrix_Users(0)

<...Pgml])

. DBcurrent = Collect_Data()

9: DB =DB U DBeyren
10: [pg1, P'g2, ....p°gm] = Compute_Prior(DB)
11: div = KL([DQW,DQZ.---,pgm], [D'gw,p'gz,...,p'gm])
12; i (div > 0)

13: [ng,ng ----- ng] = [p’gW,p’gZ ----- p'gm]
14: DB = @

15: update=true

16: else

17: update=false

V. Experiments and Results

5.1. Experiment Setup
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5.2. Experimental Results
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