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[Abstract]

Overleaf is a cloud-based LaTeX editor, allowing users to easily create and collaborate on documents
without the need for separate LaTeX installation or configuration. Thanks to this convenience, users
from various fields worldwide are writing, editing, and collaborating on academic papers, reports, and
more via web browsers. However, the caching that occurs during the process of converting documents
written on Overleaf to PDF format poses risks of exposing sensitive information. This could potentially
lead to the exposure of users' work to others, necessitating the implementation of security measures and
vigilance to caution against such incidents. This paper delves into an in-depth analysis of Overleaf’s

security vulnerabilities and proposes various measures to enhance the protection of intellectual property.

» Key words: Online collaboration tool, cloud security, Overleaf, LaTeX, vulnerability analysis

(2 <f]

Overleaf = L= 7]k LaTeX AH7|2, AFEAIE] HEQ LaTeX AAY
g A XL”O}j AR 7+ de FRFoIh ojyd Ao gidel A AA ot okl AL
S50 Y MELAREA S v und 52 Pgska Bda Al Ao
OverleafE &3 2Hd% 47} PDF= t&%ﬂ = Aol BAEE AN A Wt A
o SIEAE WEAL ATk oz Ash AHEAS] Aol BRI FD FFs Aol gev)
& WA SlaiM = EHel i AF o7 F sttt o] =i Overleaf®] Bt oS A%
o7 #Ata, AE He g ZFslely] flgh theke wiehs ghtatal AQhsit)

» ZHOf: 22101 HY £7, B2AQE WO QM| LaTeX, Y £

Fh‘ WIF (.
HU >§ i)

* First Author: Suzi Kim, Corresponding Author: Jiyeon Lee

*Suzi Kim (kim.suzi.89@gmail.com), Studio AABB

*x Jiyeon Lee (jiyeon@knu.ac.kr), School of Computer Science and Engineering, Kyungpook National University
» Received: 2024. 06. 03, Revised: 2024. 07. 04, Accepted: 2024. 07. 10.

Copyright © 2024 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



110  Journal of The Korea Society of Computer and Information
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Table 1. Collaboration Information Query
URL https://www.overleaf.com/user/contacts
{
"contacts": [{"id": "ID1",
"email": "ID1@email.com”,
"first_name": "id1_first_name",
"last_name": "id1_last_name",
Result "type": "user"}
JSON N, !
Format tid™ “.32 ! .
"email": "ID2@email.com”,
"first_name": "id2_first_name",
"last_name": "id2_last_name”,
"type": "user"},]
}
URL https://www.overleaf.com/user/projects
{
"projects":[{"_id":"project_id1",
"name""project 1 name”,
"accesslLevel""owner"},
Result {"_id""project_id 2",
JSON "name""project 2 name”,
Format | "accesslLevel":"readWrite"},
{"_id""project_id 3",
"name""project 2 name”,
"accesslLevel""readOnly"},]
}
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IV. Evaluation
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V. Defense Strategy
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VI. Conclusion
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