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[Abstract]

In this paper, Generative Al is a technology that creates various forms of content such as text,

images, and music, and is being utilized across different fields. In the security sector, generative Al is

poised to open up new possibilities in various areas including security vulnerability analysis, malware

detection and analysis, and the creation and improvement of security policies. This paper presents a

guide for identifying vulnerabilities and secure coding using ChatGPT for security vulnerability analysis

and prediction, considering the application of generative Al in the security domain. While generative Al

offers innovative possibilities in the security field, it is essential to continuously pursue research and

development to ensure safe and effective utilization of generative Al through in-depth consideration of

ethical and legal issues accompanying technological advancements.
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I. Introduction
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II. Preliminaries
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2. Secure Coding
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Table 1. Software Development Security Guide
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III. The Proposed Scheme
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1. Mitigating SQL Injection Vulnerabilities
Using Generative Al
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3+ A 0]

=2 T AA[;¥
php O wuA
/7 MRX oy
Susername = $_POST('username*);
Spassword = §_POST( 'password"');
/7 SQU Wel Ny (N wN)
Squer = "SILECT = FROM users WHIRE username = ‘Susername’
// HoEiwolA AW N N NW
$c = new mysqli(®localhost®, “"username®™, “"password®, "¢
Sresult = Sconn->query(Squery);

// Ax mMe|

esult=>num_rows > #) (
echo "Login successfull®;

else {

echo *“Invalid username or password.*;

onn=>close();

Fig. 1. An example of SQL injection that can occur in
the login function written by ChatGPT
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= sy Zo)2o] Ayt opd dlojel2et QIMEH et &, £
import !.vo.iql.(:onnoc(ioﬂ: T_E'I“KH OR 1 = ' %) } 1]:]1i _Ex}oeﬂi Kiaﬂ‘ﬂ
import java.sql.DriverManager:;
import java.sql.ResultSet;

import java.sql.Statement;

public class SALInjectionExample {

public static void main(String(] args) (
f7 AER7 e & (N9 B 7Hs)
String username = "admin";
String password = ** OR "1' = ‘'1";

try {
I/ HOE{Ola R
Connection connection = DriverManager.getConne

f/ M9 SoL WNe
String query =

(AHE XS TSE NE a)
“SELECT = FROM users WHERE user

/7 Wel Wm
Statemont stmt
ResultSet rs =

= connection.createStatement();
stmt.executeQuery(query);

7 AR e
if (rs.next()) {
System.out.printin{("Login successful! Userx
} else {
System.out.println{*Invalid username or pa

)

// 43 8n
connection.close();

} catch (Exception e) {(
e.printStackTracel();
)

Fig. 2. Example of SQL injection vulnerability code when
using the Statement provided by ChatGPT

(23 2] ZSol AF8AL ol AVE SQL e)Ro]

lquerys['SELECT * FROM users WHERE username =

+ username + " AND password = " + password +

-71-0] Arolg]o] Qlo] o]& E3f ZAXL= A8X} o2
FL vy s "Weof okojAoel SQL FEE ARIE 4 9
£ Aopgo] EAfsich ol So] AMAt o2 Weol

=

admin'--'3-8 Ufiel 9 252 SQL el [13
3Jat 2ol AP,
= o

SELECT » FROM ysers WHERE username = ‘adain’ AND passeord = *' OR '1' = '"1';

Fig. 3. Vulnerabilities Caused by User Input During SQL
Query Generation
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T2 PreparedStatement2 AF23}| String query =]
'SELECT * FROM users WHERE username = ? AND |
password = ?"o} Zro] QPEH SQL Alol& AMdg A|A]
off It} 22y Az EQo|o] Ao wat ofF 4 g
o] StatementZ ARESloF & wjofl= ofof gt F7}AQl
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O
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835= Zlo] ¢ Z8Aolmz ChatGPTE E3j
“StatementE AMSIHA] SQL RS FAIE 4 QU7

si7 ety oiA] ARt ZAut “StatementsS AREsHH
SQL QA FAZ FA|57] ofFdo}. 2L} Statement
OjAlo]l PreparedStatementS SQL QA 545 EA]

o 1 a

5 SGHC R Gt g (09 4 v

|:E

i s htt c-:n ul
SOSEAT\S | L\oupOat\ e

remos 83

Comection fee = Driverfosager.getConnection(* jdc: ayigl:/ Mecalbest: D0/ my", “roct*, “sem
oYy

$triag query » “SILICT o FRON gpary WERE uuectime = '* o ysareame ¢ * BO paseeord v " ¢ passencd o
“-n

Statement 1700 o commection.createStatement|();
itSet 11 o stet.emeceteQuaryloany )

Systen.out.pristis(®Logle seccessful! User: * o re.getStringl “wserrame’));

Srten.out.poistiallevalld eserrane o passescd.’);

Fig. 4. Example of adding SQL injection detection and
logging to vulnerable code (using Statement) by ChatGPT
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ke
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Fig. 5. Safe query writing code (using PreparedStatement)

by ChatGPT
AR Ae oA SQL 1AV F oS A5l B
Yoll 2= A~ 7|9t9] AAO|E A|AF Z2HEQ] ‘gt ae
A(WordPress.org) of| 4] 2HA8sE SQL Q1A F]oka o] A

A Fcg BAS} WordPresso|A] admin-ajax.php
o2 Ajax 272 A2jshs U AMEE= 5% dltxn
91E 2 WordPress Bl EofA] Thest Ajax 248 2]
St wp_ajax_°} wp_ajax_nopriv_2 J-2&o] ZFzt 9l

S50 SB ABNSE 2A% ¢ USK wp_ajax_mopriv_ AlS
nﬂd sction( 'wp_ajax_nopriv_sy_custom_action', 'my_custoa_ac andler’)

function my_custom_action_handler() {
[/ RSN BB NBNY SN ME

W B T MBI UAE TE AR J9 NN B9
$data = § P [ data'); NEREVE gapr
fooholtl MR (MY WY hsy UR)
echo ‘Received data: ' . $dats;
wp_diel); // Ajax 24 % BR

}
(a) Before admin-ajax.php code to allow requests from unauthenticated users

SURN GE NENE 0OF ¢ T Ajax WY B
a0d_sction( 'sp_ajax_scoriv_sy_custoa_actica®, ‘my_custom_scticn_handler');

if (1isset(s_X

1 11 tep_verify_neece($_POST('ncnce’], 'my_cestom nence’)) {
wp_send_json_errer(‘Invalis request’);
w_olel);
}
$dats = fsset($_POST('data‘)) ? senitize_tent_field($_POST("data‘)) :
(empty($cata)) |
wp_send_json_error(“No dats provided’);
w_dlel);
}
& "
echo "Received sanitired data « esc heal($data);
wp_diel) Aja LN

(b) Secure code admin-ajax.php

Fig. 6. Before and after secure coding of admin—ajax.php
in WordPress
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(a) Nginx Log Analysis

[01-Sep~2024 12:34:58) Login attespt failed for user ‘adein' from IP 192.148.9.109
(01-Sep-2024 1 7] Login attespt failed for user ‘adein' from IP 192.158.0.100
[01-Sep-2024 12:34:58) Login attespt failed for user ‘adain' from IP 192.148.9.109

(b) WordPress Activity Log Analysis

Fig. 7. Active Attack Analysis on WordPress Sites
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findtime = 600

bantime = 3600

Fig. 8. Fail2Ban settings for active attack defense
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IV. Conclusions
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