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[Abstract]

With the recent advancements in artificial intelligence, various chatbots have emerged, efficiently
performing everyday tasks such as hotel bookings, news updates, and legal consultations. Particularly,
generative chatbots like ChatGPT are expanding their applicability by generating original content in
fields such as education, research, and the arts. However, the training of these Al chatbots requires
large volumes of conversational text data, such as customer service records, which has led to privacy
infringement cases domestically and internationally due to the use of unrefined data. This study
proposes a methodology to quantitatively assess the re-identification risk of personal information
contained in conversational text data used for training AI chatbots. To wvalidate the proposed
methodology, we conducted a case study using synthetic conversational data and carried out a survey

with 220 external experts, confirming the significance of the proposed approach.

» Key words: Personal Information, Al Chatbot, Conversational Data, Risk Measurement
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I. Introduction
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II. Preliminaries

1. Policies related to Re-Identification of
Personal Information

1.1 UKAN Anonymisation Decison-Making
Framework [7]

g2 [CO(Information Commissioner's Office)=
20129 JHQIPE olgsr ARAAS Witeky, UKAN
(UK Anonymisation Network)2 o]2{st x|&A-S LA|A
o2 stn APAP} YOI BEY 4 Ut UL
uglsle] 20164 ‘o] Wit oAy melelela
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1.2 Guidelines for Processing Pseudonymization
Information [8]
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1.3 NIST SP800-188 [9]
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Fig. 2. Estimating the risk of Pl infringement
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2. Technology related to Re-Identification of
Personal Information

2.1 PDRA(Privacy Detection and Risk Analysis)

Kim [14]2 7§ ©A] ¥ ledwA 2Hof gt o+
£ &5l PDRAZEZ ARFsIT. PDRAZ PCof| 7|55 71
APE FE= GAIstAL 10| G2 VIR 58 =5 B7t
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9)ct. PDRA= 1. PIDM(Privacy Information Detection
Mechanism), 2. PIPM (Privacy Information Patten
Analysis & Parsing Mechanism), 3.PIRM(Privacy
Information  Risk Mechanism),
4.CEM(Crypto Enhanced Mechanism) S 471X 2 /9
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Management

2.2 Personal Information Risk Using IPA
Jeong [15]5 7jQI 0] geims BAsp] giat =
T2 TF-IDF(Term Frequency-Inverse Document
Frequency) 7|91t IPA(Importance Performance
Analysis) 7|92 &8st9ct. TF-IDF &2 19724
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5.00- o . personal_information
B J1 Name
2 Resident registration
number
3.Cell phone number
4 Occupation
;.gont:cts
4.007 26 Gender
E | 7 Nationaity
BID
9 E-mail
@ )10 Whether to receive E-mail
: 11.The type of goods
E 56 . | 12lnterest rate collateral
413, Transaction date and
° > )
o ! time:
E 14, Amount
I 15.Tax record
16.workplace
17 The total amount of
assets
2,007 00 | 18.Subrogation
E I 18 Extreme urgency
| 20.Overdue
21 Credt rating
22.The fact of the relevant
oc
@ 23 Password preceding two
1.00 o digi
224 Card number
T T T T
25, Card validity
100 150 00 250 300 350
26 Financial order
weight disordering

27.CVC

Fig. 3. Importance—-Performance Analysis Model
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2.3 Personal Information Exposure Risk Using
Information Volume
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2.4 Identification of Personal Information in
Interactive Text Data
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3. Implications
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III. Proposed Methodology for
Measuring Risk of Re-Identification of
Personal Information
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1. Preliminary Preparation

1.1 Step 1 (Preliminary Data Analysis)

tetd HAE clolel: £ o o]4e] Afojal 7he] s
k8-S ko 2 Aol o] cfatt Shatol e} At
o2 FIYEE 24o] gick. E3t AojS, AQEE, 1
Y Sel st R Aol 2%, . dl 5
= yhojg 01 I cl2lg HolEle] £ ol
m ol & 04?01]/‘15 alA o

A 0l S0 WA BRI B IR THIA o

18R] Alas YAldolE 2 2estlrt. Hld WK
m} W oA dhate) 24 25 A2S 16742 Bt

ZAE e} hgo] matelo] 9 #2e g A
Aok 1) £ A oletd) Aol A
e A Tl o
202 oEs s e 52 Agjste] A
Si%ict, FAIE clst $5°] Hol Table 13t 2tk

o o |-|:l >,

1.2 Step 2 (Building and Analyzing Virtual Data)

190 ZgeJst Table 19] 7HIGE F=(F 337H)S
NFEoR ARALAEAT0] B Al Qlo]=AQ]
KPF- BERT[22] ¥ 2|5 2h85to] 2F 54,000719] 7j
Alg 7oz pEslglon, ZehoEay WAOR ol
gt 7WRIgol el 214 dlet MES oF 800071 A5t
et Fecare & 1899 ARIAPL AVl o
Table 29} Zo] shje] tjglo] 33~53]0] MBIt LTS
F 3R Turno] EAfelES AMslsick w3t 3 fak2
of 22 st 37 ol EaAEA] Qus sjglon,

= s5F—1L
RE Qs

3 Bole SAI2 gt A BTSN
2 AR olold 4 e AL,

Table 1. Topic classification items for messenger

conversations

Topic of

. Personal Information Items
Conversation

Name, Nickname, Birth, Age, Gender,

Religion, Nationality, etc. (almost any

personal infor mation item may be
included)

Address, Place name, Vehicle Num
Name, Birth, Mobile
phone/Card/Account number, Email
address, ID, URL
RRN, Passport/Driver’s/Foreigner,
Telephone/FAX number, IP info

individual,
relationship

housing, living

shopping,
trading

public service

Ielsgre, Nicknames/Attractions, Clubs, IDs
entertainment
work .
0 " Job name, Department name, Position
occupation

Age, Gender, Height, Weight, Blood type,
Medical number
Name of school, Grade, Major

beauty, health

learning, career

Table 2. Example fictitious conversation set (2 times)

A Sir, are you religious?

B: Yes, I'm a Catholic.

A: There's always a cross on my desk.
B: You have a great eye for detail.

9—104 ML

Table 3. Frequency of personal information utterance in virtually constructed conversation data

No. Item Avg SD Max | No. Item Avg SD Max | No. Item Avg SD Max
1 | Name | 109 | 146 | 11 | 12 | Address | 033 | 095 | 12 | 23 Vf}:'r‘;'e 011 | 042 | 5
2 Nick 1 929 | 088 | 14 | 13 Place 035 | 080 | 9 | 24 Job 033 | 074 | 13

names name
3 Birth | 0.14 | 041 | 5 | 14 RRN 014 | 045 | 5 | 25 Dr:zi:t 024 | 068 | 9
4 Age 0.14 | 044 5 15 Foreigner 0.12 | 0.45 5 26 Position 034 | 0.92 13
5 Gender 0.13 | 045 6 16 Passport 0.10 | 0.40 4 27 School 0.19 | 0.60 7
6 Height 0.12 | 044 5 17 Driver’s 0.10 | 0.42 6 28 Grade 0.12 | 0.43 5
7 Weight 0.12 | 044 5 18 Mobile 0.18 | 0.45 4 29 Major 0.17 | 0.62 10
8 Blood 0.11 | 0.51 9 19 Telephone 0.19 0.47 4 30 ID 0.12 | 0.44 7
9 Religion | 0.15 | 0.72 10 20 Card 0.17 0.49 5 31 URL 0.12 | 0.38 3

10 Nation 0.13 | 051 6 21 Account 0.19 | 0.48 5 32 P 0.10 | 0.50 8

11 Clubs 0.30 | 0.82 10 22 Email addr 0.13 0.41 6 33 Unit 0.12 | 0.65 11
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1.3 Step 3 (Deriving Re-identifiable Personal

A=

Uehdet, 753 dole 4 9l
Table 31} Ztct

Host] sl Kim [23]2
/JEet opl2} glojE7t o] &&=
(Context)S A Esfof

= e oujsial 9ltt. of2jeh AHAES A/
H]A1Y glolg RIA|FH] ¢
g4, = dlolg &

=

o% o

O.

Qhohal AAEHAL lom, =ufe]]

Information Items) H]ANE RA] 22 JlolS SoME tlojele] 2§ i o]
APz GAle] oixleto2 anAolA 433t 1Y g siae memoz Aesfol stohy AAlSHL olc
B g5 Ve R2USSHS, D, JIENS 5 UE o)o] 2 dTlojA Aol glEe sjEAoz go]
S =l 7fol=etel SollA AgY8lstl e ARAE(E 5 gestA(A)m dolE AA o3w(S)E Kt
3 7l ARoR dass ARIE Aeshl B2 xz dlojgr) olgsl: 0] wet AU E(B)S At

Hot 2 Ee A Al 578 iU AEE 7170l & » wpoe ARRAL Fig, 49 2T

2 2 19712 Table 47} o] &15% 02 Msigct

n

Table 4. Items that can be re-identified through _ E : .

linkage with other information S — A + SZ T B
No. Item No. Item 1=1
1 Name 11 Address Fig. 4. Proposed re—identification risk calculation formula
2 Nicknames 12 Place
3 Birth 13 Telephone _ _ ~
4 Age 14 Job name EﬂO]E'] 9’]"9‘ %}751(A)9] 75‘% 37Hi :rL‘Hﬂ:s}o:] 7}%@E
5 Gender 15 Department S AlFEE A3AE SAE0] Qe 9 B84 Hof
6 Height 16 Position o5 L os1o10
7 Weight 17 School e A% 12| glolei7t ¢Rls] SUlElE S8 1Y
8 Blood 18 Grade stict, ZzF 18d osl e 2 F| 7 5AS Holsto] 5] ¥
9 Religion 19 Major
10 Clubs S9] E _',:_E] otofjA] &8e]1 Q= 71HA WOl HQ 1A

O
2. Proposed Re-Identification Risk Measurement ‘7H?_l

Methodology

AP0 Wl el BAE clolelg J3toz o] oleo)
AR P20 A HBES AR 58
o Abgets 7152 ulisk Zlolck. o]7|A] AjAlol

oJEfo] zekd

% 54 folS Poi 4 YES Ay

2 gy Sio) AR-AAe S8 57

Table 5. Risk calculation standards by

Aejg gust

2 20

bep} ol 4 G RIS

ofatgict. RE a7t A Hojrle

e 7l=Mo] o 7302 A olstaict.
dlole] o] L] A Deflolel AtHle] EAA

oA ZHg .
27h0] 749 dolElg 8ot

AL S0l x| g Ayold Qe

}}\l:rLOﬂ’  obRlE}H & = 319

2 =20

S

1124510

7o &)

MU AEE Y/ (Statistics)y} QAT Zdato] w2t o] #iEdE

interactive data-based characteristics

Statistics Rigidity Recency
No. Item name Score | No. Item name Score | No. Item name Score
. . Name, Birth, Gender,
1 Name, Age, Birth 0.9 1 Birth, Blood type 1.0 1 Blood type, Tel/Fax Num 1.0
2 Nick names 0.8 2 Name, Gender 0.9 2 Religion 0.9
3 Gender, Position, 0.7 3 Te!/Fax N“’T" 0.8 3 Address, Place name 0.8
Place name Religion, Major
4 Job/School name 0.6 4 Address,nzﬁze/School 0.7 4 Nickname 0.7
5 | Department name, 05 | 5 Job/Department 06 | 5 Job/School name 0.6
Grade, Major name, Grade
6 Tel/Fax Num, 04 6 Nlcknamg, Club, 0.5 6 | Department name, Grade 0.5
Address Position
7 Religion, Club 0.3 7 Age 04 7 Position, Major 0.4
8 Height, Weight 0.2 8 Height 0.3 8 Age, Club 0.3
9 Blood type 0.1 9 Weight 0.2 9 Height 0.2
10 Weight 0.1




84 Journal of The Korea Society of Computer and Information

7Rsgol Aoh FjaIg xﬂ A

(Rigidity), @AY =&

61- 1,] A o]

wr wEE prg Bl 404**01 e EOP@
= K9 Y r s AESIY] 242 9 Airs ArKSh
2 ol 2 Fhyct Eﬁ]k] AR F A0 4L kst
GlolE] #4] 2ol e M7t 3Uat &7 axie] e

cfeision, olguel 49 54

!
3olg A H4S

fo 32 3

Aog QRS gl P2 1Y, Solgust et A
IS SR %9 B Solgut A9 gAY wo] 5
I

o= £7 7HRlof| theh mefolefA] sl FoFol Ao e
39 0158 ARSIl B2 45T F4Y o)
E—] HOJE }\}'X1 7] Table 59‘}\ 7}1:‘}

SR cJolElg o|gake Aeirlel M 8ol
AEAs Que] aFot ofF B2 52 Bat A 7]

19 WE 4 o heA, dole ol§8kio] Aol
HEA 3 2FuC} A uasts A0k
154 215 5) 058 Bolshi, WE) 14
/\}fg']?l'% _E./\:‘}‘_—‘ 749_ O.SXJ 1:HE _H.X1 A}o]—i[‘,} LJ'O
4502 WESE A9 018 Yookl HLE B/l
£ 7% 8B 20| gl HOE 0BE Rolaich

olof o] RISt WHES FEU ARy Y3
o3l= 270l Ot oAl Fig. 59} 2c). 815 clojept
%% Adfere] Aoke Ss) AZE0 siue] g3l ool
Elo o2, 24, U], o] 47bx] QAN F15A
B7F mgie]o] glon|, Eolx]o] tisiAl= HA=]E &3l
AP0 AIAE oI AAl= ISMS-P5 7IRIGEE M

sH 282 o Qe B d5S FSsIien, 1A

P
F

u Ao Tt AYAE W2 Al 89 Folck
OIE A2 oI 8 A3 182 Fopl. dole
JPEY B sl dist U] JiapE J1s o]

=z 7ptE A, AV, Al %’46&% rrei.

Risk =1+ ((0.94+0.9+1.0+0.1)+
(0.44+0.74+0.8+0.1)+
(0.9+0.44+0.3+0.1)+
(0.74+0.9+1.0+0.1)) —0.5=9.8

Fig. 5. Example of proposed risk measurement
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