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[Abstract]

The U.S. federal government has established NIST SP 800-53 in response to the need for
vulnerability management, and MITRE manages security vulnerabilities through CVE numbers. Although
the relationship between NIST SP 800-53 and CVE is a crucial factor in vulnerability management, it
is not clearly defined, making it challenging for security managers to identify control items that address
the latest vulnerabilities. This study aims to analyze the relationship between NIST SP 800-53 and CVE
to establish prioritization for evaluating security control items. Controls that are frequently associated
with CVE should be prioritized for evaluation and improvement. The study derived the relevance
between NIST SP 800-53 security controls through mapping CVE to STIG/SRG and used SecBERT,
CyBERT, and RankT5 models to automate this mapping. The results confirmed the need to prioritize

the improvement of specific security controls.
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I. Introduction
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2 Aot 71g BEe ot o] UPE 9Ish CVES
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SRG(Security Requirements Guide) 7] ¥A1S ofjd
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Hrlo] QMeels HAsh] et whEe ARk
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II. Related Theory and Technical
Background

1. Information Protection System in the
United States
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2. CCI and SRG/STIG

2.1 CCI(Control Correlation Identifier)[5]

CCI= DISA FSO7F #2jsl= AlH6]o2, AEHoF &

]o]-io]]_,} 7Htﬂ7ﬂo]_,_ /‘\:._10(])4 7}36]— _C,'_Xl-oﬂ LH@H iz /\]
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DoDI 8500.20+ 2+ 1913 RS xiﬁ e FHoR
HEksE 2 olz 2 HAglo] 9t CCI= 19]a A& my
GOEL RS szaww 499 7152 9ol 7
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Table 1. List of Security Controls in NIST SP 800-53 Rev.5
. Number of L
Category Identifier Controls Description
Management
. Activities for assessing and managing security risks in an
Risk Assessment RA 9 L.
organization
Planning PL 8 Includes establishing and managing security plans
System aer. Serwces SA 16 Procedures for introducing secure systems and services
Acquisition
Supply Chain Risk SR 12 Assessment and management of security risks across the
Management supply chain
Operational
Awareness and Training AT 5 Enhancing security awareness .th.rough employee education
and training
Contingency Planning CP 12 Ensuring continuous system operation during emergencies
Incident Response IR 9 Rapid response procedures in case of a security incident
Maintenance MA 7 Routine maintenance of information systems
Mdeia Protection MP 8 Procedures for protecting data storage media
Physical and Enylronmental PE 22 Physical environment protection of information systems
Protection
Program Management PM 32 Overall management of security programs
Personnel Security Family PS 9 Management of staff security qualifications and activities
Technical
Access Control AC 23 Access control and management of system resources
Audit and Accountability AU 15 System usage logging and monitoring
Configuration Management CM 14 Change management and control of system components
Assessment Authorization IA 8 Continuous assessment and monitoring of system security
and Monitoring status
Identification and CA 12 Technical means for identifying and authenticating users or
Authentication devices
PIl Processing and PT 8 Ensuring transparency and protection in personal data
Transparency processing
System and Communlcatlons SC 47 Communication protection between networks and systems
Protection
System and Information . . . .
. SI 22 Technical methods for maintaining system integrity
Integrity
Table 2. Example of CCI List o] EMS 1asle] CClz 1E3tEl EX 7|4 Bolo O
i S o} A}sHo] AR1sto | e 7= A
cci_id pzzltljh definition references o B @ AR ATolH(8l. SRGE =g 71l
matr]olnx]o} THA|9io] AF M AL 7les
The organization  NisTsp | EHERERISH WoAglo] 49 2FAN HE Fhsetol,
develops an access 800-53 EX AZEo|Lt 7)< dist LAAQl HOoF Q JAIFS A
control policy that AC-1 a T5H o & =
L 7; }\]Hﬂx o) 2
addresses purpose, NIST SP 5ottt Eh, Hot BA HCCDet Bot 7]& & 7}
cCL 2009- scope, l;c:les, i?:OffAE'_ O|&(STIG) Afol9] &1t ©A d&g st}
_ responsibilities, -1 = o - - ur & El
000001 05-13 management and ii) SRGE 7[Rtez b STIGOk: =¥ AEAAE=
commitment, NIST SP (DISA)o] 7fddst AN m&o g2 EX [=0] HoF QFAF
coordination among 800-53 a0 4 _
organizational entities, Rev. 4, ol E 7\]7(40] 715 K]’Q,Qi g}o}oﬂq = E?_]' _Q_:IL
and compliance. AC-1 a1 }6(‘)% ’::._‘ ] }\]/\Eﬂj_} Lﬂ T:] ] 1 _g_% _/'\_ 915% ?_]—
% elsH SR 29 QUGS Bl AU o
2.2 SRG and STIG == 210 =
s Guidegey L STIOE 274122 FA02 I} g
SRG(Securit Requirements uides _ e
(Securlty a o sree ca 59 "UH b 97AS 18,
STIG(Security Technical Implementation Guides)= .
( 4 P RIS STIGE Cclo) @ pARFS S PAIMQ Bt MhoR 7
0} SYDoD)S) IT AL EAIE s 9
- .

s Azl Bt AlRlol). o] = AR A2 BekHoln,
cheu} 2e E4 JMC SRGE TRt 714 % AlE
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3. CVE and OVAL Benchmark
3.1 CVE(Common Vulnerabilities and Exposures)
CVEL 17H7<43§ %Faqx] Pal LLE1 EO]' Hok)ﬂ o) /\lt‘:ﬂ
71 et 2% A 2ok oMo CVE D ¥z g &
S11 4ZEg SFoaK weh HEskso] 2okl
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A et Ageh GAt AEALZM[10], MFol G
0JR]= FoPdof tist e g Fofgitt. CVE D9 PAl2
'CVE prefix + Year + Arbitrary Digits(E+ Sequence
Number)'2 %t o714 Year CVE ID7} ofjefd
A=t FoPdol s7i" A=E UEUY, Fofdol ¥
AZIE AEAlCeR UERURlE 4=t Arbitrary
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T49 2 olo], Az Agto] ik o CVE ID
Al oid sk W Fofds AAAcz #elst
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Table 3. Structure of CVE Record

Field Description
CVE ID with "Arbitrary Digits (or
Sequence Number)" consisting of 4 or
CVE ID more digits
(e.g., "CVE-1999-0067",
"CVE-2021-7654321")
Description A brief explanation of the security
vulnerability
Product Products and versions affected by the
Status vulnerability
All relevant references (e.g.,
References - R
vulnerability reports and advisories)

CVE 2|ZE(CVE Record)= CNAO|A] A|lgst= CVE
IDe} e Fopdol tigh AT dlolE{olt}. o] HlolH &
Al Z1AE A M% FAlo g2 Aleet. CVE 2
FE*= Table 39] @42 LdH)

3.2 OVAL(Open Vulnerability and Assessment
Language)[11]

OVAL(Open  Vulnerability and  Assessment
Language)2 A#H AIAE Y] JEIE 87t HoMEE
Bushe 39S BEskE| s ot 2 Ary
oF ZARUE EFo|c o] ERL A28 HAPL 24
A2ele] B4 44 Hug Jjvtos Fobdg Adst
1 ﬁ47}6} A 015& 3]{){ OVAL 0101: }\]}\Eﬂq 1‘%78
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g9 6*?_}@ OVAL Ao] mole A|AEl 77} ®ot
x%i U:]}\]o]' _,_1\1o]q E;xﬁ x}

£ —’,\—ﬁ 0}_1_, o0& OVAL /\]iEé] %’zj(OVAL System
Characteristics) Q2 WISt} Opx|eto g, o]Z A
SR AAR B JE = AV A/dEl OVAL 79 m}
U3} v]wE|o] F7P7t o]RojZIct. ot Auk= OVAL 2
YHOVAL Results) i 2 AlF=0, Ao} fd-Z F5f Al
ARIO] HOF AE] F 3o RS FEY 4+ oh

(1) OVAL Class
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(2)  Structure of OVAL  Definition for
Vulnerability /Patch Class
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Fig. 1. Structure of OVAL Definition for Vulnerability/Patch Class
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4. Previous Research
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III. AI-Based Mapping Process
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Fig. 2. Mapping Process between NIST SP 800-53 and CVE
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RankT5)2 o]QLOH A mjEe oMo g AsNsloitt.  o|EXlo] ME| 222 Wolxr)

STIGS] AH(description)yt OVALC] AWH(description)

719 SAte S vlwsh’] ¢s BERT 2ES ARESE 05 Table 4. List of OVAL and STIG Datasets

OIA

+ BERT wZtllo] BlAEO] FWiA ou]E giujAoz 7 File File N Number of
ile Name
A2 4 o] wiRolch. olgA ujge 4ugo=n | e - ftems
OVAL com.ubuntu.bionic.usn.oval.xml 2140
NIST SP 800- 534 CVE7} UH ¢] e —r %]\Ei }(ﬂq [15] com.ubuntu.focal.usn.oval.xml 1732
com.ubuntu.jammy.usn.oval.xml 914
. . U_CAN_Ubuntu_18-04_LTS_STIG 176
1. Experimental Environment and Dataset _V2R14_Manual-xccdf.xml
i} o:] 1= STIG mfolo] = 55] 7;-ﬂj'_ﬂ ;g%% =0 STIG U_CAN_Ubuntu_20-04_LTS_STIG 167
o . [17] _V1R12_Manual-xccdf.xml
S5 £75(18.04 LTS, 20.04 LTS, 22.04 LTS)of| g7 U_CAN_Ubuntu_22-04_LTS_STIG .
5}0;] ﬁsgg(}:.i : 7::._]?:,4% Ubuntu 22.04.3 LTS oOﬂiﬂKﬂ _V1R1_Manual-xccdf.xml

oflx] £3¥=]9l o, stEgloj 24 NVIDIA Tesla T4 GPU . . o
Table 5. Library Versions Used in This Study

= AR8sIYTE AnEYo] 732 Python 3.10.12 YA
2 Juto g stgon], =Q 2tolEz2]9] WAL Table Library Name Version
PyTorch 2.3.0 (CUDA 12.1)
40f LrEpdich Transformers 4.41.2
£ A7oJAE OVAL tojellut STIG ClolEile 4 Pandas 203
- 10 Numpy 1.25.2
g }::'—10\:'45 Uegstltt. OVAL mao) 49, 2% Scikit-learn 1.2.2
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2. Data Preprocessing of STIG and OVAL Files
2.1 Manual Mapping of Training Data
012 A% mElo] YL glo|HAlS AAlE] Q) B o

A= O O
FoAE 98 OVAL my} STIG updo] tis 4% of
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‘U_CAN_Ubuntu_18-04_LTS_STIG_V2R14_Manual-x
cedfxml” STIG Telo]o], Ltojx] sple AHS ofgg 4
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OVAL 797} o2 Floplo] gt A|AR F17d
Q40 #elo] Ql=A] =l
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Relationship between STIG and OVAL) : STIG
&=o] @5k Hot ARo] OVAL 7gojoxf A
sk Foa PgA oz Helo] Ql=A] 7t

glo 2 STIG 3k=u} OVAL A9
01%_ ok WIS 4 4 9

H7H Yol Table 6~99] uf

Table 6. Protected Assets
Scores (Max 10 Points)

and Objectives[PA]

Score Score Description
Protects the same system component for
10 .
both items
7-9 Protects similar components
4-6 Protects components with low relevance
0-3 Protects entirely unrelated components

Table 7. Security Goals and Intentions[SG] Scores
(Max 10 Points)

Score Score Description

10 Achieves the same security goal for both items
7-9 Achieves similar security goals

4-6 Achieves security goals with low relevance
0-3 Achieves entirely different security goals

Table 8. Scope Match[SM] Scores (Max 5 Points)

Score Score Description
5 Applied to the same environment
3-4 Applied to a similar environment
1-2 Applied to an environment with low relevance
0 Applied to an entirely different environment
Table 9. Indirect Relationship between STIG and

OVALIIR] Scores (Max 5 Points)

Score Score Description

Security configuration directly contributes
to vulnerability management

Security configuration indirectly
contributes to vulnerability management

1-2 Low relevance

0 No relevance at all
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A79] 3=l SR ede e 4 U st AL FoP A2 BQF F{oRlo] HASshs AR o] &
ThtA, o] & =2 Y EigS Brlske dl Qlol & Alesto] STIG F=at] e AestAl & 4
Vg a3t a4 g JREo] vio] =4 AR o] gt FoPd ol Wob HAol By Axd Aol
Ul 71&0] tigh 5 Al W2 SA] 49 2. of"l FoPdZ xest=AlE H&sH olsiE # AA 2t
Total Score(TS)=PA+SC+SM+IR  (4) th S&, FPH9 I FoFdo] Wl w2t JaF
stte] STIG 8=l tieh 7t o 42 o7l OVAL  Wh XA 7 @0 ojat Aot 324550 ot &
U955 57 254 oS S OVAL ¥20He G5 I 9on2 Adsleih S5 Fop AYe Fopdol o
gt ofig o IiFsto], Bt ZHAol 1 Al2)d Qs BoF  A¥sh= A& dish WS Algsto], Al REo] o At
LS 2001tk 25 oS E53 ¥E2 B gl s tiEE 4 R =t
9 uoh 8RO §O URFS HoluR TS a5k
c}. HhH, 204 o)At 244 o]ste] 3h2o Zalst A|AHE (2) Data Preprocessing
FHR42 WsshR] i 497t Urkagl] TR of  Hlolels STIG 332 OVAL Hoig Eafshe CSV o}
o] ot ufgS oYSHA] Fqkh Y2 RE zeEQlh HolHAlZ o2 7HA] £/4dor
AMelo] 9o, =9 448 Table 113 ©] 'Group
2.2 Data Preprocessing Title', 'Rule Title + Description', 'OVAL ID',
(1) Key Information Extraction ‘oval_text', 'is_mapped'2 4=t 'Group Title'2
OVAL mpde- Wot FfoPdo] oieh At FEE A5 STIG &F%59 1§ A5& UL, dE 0
stH, E3] A=title)} “Wdescription) gdos B0l "V-219147'3F e Aoz [lgEct o] £4L8 STIG
ol2fer JHE Mzttt dY(description) BE= £2 =g ERoke o AR8ETh 'Rule Title +
FloPAol Ayt IFS 4 Uéa}t &2 Zolshl glo Descrlptlon— STIG 3+=29] 1Al Al2u} My xatst
o, ol 3 2} % oy A9l 910} F25 Hole] £ 3 glool, STIC Y=ol FAAYU g AT ol 4
27 SEk OVAL 51<) 43 B=t Table 103t 2o} *g% 2do] 5@ QY dojs & sz Algdd.
HE Fodo oigt gt 22 JEE 2t 'OVAL ID'= OVAL 79J9] 1.5 AMEALS UERHAc.
STIG F=t} RLWOE Uﬁ”éﬁ} | Yol ‘Fd H%. 'oval_text'= OVAL A2]9] —_rLiWO] Ues 28chk= o
Fordo] A 2E5900], DAL Thgat Aok A AES Taleln], o] 44 o] RHo] Za Y2 o]

Table 10. Structure of Content in the Description Field of OVAL Definition

Component Description
Vulnerability A ge.nera.l ex.planat.lon of the

. situation in which the
Description

vulnerability occurs
The potential impact of the
vulnerability on the system
The CVE number assigned to
the vulnerability
The update method and
software version required to

Vulnerability Impact

CVE Number

Update Instructions
and Package

Example
Alex Nichols and Jakob Hirsch discovered that the Apache
HTTP Server mod_authnz_Ildap module incorrectly handled
missing charset encoding headers.

server to crash, resulting in a denial of service.

(CVE-2017-15710)

Run sudo pro fix USN-3627-2 to fix the vulnerability. The
problem can be corrected by updating your system to the

A remote attacker could possibly use this issue to cause the

Version fix the vulnerability following package versions: apache?2-data - 2.4.29-1
Table 11. Example of Dataset Composition
Group . - .
Title Rule Title + Description OVAL ID oval_text is_mapped
Ubuntu operating systems L I
. oval:com.ubuntu.bionic:de = GRUB 2 vulnerabilities Jesse
V=219147 | booted wrzzmareBlos must £:44321000000 Michael and Micke... True
Ubuntu operating systems oval:com.ubuntu.bionic:de GRUB2 regression Jesse
V-219147 t ith ' . ’ '
booted Wr'equiareBIOS must £:44322000000 Michael and Mickey Shka... True
Ubuntu operating systems . L I
. oval:com.ubuntu.bionic:de = GRUB 2 vulnerabilities Jesse
V-219147 t
booted wrzzmareBlos must £:44321000000 Michael and Micke... True
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2 AFgECt 'is_mapped'+ STIG &5t OVAL AoJ7t
o= A=Al 7S UEE= Boolean %ot} True ®
+ False 0.2 740} 9lo0], o] 8t ol
A1g8ict.

F512] IOl BERT 2elo] 2oid ojo]g Fut
o& &8l & olp 2 5] AFt] AA2|ot /\sﬁs}oﬂq El
AE HolHe sHg AlAstL Aefsh= A
At E A Ve KWQOWU, Y ‘*i i—gx}
wet, A ¥ Ex ZAFAA, = 17, =A
Sof 501 AAGIE BERT 299 £ 2150] Geit 2
4 QLo vijAstAct.

B 20N Table 119] £4 % 'Rule Title +
Description', 'oval_text', 'is_mapped' £4& 24
2 flojH2 AFEsHYTt. 'Rule Title + Description' Tt
‘oval_text's=  2H9] dHoZ  AREE U
‘is_mapped'= wE10] 81 2lo|22 AL&E9ir}. Tlo]e]
FA2] oAl 'Rule Title + Description'tt
‘oval_text' 442 [SEP] E208 L8slo] Adtelqict
olg =°1, 2 lo]8 ZIEo] tfsf] "Ubuntu operating
systems booted with a BIOS must require... [SEP]

GRUB 2 vulnerabilities Jesse Michael and Micke..."9}
&2 Prloz ZAgdsc

BEIAE
=

28 9AE fojH BERT 2520 EIUO[XS A
gdto] EZetE Ut B3t oM HAES TOl
F= o] 2702 F2fshal, oS A4 HAR WSt
o BERT RHllo] oJaid 4~ Q= FEiz Hsilt: o]
oA HAES] Ao Ho|S 5122 dAstal, ojEnt
A EHAEE A2y A2 HAEE figste] 17dd o]
S AR sl

E3F, BERT 2RO 4= A28 of o ofA3
S Adsto] AR Dozt Sls ¢RI tiEE HAIS A2
SHT:. o)A opATE= A Tofrt Qe HAldE 12,
e Alol= 02 ZFste] mrdo] A Tofofrh 9]
S 7180125 sttt o2 ZHo] g F22 FA
st ofn] Qe ol AEE 4 U HUth 539—?
U dloj&fe} of|lld npA3= PyTorch BIM 2 wigh
Tjo] »Ho] Qg o2 ARRE|Qict ESH 'is_mapped' 4
A2 B4 HIMZ SR o] sk ole= AREE I

glolgAls A/dsks dolld & 65789] STIGe}F 215
7ie] OVALZ ufsgsto] & 215709] ujgd dlojel S A4
st} ok, uige HlolE 2 el 645712 nig = A|
2 HolHE 7tz 2gsto] & 860719 HlolHAlS
St ol2fer WY AHAARA ZHA ol

|

ol
o

rin

l-El g"O

sttt Aoz A EdPS T ol &
£ ogE colsAlo] Ao A7) njgo] M
Alojct, 2d FA E4Y2 k% 9
Al(Inverse Frequency Weighted Loss) 719
shasteirt

z]&A 07 'Rule Title + Description'¥} 'oval_text'
£ [SEP] E20 =& 75} 733}% EIAE o] 2
do] 29 Qo ALY, 'is_mapped @2 2
of o1 ol A1geIgh £ ol o1aat o

HolEl2 Lhrs 3olN TlolEle] 80%t a8
0=, UYHA] 20%= HIAEROCRZ AREE|0] S5 H[o]E]
£ BERT 2o Q23

AE

2.3 Automated Mapping Process

H lof|A]= STIGCH OVAL 7t tfg-S 4~
B QEAs RS AMgsidrk
SecBERT, CyBERT, 72]1l RankTho]H, ©I
5K 3 9 ofg ZaAAt ot 2

(1) Al Model Optimization

H Aol A = STIG(Secure Technical Implementation
Guide) 3+=1} OVAL(Open Vulnerability and Assessment
Language) %915 Ugst= 2gollA SecBERTR} CyBERT
DS FE51c) o] PN 2Lo| 5L P
ol stolmuietole F|xEHE sqstoirt

SecBERT 2&2 AP &h4H jackaduma/SecBERT
2dS 7)¥to 2 5199 0, Hugging Face® BertForSeq
uenceClassification Z2AS AHESHo] LIE|QICE 2&
o] &9 Fojol= 54 Adol| SHA| 2=t CyBERT
20 AbA shE] SynamicTechnologies/CYBERT &
gl 7jgto 2 5190, AutoModelForSequenceClass
ification 2eYAS AMHEot] LA

b WAl Zejs 29 BRI sidsh] g, Bt
2o Ewe YR e E
Frequency Weighted Loss) 7|®[18]2 o] &5t} o4l
& 7 241 7 2240] ¥l 44 0&43 VAR AHg
so, 2AslE AAste wroR 44 FaAd) oiE o
gt wgolct ”W cllolEAlof| A
5 AH&Sto] 2iE dlolE UolA 2t 2
Eﬁiﬂ ves 7871@9@*1 7t FeA0) g otolstel
oz ZA THSRIE AR,
A IRl 2 33]%4 Y e40] Az 7o) o
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2 (Inverse

g é}ig} =



182 Journal of The Korea Society of Computer and Information

15091 4%, 22~ 7FsAlE= 247h 1/503} 1/1500.2 47
gt Opx]ete 2 ‘torch.nn.CrossEntropyloss’ 349]
weight TR}O]E|o] QbA] ARKS S22 7HSAIE AEsto]
S @e Ho[EloM e Belo] 74§ Al 52 UlY
4 Q&= 51, E3t stolmntetalE] £]A8}S Optuna
Zto]Beje] 5 AHEsto] Fl AF0]5 F|tjelshs Wakos
F|Mets postlrt.

Table 129} 740] SecBERT 220} ]A sto|muiztu]
B SEole ulg 0.2, 3155 9.7324e-05, x| 27] 8

2 MAE]Qict CyBERT 2E0] 749, 2|A slo]mjn}z}u]
ElL ©2olR H|& 0.2, 855 2.5106e-05, Hjx| 77
322 AR,

oo

Table 12. Model Optimization

Model dropout_ learning_ baFch_ cpeeh
rate rate size
SecBERT 0.2 9.7324e-05 8 3
CyBERT 0.3 3.4515e-05 32 5

(2) Model Performance Evaluation

oRIRES  SHA] ¢42  SecBERT, CyBERT,
RankT5o] A% 9 melEde 433 edse] 4se
Bt Aaks ot 2t TR Al SecBERT 24
L A& (Accuracy) 32.55%, AU E(Precision)
27.15%, M3 -&(Recall) 95.67%, F 42.30%= A4t
o2 e e uelt S8 FUEt e e @
@o] AA| Positive A1Z-2 Negativez A2 o 5sh= 7
971 Ul loldich sl sl Sl gk
96.27%, RYUE 94.97%, FIFE 86.05%,
R50%2 BE AR 2 Ho2 Py o

Ex

IFES &3l o] tlojg} 542 ¢ &

17(4

gt e EUS= AlARITL

molEy A CyBERT REe Astr 2584%, AU
25.84%, X< 100%, F1 A4 41.07%=Z SecBERTQ}F
A RFE dss UETE 59] Ageet AT et
O W2 A2 o] Positive &2 A|T|Z 5514
E‘H_ Oi#+ NegativeZ 53432 <Jujgict. melF
d So= AEx 85.71% AUE 71.43%, NI
90.00%, F1 A4 79.65%2 Ad=o0] IA AT 9IA|GL
SecBERTO] vlaf] 7}Ad =2 Aottt CyBERT 20| ¢
olf £/4Z si5ote Ul oz g2 AW, mRIFY 1t
doIA FJARETE F725] O FOIXIR] 4oE THs/d= Al
ARt}

Opx|2fo. 2, RankTh 2Ee molEd-g 51| Q¥o2o
= xﬁz}i HEHE xﬁéﬂ% F1 x%/\ BT 100%2 _Q]—\:l:]l
Ao dart o]of] ¥ttH CyBERTQ} SecBERTE 1Al
2 58 B Zg HAUston], o]F E5f RankTs
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IV. Measuring Security Strength of the
U.S. Information Protection System

1. Definition and Measurement of Security
Strength

HOF 7 (Security Strength)= £4 HoF EA7t
Oh} B2 ZloMH(CVE)T gtlo] ghenlS V1R oR
MEo2 7iE|olof gk,

Hol Zlo e rjeul 7+ tsS =3 EXHch Al
A, BoF EA|gr=E-S =&5t1l, NIST SP 800-539] HOF
AR 5 71ed d=S Ageth A, dold oig
g L3885ttt CCI, SRG, STIGRF CVE 719] ufjg& Eaf
ol AAE Al=gttt. o] oA oA QAEAE
S 58 A150=2 ufy OVAL 1] 2JAES o] 8}
glon], AxH CVE P2 AAFo=H K02 1

oo Ldistoict opXjeto g Hob e s u47}3}q uH
1g] glo]e]2 ulElo g 7F "ot Exf|7} dupt v
o} eElo] QleAlg BAslol 8Ot g M%@i

4o nQ

|

g

W B Blo] Naele AW 4 ot

B9k = 574 Akt B9 AV FES Yot &
Yooz UelsherlT Bleke o ALGEI) o2 Sol,
£ 0] CVESH 929 Bol Bl 503 Fope =
FHL 92 ThsAol A, ol2idt SAPBEL SR
2 S Ashol & Bt ik 8ot Zw Bk
&R0 MYPEQl B JES GPAIL, A Hote
uct Aol anos Halste o lofd Aoz

2. Security Strength Evaluation

O]z JEHESAA 7+ WA tj8Z &9l Fig. 3, Fig. 4
of o] EYT Iehng A 4 Ygion], uot 57
97} CVE 219 g AlZstslet. 2t wet mot
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Fig. 5. Distribution of CVE Items Mapped to Sub—Control Items

3. Discussion and Limitations
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V. Conclusion
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WS BAslel BOk Ao LM WAl Fa
& Wigse =asiq

CVEQ} NIST SP 800-53zt] HAS w&a}7] Yo},
STIG2F OVAL 7ol ufig-g Hotof] 53 QIX|s B
SecBERT, CyBERT, RankT52 AMgs}itt. 1 A} A
ZAF A8 St RankTh, TRIEJE SecBERT(F1 A4~
92.50%), CyBERT(F1 4> 79.65%) w02 Aeter} =
Ittt RankTh 22 mQlFd-S ofA] Agl3ole BE
A EOA 100%2] 52 BFou, AR 7HsAdo] Qlof
ARl 459 H9l SecBERT RES 2% Auta A
stglet.

£ 7 BE AJAR WOt HIto] e dut S
1, BoF WeRlEo] e auHoR st
NIST SP 800-539] %3t &4 &=2< 79,%@9;&1 A
B AJARIO] H o FHAZIE H 719
cfich

0]

/\7<O
=

ACKNOWLEDGEMENT

This work was supported by the research
grant of the Kongju National University in 2023.

REFERENCES

[1] CVE Details. “Vulnerabilities By Types/Categories”. https:/www.
cvedetails.com/vulnerabilities-by-types.php.

[2] National Institute of Standards and Technology (NIST). Security
and Privacy Controls for Information Systems and Organizations:
NIST Special Publication 800-53, Revision 5. Gaithersburg, MD:
National Institute of Standards and Technology, September 2020.
DOI: 10.6028/NIST.SP.800-53r5.

[3] H. Na and H. Jung. "A Theoretical Comparative Study of Human
Resource Security Based on Korean and Int'l Information Security
Management Systems." Journal of Convergence for Information
Technology, Vol. 6, No. 3, pp. 13?19, September 2016. DOI:
10.22156/CS4SMB.2016.6.3.013.

[4] S. Kim.

Management Activity of Public Sector in USA & Korea." The
KIPS Transactions: Part C, Vol. 13C, No. 1, pp. 69?74, February

“A Comparative Study on Information Security



A Study on the Importance of Control Items of NIST SP 800-53 by Mapping CVE and STIG/SRG 185

2006. DOI: 10.3745/KIPSTC.2006.13C.1.069.

[5] “Control Correlation Identifier(CCI) Process,” version 1 release
0.1, pp. 1-5, February 2011. https://dl.dod.cyber.mil/wp-content/
uploads/stigs/pdf/u_cci_process_v1r0.1.pdf.

[6] "Control Correlation Identifier," DoD Cyber Exchange Public.
https://public.cyber.mil/stigs/cci/.\

[7] National Institute of Standards and Technology. "Control
Correlation Identifier (CCI)." NIST Computer Security Resource
Center. https://csrc.nist.gov/glossary/term/CCI.

[8] Security Requirements Guide. NIST Computer Security Resource

Center. https://csrc.nist.gov/glossary/terny/security requirements_
guide.
[9] Efense Information Systems Agency. "Security Technical

Implementation Guides (STIGs)."
https://public.cyber.mil/stigs/.

[10] MITRE Corporation. "CVE Numbering Authorities (CNAs)."
CVE Program. https://cve.mitre.org/cve/cna.html.

[11] ational Institute of Standards and Technology. OVAL Language
Specification, Version 5.11.3. MITRE Corporation, 2020.

https://oval. mitre.org/language/about/specification.html.

DoD Cyber Exchange.

[12] Hamdani, S. W. "Framework for Assessing Information System
Security Posture Risks." Master's thesis, The University of
Western Ontario, June 2023.

[13] Branescu, I, Grigorescu, O., and Dascalu, M. "Automated
Mapping of Common Vulnerabilities and Exposures to MITRE
ATT&CK Tactics." Information, Vol. 15, No. 4, pp. 214, 2024.
DOI: 10.3390/info15040214.

[14] Haddad, A., Aaraj, N., Nakov, P., and Mare, S. F. "Automated
Mapping of CVE Vulnerability Records to MITRE CWE
Weaknesses." arXiv, April 2023. https://arxiv.org/abs/2304.111
30.

[15] Red Hat, Inc. "OVAL Repository." https://access.redhat.com/
security/data/oval/.

[16] Canonical Ltd. "Ubuntu OVAL Data." Ubuntu Security.
https://ubuntu.convsecurity/oval.

[17] National Institute of Standards and Technology. '"National
Checklist Program Repository." NIST. https://nvd.nist.gov/ncp/
repository.

[18] Cui, Y, Jia, M.l Lin, T, Song, Y. and Belongie, S. "Class-Balanced
Loss Based on Effective Number of Samples." arXiv preprint
arXiv:1901.05555, 2019. https:/arSiv.labs.arxiv.org/html/1901.05
555.

Authors
| il " Se-Eun Kim received the B.S. in Information
and Communication Engineering and M.S. in
"_..: Artificial Intelligence from Kongju National
University, Korea in 2018 and 2024,
respectively.
Her main research interests include embedded systems,

computer systems, and industrial control system security.

Since then, he

Hyo-Beom Ahn
Computer Science and M.S., and Ph.D. in

received the B.S. in

from
1994

Science and  Statistics

Korea in 1992,

Computer
Dankook University,
and 2002 respectively.

has been with the Divsion of Artificial

Intelligence Kongju National University Rep. of KOREA. His

main research interests include Computer Networks, Network

Security Smart Grid Security and Application and Industrial

control system security.



