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[Abstract]

In the modern Internet environment where web applications can be easily produced, this study aims to
check how much manual inspection can be replaced through automatic inspection to solve the problem that
it is difficult to secure sufficient stability of web application services only with manual inspection, identify
improvements to the shortcomings, and reflect them in the automatic inspection solution. To this end,
automatic inspection and manual inspection were compared and analyzed for 175 homepages using a
commercial solution. As a result of the analysis, it was confirmed that automatic inspection is possible in
10 items out of 21 web vulnerability inspection items of the Ministry of Public Administration and
Security. In particular, the top five items found the most accounted for about 80% of the total
vulnerabilities, so the effectiveness of automatic inspection has been proven. However, items with complex
structures are difficult to automatically check, so when manual inspection and automatic inspection are used

complementarily, the efficiency of web vulnerability inspection can be maximized.

» Key words: Web vulnerabilities, automatic inspection of web vulnerabilities, automatic inspection,
improvement measures, efficient automatic inspection
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I. Introduction
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II. Web Vulnerability inspection Method
and inspection Items

2.1 Manual inspection of web vulnerabilities
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2.2 Automatic inspection of web vulnerabilities
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2.3 Web Vulnerability inspection Criteria
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III. Understand the status of automatic
inspection of web vulnerabilities

3.1 Prepare to understand the status of
automatic inspection in advance
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Table 1. Automatic inspection verification procedure
T 434&
ASHY | A3HY gAY £2EH =Y
HELE | HELAA AL
-7|S s 2% =44
AL ZH| 43 HLE &3 1%
-7*5 NE ALHE| 4l
HAAY HUENE Y3t +3HE &
A3HA | +3HE = A HYH Arsat WA HA
“H MH|A BSE OO E B E Y
HEE H MUY dEEAL HES B
ALEM | (+3HEE HLEM)
AEE 2ME % M8 MY o8 Ay

e oY
slee pee e eurs Ao%gi 2 Bl
1l 011— /\01— =
A 514 Eojct ¥ Ao AF=XIA AL ﬁ'\_E}I\j Zula
Aol ol olAg metste] )
onf, HoJF ABC &34 0= #yli s}gﬂ;q_ 2l ZoF
A AHsRE 234 Ko dist v w2 AE Yol 7sds
74561—3 }dxﬂ 745 EﬂiE 7 }\]u AlLHR
2 AAE7|= 1Yt A Fokdoj qﬁ_} I 9 =S A
517] 5t gt=ojog ZE 7]|LA, ;g
, 2889 & 67H Ao A= —ag
e AR

1A
_);l_!’
~
)
o
_R
ol
on
)
HU
ol
iR

°" oX O|>4 HJ

Table 2. Automatic Inspection Verification Item
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Fig. 1. Detailed scenarios for manual and automatic
inspections

3.2 Preparing to understand the status of
automated checks
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Table 3. Results of new construction and existing
operation inspection

Manual Automatic inspection
Category inspection vulnerability
Vulnerability A B C
New(9) 20 0 2 0
Existing(b) 18 4 2 0
Total 38 4 4 0
Vulnerability Detection Rate
(Automat.i.c inspection 105% | 10.5% 0%
vulnerability / Manual
inspection vulnerability)
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Table 4. Found vulnerability items
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Table 5. Evaluation score by automatic inspection
solution

¢ Evaluation score(100)
ategory A 5 c
Common 4 45 5
functionality 20.5 20.5 19
accuracy 12 14 10
Usability 7 12 6
Scalability 5 5 3
fficiency 3 4 3
Total 51.5 60 46
Ranking 2 1 3
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Table 6. Reasons for not
inspection by vulnerability item

detecting automatic

Vulnerabilities Reason for non-discovery
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IV. Prepare for automatic inspection
possibilities and improvements in advance

4.1 Possible improvements per autocheck item
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Table 7. Possibility of automatic
inspection item

inspection by
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Fig. 2. Additional screen of automatic inspection solution
inspection pattern
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V. A Study on the Improvement
Direction of Automatic Inspection

5.1 Automated Web Vulnerability inspection

First Round of Improvement Research
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Table 10. Results of manual inspection conducted
over the past three years

Vulnerabilities 21 22 23 Total
Cross-site scripts 398 237 219 854
location disclosure, 213 269 282 764
Information leakage 139 178 219 536

Web service method

configuration attacks 6 242 283 531

Table 9. Analysis of the Results of the First EXDOS"‘IQ th;_a_dmi” page | 87 | 136 | 170 | 393
Improvement Study for Automatic Inspection nsufficient
P 4 P authentication and 106 125 138 369
vul biliti Man | Auto | Freque | detection authorization
QUSR] SHIEES ual matic ncy rate Automated Attacks 108 59 38 205
Web service method o 0 Trace paths and 47 37 25 109
configuration attacks 28 % 20% 89% download files
Cross-site scripts 23 6 16% 26% Data plaintext transfer 32 27 25 84
location disclosure, 21 19 15% 90% Uploading file 30 30 19 79
IEnforrr.watiotr;] Iea:age 20 8 14% 40% (remaiaﬁ:gritems) 59 57 28 139
Xposing e aamin
page 4013 | 10% 93% Total 1225 | 1,392 | 1,446 | 4,063
Data plaintext transfer 8 0 6% 0%
Weak string strength 3 1 2% 33% _ Jl= o
el = A Ak [} sKe] A VS
Malicious content 1 0 1% 0% g 2e T'——_'OH BU A 1 FerEe] 7H_“7} Al
Trace paths and 5 0 1% 0% A FokA ty] 2+7F 68.8%, 76.3%, 81.1%°] H|&S H
download files
b ] cAsEuesw 50l Phselciel ol s 45
cemamng tems) | L 0 | B | % | g g 4 o masige. Hebd ol wol
t
= : ——  =Wadt A2AAjo|E A3YPEQ} HuLEd O] £9A
= o2 JJMs| 2 sF9 L, 90%71 Rltkst 37) = (<d A
AFHAOR $5HUS Bl 2AT AT 25800 sl *jﬂ /H AT 30 S A
Ol (o] < EIA ru - =
2 u7el AokRe 141710900, AfERAC 2L 7971 BI& UIAE BF A, ARSN, HRAEOlA] kF)E
o ForRg Fxlslol & 51%e] AT ZISsigict ap  F/HAY IS SRl SR
Azu] A7 Al 7123 25.9%8 TR ST B

Ado] ash Hich NRgEoR HH <l A
HlA glAE B 342 287 § 2502 ARISE 2l
A5 1902 FRsIAL, HRolA] 232 1441 &
o ZF2F 89%, 90%, 93%°] dHES 715
sto] Rieddoz 5=35] Aol 7heet oz #AE

r|

5.2 Automated Web Vulnerability inspection
Secondary Improvement Research
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Table 11. Organizing the 1st improvement of automatic
inspection

Inspection Details of improvement
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Table 12. Results of 2nd improvement inspection
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5.3 Automated Web Vulnerability inspection
3rd Improvement Research
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Table 14. Organizing
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Table 15. Results of 3rd improvement inspection

1st 2nd 3rd
Category improve improve improve
ment ment ment
Number of homepages 54 48 45
Manual inspection(A) 141 152 130
Automatic inspection(B) 72 81 87
Vulnerabilities
Detection Rate 51.06% 53.29% 66.92%
(B/A)*100

SR 3K DTS S9 AR AEEL 27 2
HET} 13.6% J& 4453st 66.92% 7|Sotict Fodd
2 RS D 25870 ot 2o WEES Table

T o

1602 72|t

Table 16. Analysis of the
improvement research on automatic inspection

results of

the 3rd

Vulnerabilities B Authm CEOEER 2nd
al atic rate

Web. serw.ce method 23 24 104.3% 83%
configuration attacks

Cross-site scripts 17 19 111.8% 34%

location disclosure, 19 13 68.4% 73%

Information leakage 25 13 52.0% 27%

Exposmg:)atghee admin 15 10 66.7% 68%

Data plaintext transfer 12 7 58.3% 67%

Other 19 1 53% | 0%

(remaining items)
Total 130 87 66.9% 53%
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5.4 Possibility of utilizing automatic inspection
by inspection item
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Table 17. Inspection items available for automatic
inspectio

No Inspection item Remarks
1 Run operating system
commands
2 SQL Injection
3 XPath Injection
4 Directory indexing
Some areas are not
5 Information leakage automatically scanned
ex) 1D, password
Some areas are not
6 Cross-site scripts automatically scanned
ex) Writing
7 Exposing the admin
page
8 location disclosure,
9 Data plaintext transfer
Web service method
10 ; .
configuration attacks
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Table 19. Manual and Automatic Inspection Mixing
Inspection Method
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Table 18. Vulnerability items and reasons for

automatic inspection

No Inspection item Difficult reason

Insufficient

1 authentication and 220 52%
authorization -
2 Recover weak IHAQYE 21 A|
passwords QIZE Y3t
3 Cross Site Request
Forgery 2
M| A ALY
4 Automated Attacks 2271 3% dd et
5 Uploading file
6 Cookie tampering e
IMT| I HALT
= o= mmmE‘I,
7 URL/PararTweter LatojE Wz 5 H|D
Modulation S 2t
—_ 1

Insufficient session

management _ _
A= H S22 =7} df
9 Malicious content +5 e =z bEE
: HE 27
10 Weak string strength (LAHZOR I3

Trace paths and

1 download files

5.5 Utilization for Efficient Automatic Inspection
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Issue occurrence and inspection if necessary
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VI. Conclusions

6.1 Research Results and Implications
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6.2 Research limitations and future research tasks
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