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[Abstract]

More documents are appearing in online platforms, and people are vulnerable to malicious attacks in non-executable
documents. Recently data-driven approaches have shown successful results in malware detection task. As they heavily
rely on the dataset, it is important to make a lot of annotated data, while the annotation process is normally performed
manually by domain experts. Therefore, it is necessary to develop a system or a tool that analyzes the files and
help the annotation process. In this paper, we propose a new method that automatically analyzes files and generates
byte-level labels using a modified version of overlapped dirichlet allocation that clusters given bytes into two (e.g.,
malware and benign) or more groups. By experimental results with our annotated dataset, we demonstrated that
the generated byte-level labels achieved high recall (95~100%). We observed that our model suffered from low
precision because the dataset is sparsely annotated, but it still has a potential to aid in finding suspicious bytes

for malware analysis. We also provide sample results visualized by highlights with different colors.
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I. Introduction

Malware detection is becoming more important as
we use more data exchange services (e.g., e-mail) in
daily life. The malware may cause serious damage to
private database, business documents of companies,
even classified documents of governmental
institutions. There have been many studies on the
task  of

deep-learning (DL) techniques brought significant

malware detection, and recently
performance improvements on the task[1-6]. Such DL
techniques strongly rely on the data, so they give
better results only if a plenty of well-annotated
dataset is given; this is why the DL techniques belong
to ‘data-driven' approach. Many errors in the
annotation may cause significant performance
degradation of the data-driven approach, so it is
important to construct the well-annotated dataset
that is normally obtained by manual analysis by
domain experts.

Several recent studies proposed DL models that
exploit byte streams for malware detection task.
These studies are promising as the DL models
analyze the byte streams without having to define
hand-crafted features: the DL models using byte
streams are preferable because they extract
arbitrary patterns from the byte streams so that we
can easily apply them to newly appeared malware
variants[7]. Of course, for training and evaluating
such models, it is firstly required to annotate the
byte streams and it is often done by domain
experts. The domain experts mostly use one or
more analysis tools such as structured storage
viewer (SSV) and hex editor (HxD). Although these
tools help the experts by displaying the raw bytes
in different formats (e.g., HEX, Text, HTML), they
commonly lack of functions that automatically
analyzes byte streams for the domain experts.
When a tool provides a function of byte-level
analysis that provides a list of suspicious bytes,
then it will be of enormous assistance to the
experts by saving time and cost.

came home.
But was at home.

searched for food, but .

54 [68 69 73 20|77 69 6C 6C 20
65 20 34 |4E 00 03]00 00 00 0O
61 79| 6C 6F 61 64 00 00 05 42

Fig. 1. Examples of topic model results. (top)
Results on a document, where each word has a
label and some words of ‘entity’ label are boxed in
this example, and (bottom) results on a byte stream,
where each byte has a label and bytes of ‘malware'
(or suspicious) label are boxed in this example.

In this paper, we propose a new method of
byte-level malware analysis using a probabilistic
topic model. The probabilistic topic model extracts
arbitrary topics from given documents, where the
topics are essentially word distributions. As
depicted in Fig. 1, if we assume each byte is a
word, then the topic model will work on byte

streams by treating them as a collection of

documents. Topic models mostly work in
bag-of-word (BoW) manner; they do not
incorporate spatial or any sequential patterns but
only care about co-occurrence of words.

Overlapped latent dirichlet allocation (OLDA)[8] is
known to overcome such limitation by allowing
adjacent documents to be overlapped. We slightly
change the structure of the OLDA model to make it
work on the byte streams because it was originally
designed for image analysis. We demonstrate that
the OLDA model labels that
indicate each byte is suspicious or not, and also

gives byte-level

show that the byte-level labels are consistent with
malware offsets annotated by domain experts. As
this is the first study that
generates byte-level results for malware analysis.

far as we know,

II. Preliminaries

1. Malware Byte Stream Analysis
Malicious code analysis methods include static
analysis technology using signature patterns and
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Fig. 2. Example of malware file analysis using structured storage viewer (SSV), where the left side shows
a tree structure of byte streams and the right side is the stream contents in a specific format (e.g., HEX).

dynamic behavior analysis through sandbox
execution. During the analysis process, domain
experts often find malicious keywords via two
steps. First, they analyze the file structure and
identify malicious behavior by executing the file in
a virtual machine. Second, they manually check
the malicious code using tools such as SSV or HxD.

Flg. 2. depicts how to use the SSV to browse a
malicious file. Domain experts browse streams by
clicking a specific stream in the tree structure on
the left side, and the tool will show the contents of
the stream in HEX, Text, Picture, RTF, and HTML
format on the right side. The experts manually
check the raw bytes in line-by-line manner to find
malicious code fragments: for example, in the HEX
format of the ‘ThisDocument' stream of VBA under
Macros storage, we found the string Password =
"123321" as shown in the red box of Fig. 2. The

HxD is another widely-used tool for malware

analysis. It is a HEX editor that can be used to edit
raw bytes of large files, and it shows the raw bytes
in hexadecimal and ASCII simultaneously.

SSV, HxD) are
widely used for malware analysis, it is still difficult

Although existing tools (e.g.,

for domain experts to analyze raw bytes of malware
That
obfuscation, dummy data, or NOP (no operation)

files. is, the malicious code often uses
sled to hide malicious actions, where the NOP sled
in which the

program slides the CPU's instruction execution flow

is a series of NOP instructions
to its desired destination. Such malicious actions
are difficult to detect manually, so the experts may
miss some of them during the analysis. In this
paper, we propose a method that analyzes the
given byte streams and generates byte-level labels
that can assist the experts.

We believe our method will save time and cost of

malware analysis and annotation process.
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Fig. 4. Graphical representation of overlapped
latent dirichlet allocation (OLDA).

2. Malware Analysis Using Topic Models
Probabilistic topic model is a generative model
that represents the underlying generation process
(e.g.,
distributions. Fig. 3. is a graphical representation
dirichlet (LDA) model[9],
representation of latent dirichlet
allocation (LDA), where o indicates a prior of

of observations words) with probability

of latent allocation
Graphical

per-document topic distribution 6 on T topics, B is
a prior of per-topic word distribution ¢;, z is a
per-word topic label of the word w, |d| is the
number of words in the document d, and [D| is the
number of documents in a corpus. The shaded
node w means that the words are observable in the
data, and other three parameters (e.g., 8, ¢:, z) are
obtained via a training process. The o and [ are
hyper parameters. The LDA is the most well-known
probabilistic topic model, that is designed on a

hypothesis that the word w (shaded node) within
document 4 is generated from a word distribution
B, of the word's topic z, =¢, where the topic is

drawn from a topic distribution 8, of the document

d. The key structure of LDA model is that there is
a topic distribution for each document, and this
might be totally different in other topic models. For
example, author topic (AT) model[10], a variant of
the LDA model, hypothesizes that an author has a
topic distribution, and documents do not have topic
distributions and are generated by one or more
authors. Different topic models may discover
different topics even from the same corpus, so it is
necessary to carefully choose a topic model
according to the data characteristics.

There have been studies that employed topic
models for the malware analysis or malware
detection. E. Medvet and F. Mercaldo[11] reviewed
previous studies using the LDA model and k-means
(KM) clustering algorithm for malware analysis in
static manner. They showed that using the LDA
model and KM clustering algorithm together
brought performance improvements in malware
family categorization.W. Stegner et al.[12] utilized
the LDA model and context information (e.g.,
sensor data), and used k-nearest neighbor (kNN)
algorithm for malware detection task. W. Hilal et
al.[13] aimed at the malware detection task for
executable files; they combined term-frequency
features and topic distributions obtained from the
LDA

machine-learning models (e.g., logistic regression,

model, and employed several

support vector machine[l14], extreme gradient
boost[15]) as a classifier. The previous studies have
shown a potential of the topic model in malware
analysis, but there was no study that proposes a
byte-level method of automatic malware analysis:
the previous studies commonly analyzed opcodes
within files, and mostly generated analysis results
in file-level (e.g., a list of suspicious files).

In this paper, for byte-level malware analysis, we
propose a new method based on a topic model. Most

topic models work in bag-of-word (BowW) manner and
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Fig. 5. Byte—level result of the OLDA model when the number of topics T=2, where each byte is

represented as a hexadecimal (e.g., ¥x01) or a character (e.g., ‘a’, ‘d),

and suspicious bytes and benign

(normal) bytes are highlighted with green and yellow colors, respectively.

do not incorporate spatial patterns or sequential
patterns, so we exploit overlapped latent dirichlet
allocation (OLDA) model. The OLDA model was
originally designed for image segmentation, and it
groups the image pixels (or patches) into different
classes (e.g., person, car). It assumed that there are
multiple documents in each image, and topic
distribution of each pixel (or patch) is a mixture (i.e.,
average) of topic distributions of surrounding
documents. Especially, the OLDA model allows the
documents to have overlapped boundaries, so it
better captures spatial patterns wunlike other
ordinary topic models. Fig. 4 depicts the graphical
representation of the OLDA model, where o indicates
a prior of per-document topic distribution 6 on T
topics, B is a prior of per-topic word distribution ¢,
T is a per-word topic distribution that is a mixture
(i.e., average) of © of K overlapped documents, z is
a per-word topic label of the word w, |d| is the
number of words in the document d, and |D| is the
number of documents in a corpus. The shaded node
w means that the words are observable in the data,
and other three parameters (e.g., 0, ¢, z) are
obtained via a training process. The a, B, and K are
hyper parameters. There were other topic models
capable of dealing with spatial information: for
example, Spatial LDA (SLDA)[16] used Gaussian
kernel for modeling spatial patterns of given images.
We chose the OLDA model in this paper as it requires
a small computational load, so it will be able to
quickly deliver analysis results to the domain
experts. As the OLDA is originally designed for image
analysis, we slightly revise the structure of the OLDA
to adapt it for byte-level malware analysis.

III. Method

To aid
analysis by human experts, we propose a new

in malware annotation or signature

method that provides byte maliciousness detection
by employing the OLDA model. The OLDA model
basically groups the given bytes into T clusters, so
we expect that we get two clusters (i.e., malware
and benign) when T =2, of course, T clusters
may correspond to malware families when 7T > 2.
In this paper, we set T=2 and Fig. 5 describes a
where the two clusters are

sample result,

highlighted with green and vyellow colors.
Double-line of consecutive ‘=" symbol indicates that
domain experts annotated the character ‘&’
(followed by ‘dmin’) between the lines as a
suspicious byte that is beginning of a malicious
action.Interestingly, some consecutive suspicious
bytes, highlighted with yellow, form meaningful
sequences such as ‘admin', ‘Normal.dotm', and
‘Microsoft'. Domain experts manually analyzed this
file, and annotated that the word ‘admin' is the
beginning of malicious action. It is worth noting
that the OLDA model captures semantic meaning of
the bytes. That is, it grasps the underlying patterns
of clusters (e.g., malware and benign) and may give
different byte-level labels even for the same values;
for example, some hexadecimals of \xle are yellow
while others of the same value are green in Fig. 5.
This implies that the OLDA model interprets the
byte stream and generates byte-level labels based
on their context (i.e., nearby bytes) and semantics

(i.e., topic distributions).
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The OLDA model was originally designed for image
segmentation, so we slightly modify its key structure
that document boundaries are overlapped. The
original OLDA model assumed that there are multiple
documents having topic distributions in each image.
The ‘overlap' of OLDA model implies that each pixel
or patch belongs to K nearby documents, where the
nearby documents are determined via a distance
function (e.g., Euclidean distance). With a greater K,
the OLDA model will consider more regions or spatial
information within the image. Unlike the image data
(i.g., a form of two-dimensional matrix), the byte
stream is an one-dimensional sequence of bytes. The
sequential patterns that the OLDA will learn from the
byte streams heavily relies on how many documents
are overlapped, so it may need greater value of K
as the byte streams are one dimensional data. To
control the ‘overlap' mechanism in a convenient
way, we redefined the K as a ‘stride' that is the
number of bytes between the beginnings of adjacent
documents. Fig. 6 depicts how the OLDA model
works on the byte streams within files. Assume that
the document size (i.e., the number of bytes in a
document) |d| is 100. For the the first file in the
figure, if the stride K =50, then the first document
boundary is [0, 99] and the second document
boundary will be [50, 149] because 0+ K = 50. Note
that a byte stream may have multiple documents.
For example, a byte stream s is 200 bytes in length
(i.e., |d|=200), then it will have three documents
(e.g., 10, 99], [0, 149], and [100, 199]) if K =50 and
|d| =100 The stride K should be 1< K < |d|
because K > |d| will make the OLDA model to omit
some bytes in the stream. If the stream length |s| is
not a multiple of K, then we take the last document
of a boundary [|s|—K,|s|—1]; for example, if
|s| =120, then the stream has two documents (e.g.,
[0, 99] and [20, 119]). If the stream length is smaller
than K, then the stream has only one document
padded with \x00. It is worth noting that smaller K
makes the OLDA to better capture sequential
patterns, and the biggest stride (i.e., K=|d|) will
make the OLDA model to work like the LDA model
that does not incorporate sequential patterns. The

formal generative process of OLDA with our
modification is described as below.
1. For each topic ¢,

(a) Draw a word distribution @, from Dirichlet(3).
2. For each document 4,

(a) Draw a topic distribution 8, from Dirichlet(a).

(b) For each »-th word w,
(i) A mixture topic distribution =, is com

puted by averaging the topic distributions
of overlapped documents with the stride
K.

(ii) Choose a topic z,, from

Multinomial(z,,, ).

(iii) Generate a word w from
Multinornial(d)zl ).

The stride K is a concept that is often used in
convolution operations of convolutional neural
networks (CNN)[17]. When the CNN is used for
image analysis, its convolutional filters walk from
the top-left corner to the bottom-right, where the
stride is the step size. With smaller stride values,
the CNN allows the convolutional filters learn from
more ‘overlapped' image regions, which is similar
to the OLDA model mechanism; the OLDA model
makes the document boundaries are “overlapped',
and smaller stride K will allow more documents to
be overlapped. The approximate equation for & of
the document 4 is

a;tCy

g, =L "4
“ Y tT/a/t, +Cyp

(1)

where e, is the prior value for the topic #, T is
the total number of topics, and C, indicates the
frequency of the topic ¢ in the document 4. The
document size |d| (i.e., the number of bytes in a
document) is given by users, and we assume that
all documents have the same size. The mixture of
topic distributions z, of »n-th byte is

1 a,+Cy

Tt = 61]60 by tT/a/, +C,y 2

where O is a set of overlapped documents of the
n-th byte, and C,, indicates the frequency of the

topic ¢ in the document 4. The size of set O (i.e.,
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D: Malware (suspicious) bytes

n-th byte
[ ]: Benign bytes

File 1 b | | | |
(malware) — byte stream byte stream byte stream
File 2 |

(benign) ) Dyte stream byte stream
Fl |e 3 byte stream byte stream

(malware)

Fig. 6. Example of how the OLDA model works on the byte streams. The OLDA model assumes that there
are multiple documents in a file, and allows boundaries of adjacent documents are overlapped.

the number of documents in the set) relies on the
stride K. The approximate equation for the word w
with the topic ¢ is

ﬁ w + th
@tw = 1% (3)
X w’ﬁw’ + Cdt’
where 8, is the prior value for the word w, V is
the vocabulary size, and C,, indicates the

frequency of the word w with the topic ¢. As we
treat the bytes as words, the vocabulary size is 256
because a byte is 8 bits (i.e., 28 = 256).

Topic model parameters (e.g., 6,0 of the LDA)
are commonly intractable because of couplings
between the variables, as explained in [9]. There
are some approximation algorithms such as
variational approximation, Laplace approximation,
or Markov chain Monte Carlo (MCMC). In this
paper, we utilize a collapsed Gibbs sampling [18]
that is one of the MCMC algorithm. It works in
iterative manner, and every step of the Markov
chain draws the latent variable z, of each word w,

so that the parameters (e.g., 6,0) can be updated.

IV. Experiment

1. Experimental Setup

To demonstrate the usefulness of our method, we
firstly trained the OLDA model on our annotated
dataset. The trained OLDA model gives byte-level labe

Table 1. The number of data samples.

Malware Benign Total
File 526 536 1,062
Stream 8,433 1,812 10,245

Is that indicate the byte is suspicious or not, so
we check if the byte-level labels are consistent with
annotation of domain experts by computing recall
scores. Additionally, we visualize the obtained
labels by highlighting them with different colors.

Our dataset has malware and benign files of
Microsoft (MS) office, where the malware files were
provided from a Korean anti-virus company, and
the benign files were collected from public portal
site of the Korean Ministry of the Interior and
Safety. All streams of malware and benign files are
extracted: compressed streams are firstly
decompressed and thereafter extracted. Every
stream is examined manually by domain experts,
and a malware stream is annotated with an offset
(i.e., an index) of a byte that is a beginning of
malicious action. That is, the domain experts just
found the beginning byte of obvious malicious
actions, so other nearby suspicious bytes are not
annotated. The reason of this is that it is difficult
to determine exact boundary of malicious byte
blocks because there can be various ways of
malicious actions. The number of samples is
described in Table 1,

available online[19]. For experiments, we used a

and the stream data is
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machine of 256GB RAM and Intel(R) Xeon(R) Silver
4214 CPU @ 2.20GHz 48 cores. We utilized Python3
language to implement our model.

100
. \
98
97

96

95
10 20 30 40 50

Fig. 7. Experimental results of malware offset detection
given d=100, where the horizontal axis is the stride K, and
the vertical axis is the recall in percent

100
99
98
97
96

95
50 75 100 125

Fig. 8. Experimental results of malware offset detection
given K=19, where the horizontal axis is the document
size |d|, and the vertical axis is the recall in percent.

In all experiments, we set the number of topics
T=2, so we expected that the OLDA model
clusters the given bytes into two groups: malware
and benign. The prior parameters ¢ and A were
0.1 and 0.01,
document has 100 bytes (i.e., |d] = 100), and varied
the stride K from 10 to 50. The number of
iterations was 75. All hyper-parameter settings

respectively. We assume that a

were obtained via a grid-searching.

2. Result

Once the OLDA model is trained, the latent
variable z of every byte is labelled with either of 0
(for benign) or 1 (for malware). we set T=2,
therefore z&{0,1}. We compared the labels with the
offsets annotated by domain experts: we denote this
task as malware offset detection in this paper. We
firstly divided the set S of byte streams into two

sets: a malware stream set S,, and a benign stream

set S,. Let z,, is a label of the word w (i.e., w-th

sw

byte) in the stream s, and o, is an annotated offset
of the stream s, where s&S,,. For each stream s,

we checked the value of z, and computed the

recall by

X s€S Zso
— "% 100 4
1S,,| @

where z, =1 if the corresponding byte is

malware, otherwise 0. High recall indicates that the
OLDA model discovers more suspicious bytes, which
in turn helps human experts more effectively in
malware analysis. The reason of computing only
recall in this paper is related to the difficulty of
annotation process of the dataset. When the expert
annotators find malicious actions of arbitrary length
(i.e., arbitrary number of bytes), it will be difficult to
annotate per-byte labels because some bytes may be
ambiguous in determining whether they are part of
malware. Instead, only a single byte within the
malicious byte sequence is labelled as malware,
implying that the precision is meaningless.

As the initial value of the latent variable z is
randomly chosen, the parameters (e.g., 6,®) will be
different even if we use the same data for training.
Therefore, we trained the OLDA model three times
independently, and got averaged recalls from the
three trained models. The results of malware offset
detection are summarized in Fig. 7, where the
document size |d|=100. Surprisingly, we got 100%
recall when K =10; this means that our method
has a potential to deliver trust-worthy analysis
results. We also observed that the recall degrades
as K increases. The K > 10 makes less documents
to be overlapped, so it might hinder the OLDA
model from learning sequential patterns.

With a fixed K=10, we varied the document
size |d| from 50 to 125, and the results are
summarized in Fig. 8 where the recall values are
obtained via the equation 4. The performance gap
was not big between different |4|. but found that
the best setting is |d| = 100.
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(b)

Fig. 9. Visualized sample results of byte—level labels, where malware (suspicious) and benign bytes
are highlighted with green and yellow, respectively. (a) ‘Replace’ is often used to obfuscate and hide
malicious code. (b) ‘AutoOpen’ might be used to execute other malicious programs.

We examined the byte-level results with the best
K=10, |d|=100).
visualized samples by highlighting the byte-level

setting (i.e., Fig. 9 shows
labels with two colors, where yellow and green are
for benign and malware (suspicious), respectively.
We manually check the byte-level results, and
found two positive aspects that we experienced
during the examination. First, we observed that the
bytes highlighted with green (i.e., suspicious bytes)
seem reasonable; for example, in (a) of Fig. 9,
‘Replace' is often used to obfuscate and hide
malicious actions, and ‘AutoOpen' in (b) can be
used to execute other malicious programs. This
allows the domain experts to more focus on
suspicious bytes, so it will make the analysis or
annotation process more accurate. Second, the
results are easy to examine in color, improving the
efficiency of analysis; this will allow the analysis or
annotation process to be faster. As data-driven
approaches heavily rely on the amount of data and
annotation quality, our method will eventually
contribute to the data-driven approaches.

3. Limitation

In this paper, we provide recall scores of
malware offset detection as shown in Fig. 7 and
Fig. 8. We do not use other metrics such as
precision and F1 scores because false negatives
cause much worse outcome than false positives.
Assume that we have an analysis tool that often
fails to recognize malicious bytes, then nobody

wants to use such tools as a single malicious byte

may cause severe damage. Of course, it is also
necessary to reduce false positives, but we focus
on the false negatives in this paper because our
proposed method is not designed for
fully-automatic detection of malicious bytes, but a
tool that helps human experts. In future work, we
will further examine to improve our method by

reducing the false positives.

V. Conclusion

The malware annotation process requires much
time and effort of domain experts. We propose a
new method that uses a slightly modified version of
overlapped latent dirichlet allocation (OLDA) to
generate byte-level labels indicating whether each
byte is suspicious or not. Given a set of byte
streams with malware offsets annotated by domain
experts, we demonstrated that the generated
byte-level labels are consistent with the offsets. We
furthermore examined cases by visualizing the
byte-level labels with different colors. We believe
that our method will greatly contribute to the
malware annotation process, so eventually it will
assist many related works (e.g., malware detection
using data-driven models). With regard to that we
are motivated to conduct more experiments with
byte streams of other file formats (e.g., malware
PDF), and also perform with greater values of T

for three or more different malware families.
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