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[Abstract]

The Naval Combat Management System (CMS) is an automated system that networks all sensors and
armaments on a ship to efficiently respond to threats. Data transfer within the system is performed
through the Data Sharing Service (DSS), and errors in this process can severely affect system
performance, making accurate validation essential. This study proposes a new verification method to
store message transaction data between devices in the system and verify their integrity in actual
operation. We utilize Merkle tree, a data structure that uses Hash Functions, to verify data matching,
and experimentally measure the verification performance and system impact. The results confirm that the
message transaction verification method proposed in this paper for verification efficiency and system

stability is applicable to Navel CMS.
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I. Introduction
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II. Preliminaries
1. Background
1.1 Naval Combat Management System
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Fig. 1. Naval CMS architecture
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1.2 DSS(Data Sharing Service)
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1.3 Hash Function
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Fig. 3. Merkle Hash Tree
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2.1 Enhancing Installation Security for CMS
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2.2 Integrity of Message Structure in CMS
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3. Purpose of Study

3.1 Message Transaction in CMS Software
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3.2 Data Collection and Validation
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3.3 Expectation Effectiveness
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III. The Proposed Scheme

1. Collection and Veritication Method
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Table 1. Data Structure for DSS

Message ID
Structure
Field Name#N
Field Value#N

DSS Topic ID
DSS Data Name
N Structure Fields
N Structure Field Values

Table. 12 DSSZ £3ff AEA|A ol &
Ef9] &efolct. 24 WCL $o] dole & shAlstE o
2] 2i0lo] At g A S Wk i F E2]9] 4
= FEE Table. 29} Zo] 4% tlojg mjdz 2|3t

&= dol

Table 2. Stored Data Structure

Scenario ID Collected Data Management

Transformed Merkle Root#N Hash

Merkle Root#N
Values

Hashed Field#M Transformed Field#M Hash Values
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4. Verification Procedure
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Fig. 9. Verification

IV. Software Evaluation
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Fig. 10. Test Environment
Table 3. Test Environment
e CPU Memory 0S
Name
Intel Core(TM)
Test . .
Laptop(Local) i7-4600M 8GB Windows10
aptopttoca 3.6GHz
ICU Intel Core
(R te) i7 E610 4GB RTST Linux
emote @2.53GHz
Intel Xeon
(R(r:lr:gte) Gold 6142 128GB Windows10
2.6GHz

1. Verification Rate Measurement
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Table 4. Test Scenario

Test Data Verification Data
[10] [Int32] Speed : [1-100] | [10] [Int32] Speed : [20]
[10] [Type] Speed : [20] [10] [Int32] Speed : [20]
[1-100] [Int32] Speed : [20] | [10] [Int32] Speed : [20]
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Table 5. Data Field Verification Rate

Test Case CToeusrtt Verg':taetlon
Changingcavsaelul of Field 100/100 100%
ChangiiagseFijid Type 100/100 100%
Cha”gincgasli'ai;l(.j Order 100/100 100%

2. Validity Test
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Table 6. Processing Time by Field Count
Number of Fields Time(s)
10000 0.130
30000 0.443
50000 0.897
80000 1.269
100000 1.334
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3. Resource Monitor
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Table 7. Compare Resource to CMS Software

Resources Exist Software DS
Software

Maximum of CPU(%) 3.8 8

Maximum of

Memory(kb) 31748 69804

User Objects 2269 44

GDI Objects 456 63
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V. Conclusions
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