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[Abstract]

In this paper, We surveys and organizes how Al technology is being applied in the defense sector.
First, it explains the current status of Al policy establishment in the defense sector by major countries
such as the United States and the current status of application to weapon systems and support systems.
Then, it explains the Al organization and policy of the Korean military and the application fields. In
addition, it explains how AI technology is currently being applied in the defense sector through actual
cases of the ongoing Russia-Ukraine War and the Israel-Hamas War. Through these cases, it is possible
to confirm what efforts the world's major countries are making to apply Al in the defense sector and

understand the disruptive innovation and application direction of Al technology in the defense sector.
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I. Introduction
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Fig. 1. Warfare and Technological Development
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II. Al strategies in the defense sector
of major countries

1. US Department of Defense
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Fig. 2. DoD CDAO Org Chart [4]
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Fig. 3. Project Linchipin Concept [6]

2. UK Ministry of Defense
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Table 1. Goals of Al Strategy of UK Military

Goal Description

Transform Defence into an ‘AiReady’ organisation

Adopt and Exploit Al at pace and scale

Strengthen defence and security Al Ecosystem

® |© 0o

Shape global Al developments to promote security,
stability and democratic values
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Digital DAIC-Ops e,
Foundry tal)

DIGITAL BACKBONE

Fig. 4. DAIC Operation Model
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3. Federal Ministry of Defense of Germany

= ouhgeRE 199 IRIRYclolxel Qg
5 A1y 71axE Wlsto] T Lok Ro A 8ot
o}, gE= Fo] gUEAE A7, t]zle]
s, agroz §Alsh| SaiM AlS 28l

de2g skt 2e 52e AEH: AL 2

'_.

olr
ok
B oo %0

i

VS Eﬂq o]l o

w1 o=

B2 A4P] WSt ES ohT 2o WHUPE

2, AAR0R M 4 g o2 WL 9
3 Ve Heole W, Al i

E)'E
N
|o
e TR

7tk 9o, of2f Fig. 61 o] thst Holof|Af
D2AEZ A1) Fof T 10].

Command, Control,

Intelligence,

Bompglﬂ_s_ Surveillance, Precision
Communications, Bacanaalascce Effects
Cyber (C4/5)
(Fihrung) (AufkiSrung) (Wirkung) (Unterstiitzung)
Common operational Military internet of ‘Wild Hormets: FCAS focus on
pictures things for tactical Al-enh d ility gation, cyber
. fot aie- security, training, and
life cycle costs
Electromagnetic
tesistance of
unmanned systems
(ESA5)
Missionlab
i Combat
Management System
(ACMS)
FCAS situational
awareness

Al for Next Generation Weapon System (NOWS)

ErzUniGlas: Glass battieheld

AuGe: Automated terrain evaluation 1o suppoit
operational planning

Ostflarke: Wide Area ISR
FCAS "kill chain” and Futuwre Combat Mission System (FCM3)
Main Ground Combat System (MGCS)

GhostPlay: Digital twin of the future Aldriven battiefisld

Fig. 6. Al Domain of German Military



A Survey of Artificial Intelligence Strategies in the Defence Sector 203

BMVg
KI Fachaufsicht

Ministry of Defense
Al Technical Supervision

Army HQ
Al Control Group

Test- und
Versuchsstrukturen
Test and

Experimental
Organization

Al Development Kdo H
Center KI Steuergruppe

KI-Development-
Center Heer |
AHEntwg
KI-Work-Bench-Heer
KI-Daten-Center
Heer Army DgwElopriregt Office
Al Data Center

BAAINBwW

Al Working Group

Research
Organization

Fig. 7. Al Organazation of German Military
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4. Dutch Ministry of Defense

digRts R e 2 gelo] Al Q1 98l 20224
Tololef 2tet % Al RYAIRE S dESHIT. LR A
© AlZotuel SRS Bosh] ¢at 2002 fojE
ekt Ale] 504 ZEsH o, 53] QA
{tol Al 7Feeh)e] AlE SRz Fi it UEs
=o] A2k Fig. 87} o] 571A] iAozt o] 2 Thsal
Al sk H9] B @40 tisiA AoRii{11].

s,

B, 5
3'

BB i ¢ a @

Fig. 8. Focus areas and Key enablers of Dutch

e FYRoIA P A9 F BE gL B
ARFGAIAE, SAGAIUAIAS, A, 24 % 7
o] o, BYATOI, ol 5 She W QA
2 A dole] Asda, wHE PRs1E, AN 2

714 EA HolE A& Q4% WAz Aolshgiry
UZHe =95et uies 20239 119 A&
REAIM(Responsible Al in the Military) Summit 33AMS
sh2 2502 sjalslelnt. Ygetso] Rk Al Feke
o A3t Ef B7hSurh & o Alo] Y gl TRo
Oiet 2P £ ok 22iA Al QI7He] A B
ofUA] A wefsfiof sttt FHOR JerEE EA
St e Holil o} g o] B30 wAA =9

U 213 (Regime), HAleH 52 =5t Qo

=

5. Ministry of Defense in India

202493 MA FAFI=9](Global Fire Power) 49] =7}
9 QLEE Alofo] e AL JHAIT We A 5t
Atk 2018 Q= FEUlo] Al T/FE Adsto] =
= ZRUsP7] Aot M 25 TheY] et &

WS WEAT PANAALY FUL B3 Tyt =

E(Al ZE, AFR/FRAMAR, CAISR, Aols] Bk,
% o3 512 Aely Yo, A=Y T
AL 722 Table 29} 2o 47)¢] SEE /1A F4I510

Table 2. Goals of Al Strategy of India Military

Goal

@ Specific targets given to DPSUs for AI Product
development

Description

User review conducted

Rs. 100 crore allocated by each service for Al
implementation

Al infrastructure for storage and computing under

@
®
®

creation




RERTEL]

°

94

S

ot Al 24.58 =1
=

100) 2]

Journal of The Korea Society of Computer and Information

204

s 88

7H(00F)

4H00%)
HMEExIES

Organization of ROK Defence Al Center

Fig. 11.

e B L - L OSSN b o T S T gy
BN R a_e oo — W gr — EECIRC LS ol o o s
e L I = L s T U T = ~
o T e oF T = % ok & _._._._,m_lAM_'ﬂ7ﬂo g
Hom s o & W of i = &= AN of Bl = X Ho jo <+ S &
mme C Rz o R HHD g "B O gy o ? m
- I3 5 ! K O

SRR, P, BRl Ry Gy T
AW ETERAYSET IR RAgS UE -~
— 1 1 v
m_‘m.w,k.on.rTﬂﬁmmm%%_w._qﬂe%dlme Mﬂx,_%olﬂm\_qm_mﬂ g &
%o o T oS .o < N = do =8 oy | Mo == go B U a 2
Mo 1_nG,11_m|_|_u_|woq_ MOﬂar__ATﬁﬁE Ho__bn_mowﬂ T
= X T o =y T ny mr fd = R L o T KK e =5
W e R w oo ORI o BT g N
Ar = op 0 Ko Kbopp B oy R o X c 3 o oo g g =z

Bo K2 oo PN RO - N Mg RO T g @
m.w_ﬁ_._._o_uon_ﬂuﬁot%%m_ﬁ_lg.% O T oA 5
fu) old <o - o K Jlo o ; —_ D il ol J
MEEL_OWOMTHM%HM@N#EW Aﬂﬂm@oofrmﬁw
o Kook w & B K T = o oF Mo oF 7 s < SN NP g E
K Ay — Kl o= g1 2, © — &l o = 25N L ¥
SN T g e~ R = Sy =N g =
A I~ < oz I T T o S W R o B T T o
—_— o = X— = =0 5 = <+ eﬂ‘_K7 o o
Kl T 7n_ommw_1___o]An_HoALwa_a Q% _Fx w d o
w-pf D)ol g, AT R R K W OR G o = o K Hom K gy - ®
= - Ao wk o K il X ToRu oy ® B
mw%mm.m_mﬂ do\haomﬂ‘_tﬁoﬂumow S 2 N < o o mrodo g
x,_%_nm M%MLOL_O%E‘_LQQJG R%ﬂmﬂL_quMw_.ﬂ -
r Jo % R RS B BT KK MR oF Bo &) ol ~ = A T Ho -
™G o ! m__AEl,momomoi e
%%@JO mu_uM;_a%a_amA = T Y .P
ot B j w o ool & AT S 5 k= S E .
iﬂﬂ W o= 8% — T T Q “Zﬂeh = L 1
<F u BD e | Mo, e Z o s o = [ 85
o oo 2o X <~ %P 5 3z
%Hﬁm_x N ok D omx oK M g E = c -
o D W U G I F o xTm W 2
R o e Tz g g
KO R - T o o © = E yyoF a ] &
FRWE B0 g = e E o :
— W < K N XD o 0 QO x T T o 5E ©
= e 0 9, 7 %0 Q2 Z 0 x= S R §
o Mo TE I Y o T o = %X 5 : "
AN o g 8y w 2 Kmﬁﬁ% = i £z
ﬂ_.AﬁlQ_omMLﬂ,_Aﬂw_._]a_a © O o pli N o
W R N o ok B 2w = R__LA_.7 =

= (o) ol mH ,N c

-

TEPodgrowad P shly &
R < L E . > )
KO]r K ~— T o— = - (¢] K L] 2
,I__Omﬂ‘:_ln_u._mn_u_/.._,lyx_/ﬂqOM . .mHﬂIWﬂD . * B
~ Ly o ~y < (ay — S H £ R 7 EBH] 53
o 2 o o G R ET 5 g = o
sTerdettrogg Exla ﬁ i
K i J0 T RN oy T e o S o
oF of W ™ K- W oo oop B R H -~ ~ ol o

S
=]

3}

=

ZShnke!

=13
=

[l Fig 101} #2 ='§Al 357

Fig. 10. 3—stage Al Development Model in Military Domain
(o)

ol YR AT 2022'd 7H22% =

< 13



A Survey of Artificial Intelligence Strategies in the Defence Sector 205

3. Current Al Application in Defense Sector
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Fig. 14. Potable X-Ray based on Al

IV. Recent cases of Al use in war

1. Russia-Ukraine war
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Fig. 15. Six key areas of Al Application in Ukraine Military
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