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[Abstract]

This paper proposes the use of anomaly detection using LSTM AutoEncoder to verify the possibility
of anomaly detection function through Al in the control environment of the interlocking weapon system
of a naval combat system.. Performance data such as combat system logs and metric data were
collected and time-series preprocessed with the ELK Stack. The LSTM AutoEncoder model, which uses
the LSTM network-based Eocder to compress and dimensionally reduce data, and the Decoder to
restore the input data to a similar form, was trained using only normal environmental data. Afterwards,
the performance was evaluated using test data generated by simulating normal and abnormal situations,
and a high score of Accuracy 0.99, Precision 0.97, Recall 0.87, and F1-Score 0.92 was output. This
study confirmed the applicability of the model generated through machine learning in the detection of

anomalies in the control environment of the interlocking weapon system of a naval combat system.
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I. Introduction
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Fig. 1. Defense Al 3—stage development model
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II. Preliminaries

1. Related works
1.1 Naval Combat Management System
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Fig. 2. Naval Combat Management System

1.2 Machine Learning(ML)
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III. The Proposed Scheme
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Table 1. Features of datasets
feature Description
log_ Number of data collected through FileBeat
count - range : 0~1.0(Use MinMaxScaler)
metric_ | Number of data collected through MetricBeat
count - range : 0~1.0(Use MinMaxScaler)
traffic_ | Number of data collected through TrafficBeat
count - range @ 0~1.0(Use MinMaxScaler)
winlog_ | Number of data collected through WinlogBeat
count - range : 0~1.0(Use MinMaxScaler)
traffic_ | Minimum traffic bytes among data collected
byte_ through MetricBeat(system.network.in.bytes)
min - range : 0~1.0(Use MinMaxScaler)
traffic_ | Maximum traffic bytes among data collected
byte_ through MetricBeat(system.network.in.bytes)
max - range @ 0~1.0(Use MinMaxScaler)
traffic_ | Traffic bytes average value among data collected
byte_ through MetricBeat(system.network.in.bytes)
avg - range @ 0~1.0(Use MinMaxScaler)
cpu_ Minimum CPU usage rate among data collected
usage_ | through MetricBeat(system.cpu.user.pct)
min - range : 0~1.0(Use MinMaxScaler)
cpu_ Maximum CPU usage rate among data collected
usage_ | through MetricBeat(system.cpu.user.pct)
max - range @ 0~1.0(Use MinMaxScaler)
cpu_ Average CPU usage rate among data collected
usage_ | through MetricBeat(system.cpu.user.pct)
avg - range @ 0~1.0(Use MinMaxScaler)
memory | Minimum memory usage among data collected through
_usage | MetricBeat(system.process.memory.rss.pct)
_min - range : 0~1.0(Use MinMaxScaler)
memory | Maximum memory usage among data collected through
_usage | MetricBeat(system.process.memory.rss.pct)
_max - range : 0~1.0(Use MinMaxScaler)
memory | Average memory usage among data collected through

_usage | MetricBeat(system.process.memory.rss.pct)
_avg - range : 0~1.0(Use MinMaxScaler)
error_ | Not error or error
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Table 2. Features Data Statistics

Seales | log couns metric_ traffic_ winlog_
count count count
mean 3827.322 | 411.2592 | 5417.743 | 6.504467
std 546.3588 | 194.7839 | 4896.027 | 3.459508
min 1 189 594 1
25% 3553 203 605 3
50% 4086 588 701 7
75% 4156.25 597 10478 10
max 4948 626 10679 15
Statistics | CPU-usage_ cpu_usage_ cpu_usage_
min avg max
mean 0.036441 0.197051 0.300838
std 0.007007 0.179992 0.279222
min 0 0.020958 0.031613
25% 0.031415 0.044911 0.06307
50% 0.035964 0.051146 0.075649
75% 0.041288 0.409562 0.624739
max 0.124786 0.458458 0.72856
Statistics traffic_byte_ traffic_byte_ trafficfbyte_
max avg min
mean 8225652725 4424865795 0
std 5459028282 3312211820 0
min 2244194.75 722106.9067 0

25% 3823629942 1513453707 0
50% 7003346352 3189192982 0
75% 12024576051 | 6983470969 0
max 21835578875 12147099569 0
Statistics memory_ memory_ memory_
usage_min usage_avg usage_max
mean 0.001615 0.016934 0.034338
std 0.001836 0.008283 0.01641
min 0 0 0
25% 0 0.015851 0.036288
50% 0.000214 0.021104 0.041128
75% 0.003876 0.022251 0.043179
max 0.004256 0.025809 0.052976

2. Model Learning and HyperParameter setting
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Layer (type) Output Shape Param #

Istm (LSTH) (

stm 1 (LSTH) | (one, 32) 12,416

repeat_vector (RepeatVector) ( 35, 32}

1stm_2 (LSTH) ( » 55 32)

1stm_3 (LSTH) ( s 5, 64)

| time_distributed (TimeDistributed) | (lone, 5, 13)

Total params: 66,381 (259.30 KB)
81 (259.3¢ KB)

(@.0@ B)

Trainable params: 66

Non-trainable params: @

Fig. 8. LSTM AutoEncoder structure
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IV. Test Results and Evaluation

1. Model Learning Result
1.1 LSTM AutoEncoder Anomaly detection

FIAFAA 78 AA 95 A 24E Y
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Fig. 9. LSTM AutoEncoder learning results

Fig. 10.2 &3 29 30| 99 o] 272 23
£ Al 2 Qe g vlae sk Al £
3| 2 7|&x0 2 XA} H|A

Yot 4 9l AR AF =
Eo1E7 He oY
& HlolHet Bl i

olEIZ Fstol WY ol WA BB AFY 4 ck

Threshold

Fig. 10. Distribution of reconstruction loss errors during training
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g. 11. Test dataset reconstruction error distribution
(threshold 0.03)
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Fig. 12. Test dataset reconstruction error distribution
(threshold 0.05)
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1.2 K-Means Clustering Anomaly detection
K-Means Clustering 23 A8 4 o)A} EFX] Aup=
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Fig. 13. K-Means Clustering Results

2. Model evaluation

M=l LSTM  AutoEncoder ©oJAF &) ool ol
K-Means Clustering 0|4} &A] 2Eo] A= =X 9 olf
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Fig. 14. confusion matrix
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2.1 LSTM AutoEncoder confusion matrix
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Fig. 15. LSTM AutoEncoderE confusion matrix
(threshold 0.03)
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Fig. 16. LSTM AutoEncoder confusion matrix
(threshold 0.05)

2.2 K-Means Clustering confusion matrix
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Fig. 17. K-Means Clustering confusion matrix

2.3 Model performance evaluation results

Al(1)~(4)& o]8sto] LSTM AutoEncoder o]4 &X]
2do] AAR] 0.02HE 0.06& 71&02 HeXRE F
St 22 Table3x} At} E35H K-Means Clustering 0]
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Table 3. Performance LSTM AutoEncoder Model

Threshold | Accuracy | Precision Recall F1-Score
0.02 0.996 0.972 0.883 0.923
0.03 0.996 0.971 0.874 0.917
0.04 0.996 0.968 0.844 0.897
0.05 0.994 0.963 0.792 0.858
0.06 0.994 0.974 0.767 0.841

Table 4. Performance K-Means Clustering Model

F1-Score
0.344

Recall
0.742

Precision
0.509

K Accuracy
2 0.489

IV. Conclusions
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