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[Abstract]

Source code obfuscation is an essential technique for software security and intellectual property
protection. Traditional source code obfuscation methods depend on human-driven processes or predefined
algorithms implemented by obfuscation tools. As a result, it becomes difficult to effectively manage the
quality and complexity of obfuscated code. However, given that the required level of obfuscation differs
based on the threat model, we need to develop techniques that can flexibly adjust the level and
complexity of obfuscation. This paper proposes an automated framework that generates obfuscated
source code from original source code using GPT-40. The proposed framework generates prompts based
on 12 obfuscation techniques and utilizes these prompts as input to GPT-40. The generated obfuscated
source code is executed and verified to ensure that it maintains the same intended functionality as the
original code. Experimental results demonstrate that the proposed framework successfully executed 48

out of 60 obfuscated source codes while effectively applying the intended obfuscation techniques.

» Key words: Generative Artificial Intelligence, Large Language Model(LLM), Source Code Generation,
Source Code Obfuscation, Obfuscation Technique, LLM Performance Evaluation

* First Author: Jihun Han, Corresponding Author: Geumhwan Cho
*Jihun Han (smallstone00@korea.ac.kr), Dept. of Al Cyber Security, Korea University
*xSeung-A Park (hn8909@korea.ac.kr), Dept. of Cyber Security, Korea University
*xJoonseo Ha (cujs1106@korea.ac.kr), Dept. of Cyber Security, Korea University
*Chang-min Lee (2020270127@korea.ac.kr), Dept. of Al Cyber Security, Korea University
*xxxKyung-mi Jung (kmjung@korea.ac.kr), Edge Cloud Data Security Research Center, Korea University
*xxxMee Lan Han (blosst@korea.ac.kr), Dept. of Al Cyber Security, Korea University
*x*xxJun-Seob Kim (jskim90@korea.ac.kr), Dept. of Al Cyber Security, Korea University
*x*xxGeumhwan Cho (geumhwan@korea.ac.kr), Dept. of Al Cyber Security, Korea University
* Received: 2024. 12. 09, Revised: 2024. 12. 26, Accepted: 2025. 01. 02.

Copyright © 2025 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



74  Journal of The Korea Society of Computer and Information

(2 <]

A2 S5 RS A E o] Wk} A4 ARt HEE 98 AREEE T a3 7]Eolth 7]E9
a2 FE 5 A9 Aoy Rt Eael] o3t uAE darg|ge] ofE el froldel wst
H dsshe Al S B34S BH R Aoy oy fey 99 el upeh 8475
T st FEo] SRR teldl b £ B fddl 24E § e 7lee] e
Stk 2 =Rl AT GPT-4oE HE38le] 98 A A= U5EEY A A5 A AAshs Ty
AAAE ARMRTE AlgtelE g 12719 dEst e VR ZEIES YA
GPT-400ll 4o ARgoith A Wst A2 I A Aaks AF6ke] v} A o=
E frAeh=A gldth A3 A3t Atd a9 As Bk 42 2= 607 T 487171 Lt
TUs e d oA or AAFglen duit 7IYE AR AEd s Alsi
> FAHO Y8 ASAls, HitE A0l 2B, A& FE Y, A4 FE HSFL A4 FE =g,

Oz 210 22 845 87t

I. Introduction
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II. Backgrounds and Related Works

1. Backgrounds

1.1 Generative Al and LLM
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Table 1. Categories for generative Al models [7].
Category Models
m DALLE 2
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1.2 Prompt Engineering
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1.3 Source Code Obfuscation
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2. Related Works
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2.2 Existing Source Code Obfuscation Tools
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*| Obfuscation Technique Selection |

—'| Sending API Requests to GPT-40 ‘
¥

!_{% ] | Techniques || Original Code |
¥

Prompt Templates | Execution of Generated Code ‘
: —
| Task || Workflow || Constraints | Verifying the Code’s Output > . ’
| Execution Error H Mismatch in Results | U
T Database

| Formatted Prompt Generation |~

‘I Adding Comments Based on Results ‘

Original Code

Prompt Generator

API Requestor

Fig. 1. Obfuscated code generation framework overview.

III. The Proposed Framework
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Algorithm 1 Prompt Generator

: Input: original codes (list of python codes),

XML file (obfuscation techniques)

: Output: prompts (list of prompt)

: parse obfuscation techniques from XML file

: generate obfuscation technique combinations 7'

: for i to T length do

for code in (original codes) do
generate a prompt « prompt templates, T[i]. code
save the prompt to DB

10: save the amount of token for the prompt to DB

11: end for

12: end for

oW N e

9 A o

Fig. 2. Pseudo code for prompt generator.

2. Prompt Engineering
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# Task:

You are provided with a specific code obfuscation
technique, and the original script (original_script.py).
Your objective is as follows:

Apply the provided obfuscation technique and its options
to the original Python script (original_script.py).
Generate and obfuscated version of the original script.

# Workflow:

1. Apply the specified obfuscation technique to the
original Python script (original_script.py).

3. Generate the obfuscated Python script.

4. Output the final obfuscated code.

# Constraints:

Note that, you must not explain the process, just focus
on making the final obfuscated code.

The output must only contain the code generated as a
result, without any explanation.

The examples provided are just examples, you must
apply the given obfuscation techniques based on the
(original_script.py).

Resulting code must be executable and contain no
syntax errors.

# Obfuscation Technique:
<technique name="0Obfuscation">
<description>Obfuscation Technique: A set of
methods designed to make source code difficult to
understand and analyze without altering the actual
behavior or output of the program. These techniques
aim to protect intellectual property, sensitive
information, and code logic by obscuring code structure
and increasing the complexity of reverse
engineering.</description>
<option name="Function Encoding">

<description>Encode function definitions or
calls using Baseé4 to hide their behavior from static
analysis.</description>

**Example:**

<python>

{{Example}}
</python>
</option>
</combination_item>
</technique>

# Original Code:

original_script.py - The following original Python script
to be obfuscated and converted.

(original_script.py)

{{script_content}}

Fig. 3. Prompt example for generating obfuscated code: a
ratio comparing the complexity of the obfuscated code to the
original code, based on Halstead’s Complexity Measures.
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3. API Requester
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Algorithm 2 API Requester

1: Input: prompts (list of prompts) p € P,
2: original codes

3: Output: obfuscated codes (list of codes)
4: for pin PP do

B

for i = 0 to max_retries do
6: Request a response for p using GPT-40
it Update DB with generated code and token count
8: Execute the generated code
9: if Error occurs during execution then
10: Add comments to p with error information
11: else
12: Compare execution results with the original code
13: if Results differ then
14: Add comments to p with differences
15: else
16: break (Exit retry loop if successful)
17: end if
18: end if
19: end for
20: end for

Fig. 4. Pseudo code for API requester.
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Table 2. Table Components in database.

No. Column Name Data Type
1 id INTEGER
2 obfuscation_technique TEXT
3 original_code_name TEXT
4 original_code TEXT
5 prompt TEXT
6 prompt_token INTEGER
7 obfuscated_code TEXT
8 obfuscated_code_token INTEGER
9 retry_num TEXT
10 final_prompt TEXT
11 entire_response TEXT

4. Obfuscation Techniques
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Table 3. Obfuscation technigues with components
and methods.

No. Obfuscation Component
1 Variable

2 Function

3 Object

No. Obfuscation Method

1 Name Mangling

2 Dummy Data Insertion
3 Similar Data Insertion
4 Data Encoding
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Table 4. Evaluation matrices for the experiments.

SEIELn Description
Matrices P
Execution The ratio of executable code among the

Success Rate generated code.

The ratio of code that produces the
same output as the original code before
obfuscation.

The ratio of code where the intended
obfuscation technique is correctly
applied, verified through heuristics
The monetary cost calculated based on
token usage from API requests and the

Equality

Effectiveness

Effort Ratio

(ER) . .
program execution time.
A ratio comparing the complexity of the
Cost obfuscated code to the original code,
based on Halstead’'s Complexity
Measures.

2.2 Evaluation Metrics
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Fig. 5. Results of generating obfuscated code (SR:
Single Request, SRwE: Single Request without Example,
R5TF: Retry 5 Times based on Feedback, R10TF: Retry

10 Times based on Feedback).
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Table 5. Success rates of generating obfuscated
code by using GPT-4o.

Cases Success Rate
SR 76.67%
SRwE 53.33%
GPT-3.5-turbo 3.33%
R5TF GPT-4-turbo 23.33%
GPT-40 80.00%
R10TF 78.33%

o] 571 el AEE B AL WM AH} EUsH
A3y Aol e} 2l 52)0] RQARSTRIS 4342t 39
o, oA S AlEsHA] %= A MY B2 A BE B
o Yot AdE Fes &Rlgt Aut, Holy 13i9Z
~goleS 237 Hgao] Tt AR ge Aoz
RIEQJOoH, §35] 15 4R+ AITE7] o]Ae] Hi
S a2 BEYA| IR wBots S AA EAiont



82 Journal of The Korea Society of Computer and Information

e Al 2o g 45 vlns sl dsol 7
Z£2 R5TFO] tjjalf GPT-3.5-trubo ¥ GPT-4-turbo &

e 7)oz Bttt WS} Kgol il ot
W5 Aot by 2 e slsidc
GPT-3.5-turbo(Ad55: 3.33%)2t GPT-4-turbo(’d35&:
23.33%)0) 749 F=8t 71ue Atk K 8stx] Ratio
o] AT O] Rt uReA el

Lo ol

=

fu

ru

Table 6. Average and standard deviation of obfuscated
code’s ER (u: mean, o' standard deviation, w. de: with
data encoding, w/o. de: without data encoding).

def graph_example{}:
print{ MESSAGE)
graph = Graph(3)
graph.add_edge((), 1, 4)
graph.add_edge(0, 2, 1)

class Graph: =
def __init__(self, verticesh
self.vertices = vertices
self.graph = {vertex: {} for vertex in range(vertices)}
def add_edge(self, u, v, weight):
self,graphfu][v] = weight
def dijkstralself, start):
distances = {vertex! float(inf'} for vertex in rangelself.vertices)}
distances[start] =0
visited = set{)

Cases K © I o .
(w. de) (w. de) (w/o. de) | (w/o. de) def BEBBE(self, u, v, weight): [Wl
SR 1.2161 0.7111 1.3244 0.5664 self.graphlul [v] = weight Mangl
SRwE 1.1969 0.5522 1.2144 0.4962 Dummy Variable
R5TF 1.2656 0.9277 1.3852 0.8772 "} Insertion
R10TF 1.2841 0.7899 1.3880 0.6931 printtMESSAGE)
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graph = Graph(5)
graph.add_edge(2, 1, 2)

checked = set(]

BT = bytes(10)

def BRiRSHER(sclf. starth: Similar Funetion
results = {nede: @ for node in range(self.vertices)} Insertion
results[start] =0

ENEEEEEEIEES = V2 che 3MgR:

execibaseid biddecode(encoc

led_class).decode()) Encoding

Fig. 6. Example of Generated Codes with the Obfuscated
Technigues.
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Table 7. Cost and execution time of generating
obfuscated code.

Cases Cost ($) Execution Time (sec)
SR 0.44 678

SRwE 0.43 603

R5TF 0.91 1,214

R10TF 1.90 2,342

2 QTolME A Ze0] dEst H5e
7}0}7] Ao} 712 =4 A =91 Pyminifiere}t Opy=
e PUNEL R ) %*46}2";@ st e
Sof 27e Hae] o] 2t WEe] GANS SKal
+ A&l BLEU score[29]5 /\}36}03‘001 BLEU %}o]
We2% Ussbl o & olgoial Zloz sttt
N QEAA BT ol HojE Yset e By

>1

r

257 g2of|, 243t vl g 95l YEst Alew B
e A 8, 7 d=at 7] st T—Er‘?j% e
AT YAoR AFS Msstgltt. w5t 72 =t 3
SACZ A|Ush= W=at 7]Ho] st A3s 4
stglon], Alotet mef el To gt AlFohe st 71
< vl gl Al

Table 8. Average BLEU scores of each model
categorized by different techniques.

Variable | Function Object Strin
Models Name Name Name Encodi?]
Mangling | Mangling | Mangling <

Pyminifier [27] 0.3464 0.4588 0.3564 -
Opy [28] 0.4417 0.8216 0.4643 0.9115
Ours 0.3803 0.5923 0.3616 0.9361

Table 8o AAJE BLEU 45 vlog &7 HAE

£ 28ist Ayl Variable Name Mangling

(p = 0.5391)7} Object Name Mangling (p = 0.3844)
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