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[Abstract]

Recently, digital crimes abusing artificial intelligence (AI) technology have been raised as a social

problem. Advances in technology are changing the nature of crime. In particular, in order to deal with

this phenomenon as deepfake crimes become rampant, the Special Act on the Punishment of Sexual

Violence Crimes, etc. on October 16, 2024, requires the purpose of distributing, etc., in the punishment

provisions for synthesis, editing, processing, etc.

By deleting the purpose crime provision, the

punishment for editing deepfake pornography for the purpose of distribution, etc. has been expanded to

include punishment even in cases where there is no purpose such as distribution. New regulations have

been established to punish not only creators of deepfake pornography, but also those who possess,

purchase, store, and view the content. The scope of application has been expanded in that possession is

also punished, and punishment for producers

of deepfake pornography has

been significantly

strengthened. Additionally, the Act on Sexual Protection of Children and Adolescents is actively

responding to deepfake crimes. In addition, deepfake election crimes, defake copyright infringement, and

criminal legal issues are problematic. In this study, we examine the functions and social risks of

deepfake and seck countermeasures according to the reality of digital crimes using deepfake technology.

» Key words: Digital sex crime, Deepfake, Artificial intelligence, Pornography, Criminal liability,

Ability to take responsibility, Election crime, Defamation
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Table 1. Age Status of Arrested Suspects in Korea
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II. Preliminaries

1. International trends
1.1 USA
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1.3 Other countries

2. Domestic trends
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3. Usefulness of deepfakes
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III. Deepfake-related crimes

1. Deepfake sex crime

1.1 Reality of deepfake sex crimes
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Table 2. Status of Deepfake Sex Crimes
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1.3 Trends in precedents
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2. Deepfake election crime

2.1 Reality of deepfake election crimes
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2.2 Problems with deepfake election crimes
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Fig. 1. Current Status of False Video Crimes

3. Crimes of intellectual property infringement,
including copyright

3.1 Copyright infringement
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3.2 Types of Copyright Infringement
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Fig. 2. The Government’s Eight key Wigital Issues
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