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[Abstract]

Voice phishing victimization data exhibit distinct temporal patterns. This study compares the
predictive performance of VAR and multiple linear regression models, considering their ability to
capture time-series volatility. Principal component analysis was applied to voice phishing data (Jan
2018-Sep 2024), identifying three patterns explaining 99.31% of variation. An optimal window size of
12 months was determined through AIC testing to avoid overfitting. Model validation controlling for
seasonal variability using Jul-Sep 2024 data showed the VAR model (MAE 33.06, MAPE 14.72%,
RMSE 56.41, R* 0.94) outperformed multiple linear regression by 2-3 times across all metrics. The
VAR model was then used to predict victimization for February 2025, with 95% confidence intervals
accounting for data volatility. Results predicted decreased victimization across all age groups, leading to

suggestions for age-specific prevention strategies.
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I. Introduction
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II. Preliminaries

1. PCA Modeling
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2. Theoretical background of the VAR model
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2.1 Estimating and analyzing VAR models
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3. Multiple linear regression model framework
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III. Voice Phishing Prediction

1. Dataset configuration

1.1 Victims of voice phishing

Table 12 ZoIA g3t AL2 2, 20184 19RE]
20249 9Y7HA HolAmA ¥¥ @S Uehdct.
Table 2% AN AZsts Bolany mafate] A
49 Pake Yepdd,

Table 1. Monthly Voice Phishing Statistics

Year Month Voice Phishing Incidents
2018 1 3035
2018 2 2254
2024 7 1682
2024 8 1709
2024 9 1203

Table 2. Voice Phishing Victims by Age Group

Year 20s and 30s 40s 50s 60s 70s and
under above
2016 3209 3735 4542 3834 1261 459
2017 5273 4887 6473 5412 1807 407
2018 4480 6483 9842 9313 3389 625
2019 3855 6041 10264 | 11825 | 4617 1065
2020 5323 4406 7704 9217 4188 843
2021 5459 3299 6755 9564 4778 1127
2022 6805 1821 3413 5378 3462 953
2023 8886 1621 2325 3149 2144 777

Table 20]A4= 2016\ AEE 2023A7X|9] Hlo]E|E 20
o ols}, 30T, 40ty, 50th, 60y, 70tf ojfo =z LEs}
of APdetCt.

1.2 Configuration of datasets for forecasting
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HolAmy] msf HlojeE 7[¥tog RAS ZI3¥sirt.
tlojE= AFTE(20th olst, 30cH, 40tH, 50ch, 60tH,
700 o)) A dE(1ERH 129) msf] Az 4=
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Table 3. Monthly Voice Phishing Incidents by Age
Group

Year |Month 20s and 30s | 40s | 50s | 60s 70s and
under above
2018 1 398 576 | 875 | 828 | 301 56
2018 2 296 428 | 650 | 615 | 224 141
2018 3 392 568 | 862 | 816 | 297 55
2018 4 383 554 | 841 796 | 290 53
2024 6 760 139 | 199 | 270 | 184 67
2024 7 791 144 | 207 | 280 | 191 69
2024 8 803 147 | 210 | 285 | 194 70
2024 9 565 103 | 148 | 200 | 137 49
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2. PCA for dimension reduction
2.1 Explained variance ratio of PCA
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Fig. 1. Explained Variance Ratio of Principal Components (%)
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2.2 Analysis of the characteristic patterns of
each principal component
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Fig. 2. Factor Loadings of Age Groups on Principal
Components
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2.3 Time series normality test results
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Table 4. Results of ADF Test

PC1 PC2 PC3
ADF
Statistic ~8.7483 -5.4098 -4.672
—value 1.354e-12 (< | 3.465e-05 (< | 7.793e-04 (<
i 0.01) 0.01) 0.01)
Table 49] Zuwo] w2, 7t 24wl p value7}

0.01%c} §R3| Ao} ALIPUTT EAN)S 7

R A AR 5 o ol o] o
oA AHEE AAY dolept EAxoR oA

VAR Rela} CHEA%8 7 2] A3ate oojici1s)
B4 e AR gAe) 20 B4 azie

O O — 2 T E‘ ﬂ
olejo] A Exo] Al Tt WS SATS B
ATt o] A70) Ak A= HolAmly dlojejo] &
qEgo] PR AAY SHS AT e B
78], o|F WO A2y ok BAl oS0 Thsae

AR,

3. Prediction of voice phishing damage
3.1 Optimization of time series prediction models
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Fig. 3. Comparison of AIC Values by Moving Window
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3.2 Comparison of VAR model and linear
regression model

o] AFLoAlE 2018'd 1L HE 2024\ 9L7HR|9] A
g wolamd Wal HolEE tgoR FYRRAe
=5 glojelo] AIYS FASHAT IHTS WAl 9
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ol A Alg 127492 AAeigon, 67) Ay wa
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0% HlgoR VAR RHn} CiEAYEY RS 149}
o] 2024 7EEH 9Y7HX|Q] msl| FR2E Table 59
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Fig. 4 7¥o] o =35ttt LR(Linear Regression)2 Th&
NYeY DS Uetit,
Table 5. Comparison of Model Predictions
(July-September 2024)
20s 70s
vear- |Categ Model | and | 30s | 40s | 50s | 60s | and
Month| ory
under above
Predi| VAR 751 135 | 194 | 264 | 190 65
2024.7| cted LR 851 178 | 289 | 415 | 269 | 86
Actual 791 144 | 207 | 280 | 191 69
Predi| VAR 767 | 133 ] 188 | 256 | 188 | 66
2024 8| cted LR 684 | 102 | 117 | 141 | 126 | 49
Actual 803 | 147 | 210 | 285|194 | 70
Predi| VAR 775 | 133 186 | 255 | 188 | 66
2024.9| cted LR 936 | 172 | 258 | 364 | 251 86
Actual 565 | 103 | 148 | 200 | 137 | 49
20s and under —— 30s —— 40s
—— 50s —— 60s —— 70s and above
—e— Actual
yiol ik -=- VAR
: -l LR
0.8
2
=
§0.6
°
&
TEuo.:t
S
-
0.2
0.0
2024.7 2024.8 2024.9
Year-Month

Fig. 4. VAR Model versus Linear Regression —
Predicted versus Actual Values by Month (2024)
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4. Comparative analysis of performance evaluation
4.1 Metrics for performance evaluation
o] AoM= theAddely wHat VAR RH9] o
‘45 B7F2 Holl Table 60 AA|E 47FK] B7F A &[19]

2 Fgslg]
Table 6. Performance Evaluation Metrics for
Prediction Models
Metrics Description Formula
‘Average absolute differ
MAE ence between predicted
(Mean and actual values MAE=
Absolute | -Provides intuitive mea (1/77,)21\y1—y1\
Error) sure of prediction accur
acy
RMSE
-‘Square root of mean
(Root RMSE=
Mean squared errors / . —
‘More sensitive to large (/) 3y, =y, )?
Square - . =
prediction deviations
Error)
MAPE ‘Relative error express
(Mean ed as percentage . MAPE—
Absolute |-Useful for comparlng (100%/m) 331 (= 5/
Percentage | errors across different =1
Error) scales
RZ
.| ‘Indicates model's expla
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