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[Abstract]

With advances in today’s portal sites, it becomes possible to provide more diverse and higher quality
services than before, and map services have become indispensable in real life and the service industry.
As convenient and accurate as map services might be, however, the services also have security
vulnerabilities. For instance, they may expose the location information of national critical facilities
related to the safety of the public. More specifically, the location information is exposed not only by
satellite and aerial images about national critical facilities but also by the names of facilities and places.
This problem may lead to an increased risk of terrorism and provocation. This study analyzes the
security problem with portal service maps, in which the names expose the location information about
military installations and bases among national critical facilities. This study selected unique names,
common names, and symbolic names as the names that can identify military installations and bases. By
analyzing the exposure status of these names, this study explores countermeasures to prevent the

exposure of location information of national critical facilities.
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I. Introduction

ARl £2J7F AHgSle ZRAPIE A R/ H
2oz Qs AdAEat MujAdiioly 2t YRS
APRISEAL Itk SHAIRE of2ieh ZEANO|E A|&= AfH]2A0]
© =719 AEE st a4 EAEHL Aot tiaX
o2 Zlof oMyt wHH =7HE A0l Y R TE
APRIOl sl AR =EEE ARV Qe =9
TIGAINE F7EEAAIER] S 2 e PR R
7ol 22l =&Eo] thiio] LWasith= A[Ao]
URTH1]. EQF REWSRIt AlEdhe A= AfH]Ao=
U LARPEO] =EE O] e R AEE S2] &
< Aol SRl Qi

U ZRAPIEE 7HE A0l 9 * AR
288 AEHA] =g £X|E FstL ot 271584
A5 U3 UAS BH Yo, 7Pt 59 22 A
& 3L YAl M A 20 LEREA] oot Ufu]A|o] o]
L 2 A7) MujAS o8 2 flen 53] Yoy 9
Al=ofrls S8 20l 2A1" 71=A R3],

olef thxAoR o F2 = LEA|E Akee &
AR, AAEER A S =7HSRAIE0] =L At EoA
oF HolA A2jd Zat vz B & =5 7iE o
AcHA4]. olofl tisl 22 suigSs Asto "=u A A
Aol sl /g olmlA] S H2 gz AlRtstL 9
o1 shlouHs] 271EaA1dY] =E AT SiAEA|
%ot =0 aet o= Al BhEg U] HoME k=F
2 QMR Ygo] 7hEHths oln2 ARIH AR ARV
ATH6.

T7HS A HAPIEE REEE e A #
G ol Al 3 Al BAS S E =3
7 Stk WAL Fe A ol AR S7HHE
geet 1o RS 758 4 AeH(7] o=t =7Hs e
A2 ARIZE =F FAlE FAR] EE R =T Y
2 ol 53] 2ol ¥

SHERIE =2 HAA

HE ZEsto] w7tearldy e 4R A2
4 A 2 Qe dEARl e 4
oz &8 7te/dol =71 Weoll8] =7te’Ald
= A olsofof gt

> O
o[y
)
i
>
39,
rr
T3
1)
U hu
o,
ba)

_l

0 4o
Ral)
o
T
|_'_4
o
g
T T

>
N
1717
=t
al
Ra)
ol

2 A7) Mu| 29 YRIGERE S8 4 Qo o]l
LEAEETO] obd Z7HEaAld dHE ZYE O Qlof
8% YAV Id2 =3E 0 Qi =3 =1
QA9 YA EE HIZ R =2 Al #APE 2 F]E
7 Qo] =71 2 o] "rt. 1B ZHA|E
A= 27 A ) did opefeh Aot 2
23t Agolct. ARl ZEALOIE A &f 91 R LFA
s T RAIE = E SAle A TS ol F
lon i3 yehS 2A Fof Qlott A YA =
2 Aot TS RAIE AR Fat HHAd

oA} oAl L ik

Tt 2 =w2 ZEAIE Ay 27HEAEY
HAVGE =20 ol oter] fls =7t Al & <
AR R 7IRE SHeR OF odolth dARE B
71R19] B2 IR PR o Y B 2340

Mooy Romo

A

o) 1Y, BAYA, AV 502 A1gHT Ut
[9]. o1& Sof Ak 1Fo] 1, Wolsich o] 2
o) FAoILt. FRol 318250 2 B ol

28 10, ol2id BYRRIE AEARY Ay
Fo] 51 e 94 U FBA AlEg Holx] U
Aejettiete s A149) BRet 44, A S AlEd
9l BAVE At BU) ZPAIE A4 BHERA
g IR B3kl 2ot W, vick 59 At A|HAI2
2 7R QI ZteiAl 87 U A8 U ARRRst i
ERF 9lop] thtio] 2o] ZEAo|E AEE 5L
A $IRIZE 914 2 ABARLOR wEElof 9lon] Al
9 APAEE R ZYAo|ES SAPA UeR} gl
efolct. ol2]at Aejg vfgto2 A U 71x)7} ¢

2 0w 2ol & T 7R
o2 JE 1IN 15289 PHed
AF. 230N 215
u

Aofl sh 2t



A Study of Analyzing the Security Problem of National Critical Facilities Exposed on Portal Site Maps

- Exposed Names of Military Installations and Bases - 173

II. Related Research

2.1. Nationally important facilities
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III. The Proposed Scheme

3.1. Research methods
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Fig. 1. Internet portal site market share
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Table 1. military facilities and bases subject to data
collection
military base army navy marine airforce
operations 2 0 0 0
command
corps 7 1 2 1
division 34 5 3 4
brigade 38 7 2 16
total 81 13 7 21
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3.2. Exposure status of military facilities and
bases
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Table 2. status of exposure of military facility and
base name information

division naver | google | kakao | yahoo
operations and 1 2 8 25
corps
division 42 61 39 59
army brigade 22 39 21 32
total 75 122 68 116
% 51% 56% 65% 73%
corps 1 0 0 2
division 15 18 6 5
navy brigade 13 11 5 11
total 29 29 11 18
% 20% 13% 10% 1%
corps 1 2 0 1
division 2 7 1 2
marine brigade 6 12 4 2
total 9 21 5 5
% 6% 10% 5% 3%
corps 6 4 3 1
. division 5 5 2 0
ar brigade 24 37 16 18
force
total 35 46 21 19
% 24% 21% 20% 12%
total 148 218 105 158
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3.2.1. Status of military facilities and bases
exposure due to exposure to proper names
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Table 3. status of exposure of proper names of
military facilities and bases

division naver | google | kakao | yahoo
operations and 2 4 0 14
corps
army division 3 13 0 34
brigade 0 9 0 21
total 5 26 0 69
% 45% 63% 0% 81%
corps 0 0 0 1
division 2 5 1 3
navy brigade 2 1 0 2
total 4 6 1 6
% 36% 15% 50% 7%
corps 0 2 0 1
division 1 3 0 2
marine brigade 0 4 0 2
total 1 9 0 5
% 9% 22% 0% 6%
corps 0 0 0 0
air division 0 0 0 0
force brigade 1 0 1 5
total 1 0 1 5
% 9% 0% 50% 6%
total 11 41 2 85

3.2.2. Status of military facilities and bases
exposure due to exposure to common names
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Table 4. status of exposure of common names of
military facilities and bases

corps 0 0 0 0
division 0 0 0 0
marine brigade 0 0 0 0
total 0 0 0 0

% 0% 0% 0% 0%
corps 0 0 0 0
air division 0 0 0 0
force brigade 0 1 0 0
total 0 1 0 0

% 0% 17% 0% 0%
total 0 6 0 1

division naver | google | kakao | yahoo
operations and 0 0 0 0
corps
division 0 0 0 1
army brigade 0 5 0 0
total 0 5 0 1
% 0% 83% 0% 100%
corps 0 0 0 0
division 0 0 0 0
navy brigade 0 0 0 0
total 0 0 0 0
% 0% 0% 0% 0%

3.2.3. Status of military facilities and bases
exposure due to exposure to symbolic names
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Table 5. status of exposure of symbolic names of
military facilities and bases

division naver | google | kakao | yahoo
operations and 2 5 1 5
corps
division 25 28 22 2
army brigade 10 9 10 0
total 37 42 33 7
% 64% 69% 77% 88%
corps 0 0 0 0
division 5 2 3 1
navy brigade 0 0 0 0
total 5 2 3 1
% 9% 3% 7% 13%
corps 1 0 0 0
division 0 1 0 0
marine brigade 3 4 2 0
total 4 5 2 0
% 7% 8% 5% 0%
corps 0 0 0 0
air division 0 0 0 0
force brigade 12 12 5 0
total 12 12 5 0
% 21% 20% 12% 0%
total 58 61 43 8

3.3. Analysis of exposed military facilities and bases
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Fig. 2. status of military facility and base name exposure
on portal site maps

3.3.1. Analysis of the exposure status of military
facilities and bases due to the exposure of proper
names
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Table 6. the impact of proper names on the
exposure of military facilities and base
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Table 7. comparison of differences in military
branches, organizations, and regions regarding
proper names
(N=122)
L descriptive statistics
division N M sD t(p)
army 81 1.23 1.00
navy/mari / 1.113
avy/marines 1M 0.95 1.47 (0.270)
airForce
operations and 59 154 126 3.852
corps/division (0.000)"™
brigade 63 0.76 0.96 '
army general
area 45 1.40 1.21 1795
army border 36 103 0.61 (0.077)
area

"p<.05, Tp<.01, "p<.001

3.3.2. Analysis of the exposure status of military
facilities and bases due to the exposure of
common names

EAR]o] RLEIAJO|E K] LA —_r’-/\]—/\]H a 71X =&
Fe OjRl=A] dolwr] gal HeMFelHRAS
staout =4 Znt F=0.083(p>. 05) = o=
Mgt 202 ety ojo] SAEAL 24

wa7te] s QJERle mofsty] 9le
oAl B vt o] Pearson JHZMS Al
6]—011:,]. I Ay EAYAY FARA D 7)RK]9] &7
AR r=-0.026, p=0.7742 A= AEREAAZT ¢
o2 Uepgr.

o

Table 8. correlation between common names and
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variable (constant) proper . et
names exposure of military facilities and bases
unstandardized B 2.032 2.742
coefficient SE 0.566 0.345 common names éxposure
standardized common names 1 -0.026
. B 0.587
coefflc:(en)t 3595 7938~ exposure -0.026 1
F(FF))) . 63.007"" . <05, "p<.01, Tp<.001
R? 0.344

3.3.3. Analysis of the exposure status of military
facilities and bases due to the exposure of
symbolic names
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Table 9. the impact of symbolic names on the
exposure of military facilities and bases

variable (constant) symbolic
names
unstandardized B 3.310 1.325
coefficient SE 0.497 0.189
standardized
coefficient B 0.540
t(p) 6.655™" 7.022™
F(p) 49.309™
R*? 0.291

"p<.05, "p<.01, "p<.001
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Table 10. comparison of differences in military
branches, organizations, and regions regarding
symbolic names
(N=122)
division descriptive statistics o)
=10 N M sD P
irr\:u;m e 81 1.47 2.31 0.521
avy/marines 41 124 213 (0.603)
airForce
operations and 59 175 253  1.473
corps/division (0.097)
brigade 63 1.06 1.91 '
army general
area 45 1.69 2.24 0.955
army border 36 119 240 (0.342)
area

"p<.05, "p<.01, "p<.001

IV. Measures to prevent exposure of
military facilities and bases

TN % 7IRle] e, SHYA, 499 5
PRl wsol ANYY =50] YIS URLA] 2
N3 2o SH9RY w5 2ANA 2 71Nl wE
HUWAZL Qe Aoz vehgort 189y 3 4HY

Aje] w50 w2t TAXY % 7IKle] wEE 7lehe A
SRRERA LR s NS

b
2l
1%
i)
Q.

A7} ol Bt o] o Bolch tab Ehrole
AEy 2ARE L 71AE 1854 2 yYERozR o
5 YRR mEEE BAo] AlgE] ol shdst
7) 13l ket Zo| = sl s42 Weke Al

4.1. Identification of periodic exposure issues
through security personnel
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4.2. Solving exposure issues through cooperation

with portal sites
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Fig. 3. deletion process of facility information for military
facilities and bases that were being displayed on Kakao maps

4.3. Prevention of exposure through security
training for facility personnel
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