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[Abstract]

This paper proposes an on-device recursive DNS strategy to address the issues of the traditional
centralized hierarchical DNS. The key idea of this on-device recursive DNS approach is to embed part
of the DNS service directly into the device itself, rather than relying on external servers that provide
DNS services. This aims to enhance the performance & security of DNS services. The strategy is based
on the fact that the performance of most computing devices has advanced to a level where they can
internally handle part of the DNS service without any issues. The paper compares traditional centralized
recursive DNS with on-device recursive DNS, providing a detailed explanation of its structure and
principles, and demonstrates the advantages of on-device recursive DNS while presenting a new

paradigm for DNS services.
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I. Introduction
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II. Preliminaries

2. Related works

2.1 DNS definition and working method
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Fig. 1. Top Level Root DNS
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Fig. 2. Log Information of Authoritative DNS
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Table 1. Average daily query volume by year for
the past three years

Year 18 Year 19 Year 20
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Table 2. National DNS average daily query volume
by year
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Variation (%)

2.3 Recursive DNS
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Fig. 4. Example of DNS service based on school domain
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2.4 Threats to Recursive DNS
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2.5 Status of response to threats
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III. The Proposed Scheme

3.1 Suggested Method
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IV. Method-Effect Evaluation

4.1 Improved query and response speed of DNS
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4.2 Dispersing the impact of security threats
caused by hacking
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