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[Abstract]

In safety-focused industries such as defense and automotive, MISRA C is widely adopted to ensure
reliable software. However, static analysis tools differ in rule coverage and detection performance, and
comparative studies remain limited. In this paper, we evaluate a commercial software tool A and an
open-source software CPPCHECK using the MISRA C:2012 example suites. We analyze the static
analysis results produced by these tools across three categories (Test Case, Rule Category, and Rule
Section) using four metrics (accuracy, precision, recall, and Fl-score). Experimental results show that
Tool A performs better than CPPCHECK in two categories (Test Case and Rule Category). However,
in Rule Sections 9, 15, and 16, CPPCHECK achieves better performance, indicating strengths in

specific areas.

» Key words: Static Analysis, MISRA C Coding Rule, Static Analysis Tool, Commercial Software,
Open-source Software
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I. Introduction
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Table 1. Summary of related work about CWE

Ref Programming Free/ . #Tools | #Vul
Language Commercial
[14] Java Free 8 20
[15] Java Both 5 70
[8,91 Java, C/C++ Free 5 15
Table 2. Summary of related work about MISRA
C/C++
Ref Targeted Version of MISRA
Application
[25] PX4 MISRA C++:2008
[26,27] Embedded MISRA C:2004
System
[28] RTOS MISRA C:2012

III. Experimental Setup
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Table 3. The number of Rule and Test case on
Rule Section

Number of Test Cases
Rule Section Number Non-
of Rules . Compliant
compliant
1 - _ _
2 7 15 8
3 2 5 1
4 2 3 3
5 9 17 9
6 2 3 2
7 4 12 15
8 14 45 27
9 5 15 20
10 8 52 32
11 9 23 14
12 5 12 16
13 6 25 18
14 4 14 11
15 7 15 7
16 7 11 6
17 8 17 7
18 8 30 41
19 2 3 1
20 14 23 18
21 20 50 13
22 10 15 9
Total 153 405 278

Table 4. The number of total Rule, Non-complaint
and Compliant

Total Number of Number of Test Cases

Rules

Non-compliant
153 405 278

Compliant

Table 5. The number of Rule and Test case on
Rule Category

Number of Test Cases
Rule Number
Category of Rules Non- Compliant
compliant
Mandatory 16 31 17
Required 106 297 187
Advisory 31 77 74
Total 153 405 278

MISRA C:20129] Directive 212 A & 1% X| Q51X
2, CPPCHECK+= A|¥5HA] ¢fo} Directive 14412 4
oA AeJatgict. CPPCHECK: MISRA C:20129] 4]
L1t 1.2+ AJ¥stA] 2oy, 4] 12.57F +2t&]o] 153
o] AlS Alstth A =4 156709] 1Al AR A
Attt

2. MISRA C:2012 Example suite

MISRA C:2012 o] ©2{10,11,12]2 zI7to] Al
FEg sk oA E2 ROt MISRA C:2012 of|A
2.ge Cujdlil Hoiutele mastel & 2007)0) mhelz
g0l 9Ick. MISRA C:20129] 2t 3412 1folige] C
oz RlE]of Qla, B aA] §|tf(Header) Ttd = 23}
Eo} Qltt. T3t 724719} of/| mdofle shte] AlRte
2 Aol k. WUo] AP 2T 2Aele shte] |
AE  Fojaold, HAE  Fo]Ax  Compliantt
Non-compliant2 d%]o] 9tk Compliant= 219
AEA] o= oMt A& 2Rjlolt =AlofA P F=hol
LEQA] QFotof oftt. ¥, Non-complianti= 4]0
oA O QRS WA 4 9k 2E 102 7
orzto] Uelof gt MISRA C:2012% 1567f9] A1&
22740) Ao TRElo] glck. 7 S BAg 2
U} 2 s e ofeizfe] FAS shir fol
tt. Table 32 AAE=Z AJu} HIAE FAlo]A9] Jji4
Adeh moloh. A1 Al 1o tisiM = oAl 2ol oA
FE7} PHE] QA ot ElAE Ao A7} itk A
A 10 Z3E 7418 Alld BE AL 1A o)A
Non-compliantz APd&o] ¢lon, Compliant= %]
of e} EAsHA] %= 4%&= Utk Table 4¢9F o]
MISRA C:2012 oA Ra2 4 1 AdS Aot &
1537} #&lo] ERiE]o] 9lon, & 683719] HIAE 7o
A2 o]fojx Sty HAE Holax 7 405719
Non-compliant®} 2787§9] CompliantZ2 J+AE]o] 9lict.

MISRA C:2012%= AlZtst 922 opjat 2 9l 9]
s wet P sEuez JAe B
Mandatory”} 7P $1elet @75 AT & e
LB AL, Advisory?t 7P 2 st ZAIE TAAZ
& Qe A& UEd Table b= 7HEA2]o] T
At HAE Hojro] j4E Uepd moltt

2 =M BAAEA Ais 68370 HAE Aol
71, 227 R A 1%, 31R] R FhEme) TlEo
2 Bt

P

S
=il
L opr Rt oadt

(o]

O\IH‘
A

uu x

(@]
ook

Mo *

x2,
)

z rr
a2

o
=
7

)
f

3. Evaluation Metrics
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Table 6. Concept of confusion matrix with static
analysis and validation tools

Tool Alarm
Positive Negative
(Alarm) (Non-alarm)
Positive True False
Source (Non-compliant) Positive Negative
Code Negative False True
(Compliant) Positive Negative
Table 7. Confusion matrix of result of static
analysis on the CPPCHECK
Tool Alarm
CPPCHECK Positive Negative
(Alarm) (Non-alarm)
Positive 237 168
Source (Non-compliant) (TP) (FN)
Code Negative 13 265
(Compliant) (FP) (TN)
Table 8. Confusion matrix of result of static
analysis on the A tool
Tool Alarm
Tool A Positive Negative
(Alarm) (Non-alarm)
Positive 332 73
Source (Non-compliant) (TP) (FN)
Code Negative 10 268
(Compliant) (FP) (TN)
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Table 9. The result of analyzing alarms based on the test case

Static Analysis Tool TP FP FN TN Acc Prec Rec F1
CPPCEHCK 237 13 168 265 0.735 0.948 0.585 0.724
Tool A 332 10 73 268 0.878 0.971 0.820 0.800




16 Journal of The Korea Society of Computer and Information

Table 10. The result of analyzing alarms based on
the rule.

A?]t:jtlscis Number Fully Partially Not
Tozl of Rules | Detected | Detected | Detected
CPPCHECK 153 77 42 34
Tool A 113 31 9
IV. Experimental Results
2 +=ooAe MISRA  C:2012 ofA| =

CPPCHECKS} A 310 A& BAMst Al & 371x] 7]
Foz BAs%ch HAE Folx s, 74 7)e|we]
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2 8 A A 2
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A =780} 117] @okch CPPCHECKS} A 70 M=
0]EA]= 247F 34709t 972 CPPCHECKZ} 2571 o Tt
ot E2h H7HO] Al 27 =t 2ol "HRISHA] 2t
= Zelstict. &RIsHA] 23t 5719 4] & Mandatory
Al f= A 9.1, 21.17, 21.180]0, Required]
7RIS 2702 &) 5.29} 5.40]c}. & 57)19] FAlL 271K]
oA B ©R|GH] xothg O EtE ARESHA
U oY 25 59 HRez 270l dETE Hasit.
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2. Analysis based on Rule Category
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2] U2 EAE Fo|AZ 7]Z02 CPPCHECKS} A
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5& Ho|u Qlt}. Astrojx= CPPCHECK7} 0.52 &
S P8 Ho|u 9l A == 0.7502 v A =2 A
s 1t FYEE B K] B4 B 17 =
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Table 11. The result of analyzing alarms based on the rule category

P SiElite AmeliEls P FP FN ™ Acc Prec Rec F1

Category Tool

Mandatory | CPPCEHCK 7 0 24 17 0.500 1.000 0.226 0.368
Tool A 19 0 12 17 0.750 1.000 0.613 0.760

Required CPPCEHCK 173 10 124 177 0.723 0.945 0.582 0.721
Tool A 244 7 53 180 0.876 0.972 0.822 0.891

Advisory CPPCEHCK 57 3 20 71 0.848 0.950 0.740 0.832
Tool A 69 3 8 71 0.927 0.958 0.896 0.926

Advisory 1+Alof] B]3]] Mandatory fAlofA A =19}
CPPCHCEK®] H7IX| &5 &3l A5 Ato]7} 2 S &9l
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s[5} ORHFN)o] B&-L ojujsict. CPPCEHCKS: 1247
oJiL, A =~z 53712 28 B} et o]of vhsl =9
Rl 0.0272 A[okon], oEo] At vlage & 2
oIt F1 445 0.179] Aol 2 A £97} of ¥} BE
o71A| 27 CPPCHECK®ECH A =317} =0} Required
A A =70 450) o £ Hsrt
Advisory 7+A1% Required 211} ORI 2 2 & o
7R BoA A &7t CPPCHECKET =2 XS HOl
T Qlrk. vh & =o0] WK BY} Ok 27| FiE a2
Hoh Bt £AIE Holul otk e, AUE, Mds,
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Table 12. The result of analyzing alarms based on the rule section

SIS AL CPPCHECK Tool A
Tool
Evaluation metrics Acc Prec Rec F1 Acc Prec Rec F1
Rule 1 Section - - - - - - - -
Rule 2 Section 0.478 0.800 0.267 0.400 0.826 0.923 0.800 0.857
Rule 3 Section 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
Rule 4 Section 1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
Rule 5 Section 0.615 1.000 0.412 0.583 0.808 1.000 0.706 0.828
Rule 6 Section 0.800 1.000 0.667 0.800 1.000 1.000 1.000 1.000
Rule 7 Section 0.963 1.000 0.917 0.957 0.963 1.000 0.917 0.957
Rule 8 Section 0.653 0.857 0.533 0.658 0.847 0.925 0.822 0.871
Rule 9 Section 0.914 1.000 0.800 0.889 0.800 1.000 0.533 0.696
Rule 10 Section 0.679 0.931 0.519 0.667 0.893 0.978 0.846 0.907
Rule 11 Section 0.838 1.000 0.739 0.850 0.919 1.000 0.870 0.930
Rule 12 Section 0.857 0.900 0.750 0.818 0.929 0.857 1.000 0.923
Rule 13 Section 0.651 1.000 0.400 0.571 0.860 1.000 0.760 0.864
Rule 14 Section 0.560 0.714 0.357 0.476 0.840 0.813 0.929 0.867
Rule 15 Section 1.000 1.000 1.000 1.000 0.955 1.000 0.933 0.966
Rule 16 Section 0.941 1.000 0.909 0.952 0.882 1.000 0.818 0.900
Rule 17 Section 0.750 1.000 0.647 0.786 0.750 1.000 0.647 0.786
Rule 18 Section 0.718 1.000 0.333 0.500 0.944 1.000 0.867 0.929
Rule 19 Section 0.500 1.000 0.333 0.500 0.750 1.000 0.667 0.800
Rule 20 Section 0.829 0.944 0.739 0.829 0.902 1.000 0.826 0.905
Rule 21 Section 0.714 1.000 0.640 0.780 0.825 1.000 0.780 0.876
Rule 22 Section 0.500 0.714 0.333 0.455 0.917 1.000 0.867 0.929
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