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[Abstract]

In this paper, we propose a cyber attack model uniquely designed to improve understandings and
usefulness for various computer system stakeholders. From various studies and researches, we elicited
our research questions to solve a structural problem of Attack Trees and difficulties in understanding
cyber attack reports. Our proposed model is designed to cooperate with MITRE ATT&CK cyber attack
intelligence to provide a clear view of complex cyber attacks and enhanced information delivery both
for experts and non-expert stakeholders. Additionally, our model ensures that each incident results in
only one cyber attack model, eliminating ambiguity in cyber security assessment activities within an
organization. We conducted a validity verification experiment to verify our method’s efficiency against
participants with various cyber security background knowledge. Our proposed model shows non-expert

participants can understand cyber attack incidents with our model.

» Key words: Cyber Attack modeling, Visualizable Cyber Attack model, Graph Cyber Attack model,
Cyber Threat Intelligence, Security assessment, Risk identification
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I. Introduction
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Fig. 1. Isomorphic Attack Trees
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II. Related Works
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3. Attack-Defense Trees (ADTree)
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4. Boolean Logic Driven Markov Process (BDMP)
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5. Cyber Kill Chain®
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6. MITRE ATT&CK®
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III. Proposed Method

1. Background
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2.4 Priority of ATT&CK Tactics Tags
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2.5 Modeling Cyber Attack using Attack Forest
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2.6 Contributions of Attack Forest

Table 3. Problems and Solutions of Attack Forest

Problem Solution

Resolved terminology
inconsistency and provides
references by referencing
knowledge base entities
Apply chronological
sequence and cyber attack
phases to minimize
inconsistency

Terminology consistencies,
references, and formal
outline form structure

P1. Terminology
inconsistency

P2. Isomorphic trees and
structural inconsistency

P3. Inefficient data structure
for reuse

P4. Reduced understandings
by stakeholders unfamiliar
with the structure of the
graphic model used

P5. Reduced understandings
by stakeholders due to the
complexity of the graphic
model

Mitigated or resolved
through narrative direction
derived from the design of
the visualization model and
the optimization of the Level
of Detail functionality
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IV. Validity Verification Experiment

1. Experiment Setup

1.1 Experiment Preparation
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Table 4. Experiment problems and hypotheses

Experiment Questions

Hypotheses

SQ1. Can Attack Forest
improve understanding of
the cyber attack case more
efficiently than Attack Tree
for individuals with diverse
levels of computer security
knowledge?

SH1. Attack Forest improves
understanding for the cyber
attack case for individuals
with lower level of computer
security knowledge.

SQ2. How do the sequence
and layout direction of
information provided by the
graph model affect the
reader's understanding?

SH2. The proposed method
improves information
understanding more
effectively than the Attack
Tree model.

SQ3. Is it possible to deliver
the essential aspects of a
cyber attack incident despite
limiting the amount of
information provided?

SH3. The proposed approach
can deliver the essential
aspects of a complex cyber
attack incident even when
the amount of information is
limited.

SQ4. How does the variation
in the amount of information
provided by the graph model
affect participants’
understanding of the
incident?

SH4. References from the
knowledge base in the
proposed method will
facilitate a more detailed
understanding of the cyber
attack incident.
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Table 5. Virtual cyber attack cases used in the experiment

Q Description

A malware that deletes specific files on specific date
based on system clock

Detection name for inspired malware:

W95.CIH, Win32/Parite

Simplified malware based on Slammer worm that
caused 1.25 Internet Outage in South Korea.
Detection Name: W32.Slammer

Q2 References:
https://www.f-secure.com/v-descs/mssglm.shtml
http://www.itdaily.kr/news/articleView.html?idxno
=212839

Simplified malware inspired from Stuxnet. Has
capabilities to intrude air-gapped systems and
cause industrial system destruction.

Inspired and referenced items: [1], [2]

A cyber attack hijacks video streaming service
account. Uses E-mail phishing and PDF vulnerability
to use infostealer malware.

References: [19], videos featuring victims sharing
their experiences of this cyber attack.
Simplified WannaCry ransomware incident
References:
https://attack.mitre.org/software/S0366/

and references within the page above.
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2. Experiment Result

Table 6. Experiment Scoreboard

SE Highest | tigh | Medium | Low | -
Group

ID Si Sc /X Pp Ke Ji Avg
Q1-1 10 12 14 11 9 9 10.8
Q1-2 11 14 14 9 10 11 1.5
Q2-1 12 10 8 11 10 10 10.1
Q2-2 12 9 7 9 6 9 8.66
Q3 14 16 10 13 8 16 12.8
Q4 11 12 9 9 12 13 11
QI 50 173 |62 62 |55 |68 |5
Sum
Qr-4 o o o o o o o

9% 75% | 78% | 67% | 67% | 59% | 73% | 70%
Q5-1 55 7 7 6 6.5 5 6.16
Q5-2 | 55 8 8 7.5 7.5 5 6.91

b9 11 15 15 135 14 10 13
Sum

Ci/f 68% | 93% | 93% | 84% | 87% | 62% | 81%

Table 7. Model Preferences Per Question

@ | a2 | a3 | a3 | a4 | a4
SE D p R U R u

High Si AF AF AF AF AF AF
est Sc AF AF AF AF AF AF
High 7x AF AF AT AF AT AF
Pp AF AF AF AF AF AF
Ke AF AF AF AF AT AT
Low Ji AF AT AT AF AT AT

Forest% 100 83 66 100 50 66

Med

Table 8. Confidence Levels for each questions

SE Hlbzsic ppor | e | lew | =
Group

ID Si Sc Zx Pp Ke Ji oA
Q1-1 | 0 5 8 12 3 1 4.83
Q1-2 | 6 12 13 13 9 0 8.83
Q1-D -1
Q2-1 | 4 12 11 12 7 0 7.66
Q2-2 | O 10 13 14 6 0 7.16
Q2-D | -4 -2 -1 -0.5
Q3-C | 3 16 10 18 5 3 9.16
Q4-C | 5 14 15 15 11 6 11
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