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[Abstract]

This study proposes a hybrid cryptographic communication system that integrates PUF-based device
authentication and PQC encryption to address the vulnerabilities of conventional public-key cryptography
in the quantum computing environment. The proposed system features a three-layer architecture that
combines SRAM PUF-based unique device identification with the Kyber-768 key exchange mechanism.
Implemented in an embedded environment, the system was evaluated in terms of performance and
resistance against various attack scenarios, demonstrating its practicality and security. Comparative
analysis with RSA and ECC-based schemes showed superior processing speed and resource efficiency.
These results suggest that the proposed hybrid system combining PUF and PQC can serve as a

emerging alternative for IoT security in the era of quantum computing.

» Key words: Post-Quantum Cryptography, Physically Unclonable Function, Embedded Security,
Hybrid Cryptographic System, SRAM PUF
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I. Introduction
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III. Background
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IV. The Proposed Scheme
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mask < GenerateRandomMask( /R/ )

R’ < R & mask

(K, syndrome) <— BCH_Encode( R’ t)

hash_chain < Generate_Hash_Chain( X )
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output : ( H K)
« R : PUF9 &% % H : helper Data

- t: 98 Y majole
C K URolN ARgElE U127 (seed)

ARk d12}Eo] Fask EA2 37 Al Z7HRjojot. A
WAl e ofAT)S St o 2 YAl & WA AL Al
Q2 & 7] AAME YA, 22]AL A §IA] EfJARE 7]
uro] 27 A-3/d= 71 Helper Data A/dolth. ol= &
A 39 1521t BCH 1299 ofl2f 7 5382 &
X5t A, Helper Dataof Tjjst B} S A& hH 5}
Al shiE

2. Layer 2: PQC Layer

AAE 2750A= PQC Kyber-7682] KeyGen()o]
PUFS Zslo] obsiio] wetel 7] A4 An2l5g A
Qlstc}. o] 2RE AWYH BN7I9h 01U st o
a9t g5 sl geetE]of s 715 wEkst
o &gy,

=2 0 v

ol

1) Kyber-768 7] A8/
KeyGen(R, H) : p, o< Extract( R, H)
A < Parse( XOF(p) )
s, e< Bl o)
t=A-s+e
return ( pk = (A, t) sk = s)

« A3 BE, s, e
cp 0 HR AL

M

ojo

e}

2) 4%
Encaps(pk ) : m < {0, 1}*®

(K r)< G m)

¢ < Encrypt( pk, m, r)
K < KDF( K, Hc))

return ( ¢, K)

« m o BA9 AL gL r deekE ek FAY Y

« KA A7), K 21E AIA7]

« ¢ 3719 dEE, He) @ A= sliaiwt

3) Gi7m&s}

Decaps(sk,c) : m” < Decrypt( sk, ¢ )
(K'r' )< G m")
¢ < Encrypt( pk, m’, r’)
if ¢ = ¢’ then K< KDF( XK', H(c))
else K< KDF( s, Hc))
return K

c ¢ geE SR

Kyber-758 7] A8/d ©A01A KeyGen()2 U= o=
1AZ0)4 A=l SRAM-PUF?] 2tF Ry} Helper Data
HE ol tjuto]A 11.5/do] ZgH LJA AEg &3t
t}. o] 5 8ol 371 B} v|d 5
S7071(pk)et BlY7|(sk)E AB/dstelct. Ziast Tl
Encaps()= FATY w52 7I8t0= oF TAloA A
S G579 oAl SE A7
KDF(7] =& 34)E A8 45 A7 Oé%Ur 7y
2%} Decaps()ofli= Yoes i

AIA71eF PR w2

;g O]_Q_OH O [e)
A Yeee] s E5h AF

}\]/\47]

3. Layer 3: Hybrid Security Layer
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4. Security Evaluation Model
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4.2. Resistance to ML-based Modeling Attacks
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Table 1. Security Evaluation Based on Modeling
Resistance and Prediction Accuracy

Resistance Accuracy Security Level
> 50% < 50% nghl.y unpredictable;
considered secure
40~45% 55-60% Partlglly predictable;
relatively secure
< 40% S 60% YUInerabIe to attacks:;
insecure level

4.3. Resistance of Helper Data Against Attacks
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Table 2. Power Analysis Resistance

Security .
|pl Level Interpretation
. Key extraction is nearly
< 0.1 Very High . .
impossible
0.1~0.2 High Key extraction is difficult
0.2~04 Moderate Key .extractlon is potentially
feasible
5 04 Low High probability of key
leakage

V. Experiment Results

1. Experimental System Setup and Environment
Aokt AJARIS] stego] E3E-2 Table 33 Zt}.

Table 3. Experimental Environment Configuration

Category Specification
platform Raspberry Pi 4 Model B

(ARM Cortex-A72 Quad-core 1.5GHz)
memory 4GB LPDDR4-3200 SDRAM
Storage 64GB microSD Card
Network Gigabit Ethernet, 802.11ac Wi-Fi
PUF HW 99.68%
Sensors Temperature: DS18B20

Voltage : INA219
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2. Hybrid PQC-PUF System Performance
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TN 45S 247 Wrtetn ot Eolck,

Table 4. Evaluation Metrics of the Proposed Hybrid
Cryptographic System

Metric Result

PUF Uniqueness 49.7%
PUF Reliability 99.8%
PQC Performance 1.23ms
System Execution Time 9.7ms
System Stability 99.68%
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3. System Security Evaluation and Analysis
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« PUF_Entropy = 128 bits (A38oz2 =X 7))
+ Kyber_Security = 192 bits (NIST Level 3)
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Fig. 1. Security Resistance Against Three Attack Models

Table 5. Security Evaluation Results Against Three
Attack Models

Attack Type Resistance Evaluation Result
. Prediction Accuracy : 56.7%
ML Modeling — Resistance @ 43.3%
Helper Data Information Leakage :
Leakage e < 0.1 bits
. Correlation Coefficient :
Side-Channel Ipl < 0.15

4. RSA/ECC System Performance Comparison
Table 6= A|Qtet stojHe|E s AJARI 7]E0]
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Table 6. Performance Comparison RSA-2048,
ECC-P256, and the Proposed System
Metric RSA ECC Proposed
-2048 -P256 System
Key Generation | /55 ¢ | 123ms 1.23ms
Time
Key E.xchange 8.9ms 3.4ms 3.1ms
Time
Public Key Size 256B 64B 1,184B
Memory Usage 2.1KB 1.8KB 4.2KB
Quantum
Resistance v
Hardware Trust _ _ J
Anchor

VI. Conclusions
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