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[Abstract]

With the recent surge in cybercrime, effective response and prediction have become increasingly
important. This study proposes a predictive model for predicting cybercrime incidents and arrest counts
through time series analysis. In this research, we utilized Seasonal Autoregressive Integrated Moving
Average (SARIMA) and Autoregressive Integrated Moving Average with Exogenous Variables (ARIMAX)
models to analyze the trends and patterns of cybercrime occurrences, applying hyperparameter tuning to
identify the optimal predictive variables. To evaluate the performance of each model, we used Root Mean
Squared Error (RMSE), Mean Absolute Percentage Error (MAPE), and Akaike Information Criterion
(AIC) metrics to compare model accuracy and derive the optimal model. The results demonstrate that the
proposed model can effectively predict cybercrime incidents and arrests, providing a valuable tool for

anticipating future cybercrime risks and informing preventive strategy development.
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II. Related Works

1. Time Series Analysis
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2. Seasonal Autoregressive Integrated Moving
Average (SARIMA)
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III. Data Preparation
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2. Data Analysis and Features
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Fig. 3. Decomposition of Incident Graph(Monthly)
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Table 3. Cybercrime prediction results with SARIMA

HE 2024 2025 2026
HHAH 314,773 335,962 350,137
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3. ARIMAX Parameter
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Fig. 10. ACF and PACF Plots for ARIMAX Parameter
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Table 4. Cybercrime prediction results with ARIMAX
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Fig. 11. Cybercrime incidents prediction results graph

Arrests Comparison (2014-2026)
240000

—®— Actual Arrests (2014-2023)
—®— SARIMA Arrests (Prediction)

{
~®m- ARIMAX Arrests (Prediction) ! veces Pf72

210000

|
167444

180000 157,909 ——"——
143,885 r d

138,710 BBATL |

7 tes[zsa
|

175001 177523
150000 127.758 152559

107,480 112133

104,888

120000 138,171

71,950

90000

60000

30000

o

I
2014 2016 2018 2020 2022 2024 2026

Fig. 12. Cybercrime arrest prediction results graph
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Fig. 13. Cybercrime arrest rate prediction graph

V. Conclusions
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