JKSCI

SHL A TE| A HEH5| =237
Journal of The Korea Society of Computer and Information
Vol. 30 No. 10, pp. 135-142, October 2025

https://doi.org/10.9708/jksci.2025.30.10.135

Design and implementation of a fuzzy hash-based insider information

leakage prevention system for small and medium-sized enterprises

Dae-Won Kim*, Myung-Ho Kim**

*Ph.D Candidate, Dept. of IT Policy and Management, Soongsil University, Seoul, Korea
**Professor, Dept. of IT Policy and Management, Soongsil University, Seoul, Korea

[Abstract]

With the recent increase in document leakage incidents caused by insiders in the SME environment,
there is a growing need for content-based detection technology that can complement the limitations of
policy-based security systems. This paper proposes a lightweight detection system that quantitatively
evaluates document modification using fuzzy hash-based similarity analysis and detects the possibility of
insider leakage in real time. The system is designed to calculate similarity scores for each document by
parallel application of the ssdeep, sdhash, and tlsh algorithms, and determine confidentiality based on
the maximum value. Experiments were conducted using a total of 1,100 text documents and modified
data with various modification rates (10-100%). The results showed that sdhash achieved the best
performance across all document modification rate ranges, with an ROC-AUC of 0.99947, a precision
of 0.94972, a recall of 0.92016, and an Fl-score of 0.93471. These results suggest that the system is
effective for real-world security responses in small and medium-sized enterprise environments, and has

the potential to be applied to real-time information leakage prevention systems.
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II. Preliminaries
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Fig. 1. Classification of DLP analysis techniques
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III. The Proposed Scheme
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Table 1. System Environment

Category Specification

Intel(R) Core(TM) i7-8550U CPU @
1.80GHz 1.99 GHz

16.0GB (15.8GB usable)

477 GB SSD SPCC M.2 SSD

Intel(R) UHD Graphics 620 (128 MB)

Windows 10 64-bit

Processor

Installed RAM
Storage
Graphics Card
System Type
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Table 2. Precision, Recall, F1-score, Accuracy by
Fuzzy Hash Algorithm (8 = threshold)

ssdeep sdhash tish
(@ =61) (6 =162) (6 =98)
Precision 0.87129 0.94972 0.92041
Recall 0.83356 0.92016 0.86062
F1-Score 0.85201 0.93471 0.88951
Accuracy 0.99176 0.99484 0.99391

Table 3. Precision, Recall, F1-score, Accuracy by
ssdeep, sdhash, and tlsh applied in parallel
(6 = threshold)
Precision Recall F1-Score | Accuracy
Scon/
0.91885 0.94993 0.93413 0.99619
6 =167)
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Fig. 3. ROC Curve by Algorithm

51 Precision-Recall Curve®] AUC(Area Under
Curve) ¥ AP(Average Precision) Zf 3t Table 39
QoFstYItt ssdeep2 PR-AUC 0.90141, AP 0.86777%
AL et Al oA St AU A& e B
ol Z9itt.  sdhash9] RP-AUC 0.98791, AP
0.987002 7155, Aol AREE ZA FAMd T A
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Table 3. Precision, Recall, and F1 Score by Fuzzy
Hash Algorithm

ssdeep sdhash tish
ROC-AUC 0.94978 0.99947 0.99822
PR-AUC 0.90141 0.98791 0.95790
AP 0.86777 0.98700 0.95741
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V. Conclusions
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