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[Abstract]

This study proposes a data sampling method called CoreShot Filter to address the high cost and

subjective judgment issues in labeling security log data. CoreShot Filter combines the concepts of

representativeness and uncertainty from active learning to select optimal data for fine-tuning large

language models (LLMs). It defines uncertainty using discrepancies between weak learners and manual

labels, while representativeness is measured through similarity with persona data generated by genetic

algorithms. From over 310,000 logs, 204 core samples were selected and used to fine-tune GPT-4o

mini. Experimental results demonstrate that CoreShot Filter outperforms stratified, outlier, and coreset

sampling in terms of accuracy, recall, and Fl-score. In particular, it achieved superior performance in

abnormal detection (Recall 0.8901) and precision (0.9489), proving that CoreShot Filter is an effective

method for improving security log analysis and LLM-based labeling efficiency.
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Table 1. Data Column Composition

Category

Columns

IP Address
Identification

IP range (first 3 octets of IP address), IP
owner, IP country

Event

Type of event generated, number of
events

Event Scacle

Number of logs, length of logs, number
of detections per security system

Access Scope

Detected security system type, number of
destination IPs, number of accessed
networks

Access Time

Number of access days, access time
distribution, average weekday accesses,
off-hours ratio, average access interval,
standard deviation of access time

IP Reputation

Number of reports for this IP on IP
Reputation Site 1 [21], number of users
reporting this IP on IP Reputation Site 1
[21], reputation score from IP Reputation
Site 2 [22]

Blacklist Info

Whether linked to normal website,
whether public institution, whether
school, whether hospital, whether
manufacturer, whether famous portal
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2, Weak Model
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Table 2. Prompt Structure of CoreShot Filter

user

Please analyze the following security system
logs and determine whether IP
TXX.XXX.88.92 is blacklisted.

- Country Code: NL

- Date: 2025-02-22

- Number of detections by system: {
358 }

- Event type: SIP Vulnerability Scanner
(Sipvicious)

- AbuselPDB (AID) reports: 690 cases / 89
reporters

- IBM reputation score: 1 point

- Access within 1 day: 2 devices, 1 network
- Number of logs: 358 (suspicious of burst
access within short period)

- First detected: 2025-02-22 06:21:55,
elapsed about 3 minutes

- Average access interval: 1.01 seconds
(possible excessive access under 1 second)
- Off-hours access ratio: 100%

- No history of normal web access

- IP type: Data Center / Web Hosting /
Transit

- ISP: Estoxy OU

- Domain: estoxy.com

'ips"

Please comprehensively analyze the above
data and determine whether this IP should
be blacklisted (0 or 1).

assistant

IP TXX.XXX.88.92 shows a relatively short
access duration (1 day) but originated from
an overseas (Netherlands) IP associated
with a medium-risk event. A suspicious scan
produced 358 logs in a short period (179
targeted scans), and it has a high number
of AbuseIPDB reports. Therefore, it should
be blacklisted.

Final decision: This IP is blacklisted.
[Blacklist Status: 1]

Role Setting(Example)

You are a security system log analysis AL
You comprehensively analyze the following
information to determine whether an IP
should be blacklisted:
1. Event type and risk level
2. AbuselIPDB (AID) report details
3. Access period, interval, and timing

system 4. Number of event occurrences and

accessed systems

5. Information on IP country, owner (ISP,
domain, etc.)

Please use one of the following formats for
the final conclusion:

- If blacklisted: [Blacklist Status: 1]

- If not blacklisted: [Blacklist Status: 0]

PINE mOLE BELS T2 ASY Yt vlwetn
e Folo] wae) 9448 ASIT 2Pk el
o) 452 27el7] 95l WA, “FE WS, ohgelolo],
0P A 7R QbR MEY WO R Holelg 2
51, ol siet Byl ol Wele) efolRy Hatw
£ ulwogict
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3. Performance Metrics and Evaluation Results
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Fig. 2. Performance Comparison by Sampling Method

Table 3. Performance Test Results by Sampling Method
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4. Implications of the Experiment
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V. Conclusions
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