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[Abstract]

This study proposes a lightweight model for automatically predicting CVSS v3.1 Base Metrics from
vulnerability descriptions. A multi-task architecture using DistilBERT as a shared encoder with parallel
classification heads was trained on about 220,000 NVD records. Experiments showed improved
efficiency and consistency over single-task approaches, with input token length identified as a key factor
affecting performance. The results demonstrate the feasibility of automating CVSS metric prediction, and
future work will extend to unstructured data and explainable Al to enhance reliability.
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I. Introduction
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II. Preliminaries

1. Related works
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1.1 A Software Vulnerability Risk Scoring System
Using Public Vulnerability Information
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1.2 Attack Path Analysis for Vulnerability Assessment
Based on Attack Graph and Reinforcement Learning
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1.3 CVSS-BERT: Explainable Natural Language
Processing to Determine the Severity of a
Computer Security Vulnerability from its Description
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1.4 Can LLMs Classify CVEs? Investigating LLMs
Capabilities in Computing CVSS Vectors
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III. The Proposed Scheme

1. Dataset

2 A 2H shsofl AR of2] Hlo|E = ARA| AR
g Atset s &9l Ul ARERE|sAEA
(National Institute of Standards and Technology:
NIST)olA] %3H= NVDQ] CVE, CVSS AHZS 245}
of gsfeick

Table 2. Model Dataset

Category Description

Source National Vulnerability Database,
NIST

CVE ID Range From CVE-2015-0001 to CVE-
2025-58760

Jan 2015 - Jun 2025
220,219 CVEs

cve, AV, AC, PR, UL, S, C, 1, A,
vector, description

Text Data

Collection Period
Total Samples

Main Features

Labels

Missing Value
Handling

on Metric Columns, ‘vector’, and
‘description”
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2. Training Configuration

T &%) Backboned 295H= Multi-Task CVSS A&
22 oo mojmalele Holg HAlet E2st
(Tokenization), 2% 78] AJ°], sl stom{utetolg A4
GEUE s EERE L )

2.1 Data Preprocessing
oo skao ost gojgAle T/ 7jQ ElIAEQ}

CVSS Vectorz o]Zo]A| Qlon o]= RHojx Qils}



A Study on Multi-Task CVSS Metric Prediction via Fine-Tuned SLM

67
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Algorithm 1 Data Preprocessing & Tokenization
Input : CVE database file (CVE-DescSet(Ver.3).csv)
CVSS metrics M = {4V, AC, PR, UL S,C,1, A}
Output : Tokenized text sequences and encoded labels

. df < Read Data(Input)

. Remove rows with missing values in vector U M

. for each metric m € M do

df[m_label] < EncodeLabels(df[m])

. end for

. Extract texts: texts « df['description’]

. Build label dictionary: labels_dict « {m:df[m_label] for m € M}

. Initialize tokenizer with pretrained DistilBERT

. Define Dataset class:

for cach text t:
Tokenize text: tokenized « Tokenize(t, max _length = 256)
return tokenized, {m_label: label[m] for m v M}

R - UV R N O S

N - © o

Algorithm 2 Model Architecture Definition
1. Define class MultiTaskDistilBERT:
2. Shared Encoder: H « DistiBERTModel(input_ids)
for each metricm € M:
Classification Head:
head_m = Linear(hidden_dim - |C,,|)
end for
Forward Pass:
for each metric m € M do
logits|m] < head_m(H[CLS])
end for
return m: logits[m] for m € M

3
4
5
6.
7
8
9

0.
11.

Fig. 2. A Pseudo Code of Model Architecture Definition
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Fig. 3. Overview of the Fine—tuned Multi-task CVSS
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5 efine loss function: Cross ,ntropy or each metric _ . -
5. for epoch = 1 to num_epochs do < 07l 7oz wEn: DistilBERT Q13 g} 29
6. Setmodel to training mode i S pSEeRS|
7. foreach batch do Multi-head :rL_LOﬂ 1 o Dropout, Layer
8. Encode input: H « Encoder(batch. inputs) Normalization 7|8 FsF Edst AL 3k 0 g 0|o]X]
9. total_loss =0 =101=
10. for each metricm € M do K] ?.;9\1—%% %}?_]_6}93\':}
11. Predict logits: logits[m] « Head_m(H)
12. Compute loss: loss[m] « CrossEntropy(logits[m],
13. batch. labels[m]) 3.2 Model Evaluation Metric
14. end for
S = Sk A AT I
15. Backpropagate total_loss 54 H o= O]— 5] EEEQ }6] © K]"H'“— qu Table
16. Update par-ameters and adjust learning rate 4. _(;)_]f 71»]:} 7(17\] 785—,}5 0.9153, Weighted F1 73_/'\_
17. Reset gradients
18.  end for 0.9138, Macro Fl1 ALXZHAE T =) 0.85825
19. end for
A= o =
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Fig. 4. A Pseudo Code of Training Pipeline

I[‘

Table 4. Major Evaluation Score per Metric, (*weighted)

Performance Exploitability Metrics Impact Metrics
Model Metri
etric AV AC PR UI ) c I A
Accuracy 0.9332 0.9602 0.8518 0.9463 0.9615 0.8855 0.8908 0.8929
0 Precision* 0.9320 0.9561 0.8501 0.9462 0.9610 0.8855 0.8909 0.8903
urs

Recall* 09332 09602 08518 0.9463 0.9615 08855 0.8908  0.8929
F1-Score* 09324 0.9560 0.8496 0.9462 0.9609 08848 0.8907  0.8898
Accuracy 09115 0.9607  0.8379  0.9321 0.9545 08704 0.8735 0.88%4
Precision* 09090 0.9570 0.8392 0.9318 09553 08714 08736  0.8868

CVSS-BERT[6]

Recall* 0.9115 0.9607 0.8379 0.9321 0.9545 0.8704 0.8735 0.8894
F1-Score* 0.9089 0.9574 0.8378 0.9319 0.9548 0.8681 0.8731 0.8863
Gemma 3[7] 0.95 0.92 0.48 0.95 0.82 0.62 0.70 0.47
——  Accuracy
all-MiniLM[7] 0.89 0.87 0.73 0.87 0.86 0.77 0.77 0.77

Max Improv. (Acc) 217% -0.05% 1.39% 1.42% 0.70% 1.51% 1.73% 0.35%
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3.3 Model Size Comparison
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Table 5. Parameter comparison between the
CVSS-BERT and the proposed model, (*minimum)
Model Encoder Params A vs Other
Proposed 1 Shared 66.02M -
(Multi-Task encoder + 8
DistilBERT)  |inear heads
CVSS-BERT Independent 230.12M +249%
(8XBERT-  ancoder per (=3.49x
small)[é] metric (8 bigger)
models)
Gemma 3[7] (Generative) 270M- +309%*
27B (=4.09x*
bigger)
all-- 1 Shared ~22- -66.7%
MiniLM[7]  encoder + 8 22.7M (=0.33x
nonlinear smaller)
heads(XGBoost)
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