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[Abstract]

Text data is a critical resource in modern machine learning applications but often contains sensitive
information, creating risks of privacy leakage when shared. Differential privacy (DP) provides a
theoretical guarantee to prevent such leakage during data sharing, and recent work has explored its
application to text rewriting using large language models (LLMs). However, most existing approaches
assume a white-box setting with access to internal LLM model structures, making them impractical in
real-world scenarios where only black-box API access is available. To address this limitation, we
propose SafeDP-Rewrite, a DP-based text rewriting method that operates entirely in the black-box
setting of LLMs. The proposed method generates diverse candidate sentences through random masking
and applies the exponential mechanism to ensure DP in the final output. SafeDP-Rewrite requires
neither additional training nor access to internal model information, making it simple and practical to
deploy. Experiments on real-world datasets demonstrate that the proposed method preserves semantic

fidelity and fluency while simultaneously achieving both privacy protection and utility.
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III. Background and Problem Definition

3.1. Background
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Candidate texts

Sensitive text
The doctor prescribed medication for 47-year-old Jane * The doctor prescribed medication for 47-year-old the
Smith to manage her high blood pressure. She had patient to manage her condition. She had previously
previously experienced dizziness and blurred vision. experienced dizziness and blurred vision
B\
Masking

* The physician prescribed pills for 48-year-old a female to 4
manage her blood pressure. She had previously experienced -4

fatigue and blurred vision
The [MASK] prescribed [MASK] for [MASK]-year-old e . J
MASK] to manage her [MASK]. She had previously * The practitioner prescribed medicine for 50-year-old an ‘
experienced [MASK] and blurred vision ndividual to manage her health issue. She had previously l
experienced vertigo and blurred vision. Publish
text

Query to LLM |

Published text
The physician prescribed
Candidate Generation pills for 48-year-old a female
LLM to manage her blood
pressure. She had previously
large Ianguage model experienced fatigue and
blurred vision. Data Users

Black-box LLM

Fig. 1. Overview of the SafeDP—Rewrite process: (a) masking and candidate generation and (b) DP-based selection.
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Require: Input text z = (xq,....: vr ), masking probability
p, diversity threshold J, max iterations &
Initialize mask vector m € {0, 1}7 using Bernoulli(p)
Initialize Y as an empty set
fort = 1to K do
Generate +™* by applying m to «
Query LLM with ™ to obtain candidates Y;
6: Y+«YUuY;
Compute diversity D(Y)
if D(Y') > 0 then
9: return Y
10: Apply additional Bernoulli(p) masking to unmasked
tokens in m
11: return Y

s e b w

-

Fig. 2. Candidate generation algorithm
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V. Experiments and Results

5.1. Experiment Setup
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Table 1. Utility score of candidates for varying
masking rate p.

Dataset p=0.1 p=0.2 p=0.3 p=0.4
MedQuAD 0.9079 0.8296 0.7187 0.6856
IMDB 0.9359 0.8743 0.6949 0.6068
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Fig. 3. Utility scores of SDP-NS and SDP-S for different
masking rates p under a fixed privacy budget £=2.0.
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Fig. 4. Utility scores for WP, SDP—-NS, and SDP-S across
different privacy budgets €.
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