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[Abstract]

This study criticized the limitations of existing post-incident smishing detection methods in preventing
and tracing attacks and proposes a preemptive smishing crime—tracking method to overcome them. The
proposed approach leverages the flexible structure of PDF files to create honeypot spyware PDFs
disguised as legitimate documents, which, upon execution by an attacker, immediately perform system
information collection, keylogging, and network transmission. This six-stage tracking scenario was
validated through experiments on a testbed simulating a real-world environment, demonstrating its
feasibility at every step. Consequently, this work establishes a practical foundation for shifting the

smishing response paradigm from reactive detection to preemtive prevention.

» Key words: Smishing, Honeypot Technology, Spyware Tracking, Cybersecurity, Preepmtive Response

(2 of
B oATE 71E AF B B4 20 B4 o] WAl oyt FA9 A4S Avn 98
& AHSL, olF FBE A 20 ] 24 PERS AL Ak PEES PDF o}
Ao] HAT TEE Bl 44 BAZ 914F 1Y% 2vtolslo] PDF AL WA, 37
A7 olg Adshe 24 AsY An FYNZYUEND A Fol /)5 FHHES A
QT Aloke AkE] ot evble] IS TS AA BH A1 HAEMEA ] AP
Fa) mE wAle] A8 A5Ae Edn o2 Fal 2vd w9 g AeTe A% g
A A AoR ABT 5 g 484 /N vhad

> A0 A0)Y, LT 7, AMO|Y0f 24, AO|HEY 584 HIS

* First Author: Woo Jin Jung, Corresponding Author: Ah Reum Kang
*Woo Jin Jung (2284057@pcu.ac.kr), Dept. of Cyber Security, Pai Chai University
*x*Seong-Cho Hong (scv.hong@pcu.ac.kr), SMART ICT Convergence HRD Center, Pai Chai University
*xxxAh Reum Kang (armk®@pcu.ac.kr), Dept. of Cyber Security, Pai Chai University

* Received: 2025. 08. 18, Revised: 2025. 10. 28, Accepted: 2025. 11. 05.

Copyright © 2025 The Korea Society of Computer and Information
http://www.ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



144  Journal of The Korea Society of Computer and Information

I. Introduction
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Fig. 1. Recent Examples of Smishing Messages
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II. Related Work

2.1 Smishing
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2.3 Existing Limitations
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2.4 Preemptive Smishing Response
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III. The Proposed Method

3.1 Experimental Environment
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4. Attacker reviewing the stolen PDF file

oo +1888-785-4231

2. Interaction with a honeypot device
receiving smishing messages

FUEET

5. Execution of spyware payload

3. Attacker’s system infiltration and
data theft

6. Transmission of collected
attacker info to a C&C server

Fig. 2. Proposed Smishing Crime Tracking Scenario
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3.3 Honey-pot Spyware
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