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[Abstract]

In the paper, we propose a technical approach to enhance the security of user authentication services
based on OAuth (Open Authorization), while maintaining the convenience and simplicity of login
functionality. Currently, many systems rely on external OAuth authentication, which exposes them to
various security threats such as ticket errors, breaches, and leakage. To address these vulnerabilities, the
following security enhancement techniques are applied: first, secondary verification and authentication
procedures are implemented to prevent unauthorized use of authentication tickets; second, client-side
access control is reinforced to mitigate risks associated with ticket leakage; and third, real-time user
authentication is provided to improve trust and system protection. Compared to conventional OAuth-only
methods, the proposed approach introduces an additional OTP-based authentication step, which may
slightly reduce user convenience. However, it offers significant advantages in terms of protecting both

users and systems.
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I. Introduction
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II. Authentication Technology Analysis

2.1 OAuth Authentication
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Table 1. OAuth Components

Components Descriptions

The user who owns the protected
resources.

Resource Owner

A third-party application that

Client
requests access to the resources.

Authorization
Server

The server responsible for
authenticating the user and granting

The server that stores and manages

Resource Server
the protected resources.

A credential that allows the client to

Refresh Token access the resource server on behalf

of the user.
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Fig. 1. Operating Procedures
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Table 2. Key Features of OAuth Authentication

Item Descriptions
Users can grant limited access rights to
third-party applications without directly
Delegated sharing their login credentials. This

Authorization | enables secure integration between
services while protecting personal

information.

OAuth allows precise control over which
resources the client can access. By

defining scopes, users and servers can
limit access to only the necessary data.

Scope
Definition

Authentication is handled through
tokens rather than persistent sessions.
Clients use these tokens to access
resources on behalf of the user,
improving efficiency and scalability.

Token-Based
Authentication

When an access token expires, a refresh
token can be used to obtain a new one
without requiring the user to log in again.
This ensures a seamless and
uninterrupted user experience.

Refresh Token
Support
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2.2 Authentication Technology
1) Biometric authentication
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70 g Bofzl 2, ol o7, TEAHA, 8 H2o= K ZJ9 OTP WAlR 22w 9k of 4
Holde Sg £ 4 9k Ao ALgAle] A2, A2, BA] 5 Lo AHARE 7|
o OTPE s Q50] g€t o2 So

- 2§ ¢ 2ElY W, ATMOIS U2 QA B Sy HRE Asslsle] OTPR Wakste o

- Hob: PC 2701, ZUEA Ao] ojo]l sliich. AA 78k OTPE: 9%7} o m

- olg 1 R} Al B, YARR ARAPE 710lstAt Qe "ast glo] Helsin, we

- BEANA  BREUE, AATR WOl e AEFT Teji} WHARIH SEEW Bt
- EE|IE ¢ ZelA S Al B 47, Q4] AU} 0] et ekt 2o 4 )

= oE EAEUCHs]

ISO/IEC JTCI SC372 AAIQIA 7129) 2A] E@} O OTP A3 Wale Z2e] 373w S4o) mey
71724 AR Hlolel E, AAH 3, A¥HIL S 6 AeEn, A2o)s o] Y %z@ sojuels o
) e 295t Sl 49, TTA KISA, ETRI S AA8= A75|1 9. 53] 25

oA A<M 7= £EeF R 897 JiEe FEst Soll 9% st aaAR OL% e ) S

= ?ﬂ% T
T 9w deld, BEAIae] ggo= AR Fat gl FAolct
gt Hobd e 9fdt At s MagE L gt
[6,7]. T2Lt ARO1A] 7]&L AAAHO] Wol al gajA] 3) Other authentication technologies
SR, AR 284 ZAA BE Edt} AFSS8X oA F3(Magic Links) Q152 AREAP} v]EHE g
srus) siZsio} & BA|olck. o] 23918 4 JEZ sl uo2, oY F22 g
HolH ol ol 2= Lelg 291 JA7F LA A
2) OTP SAPH 1 Z3E Y5 Aleo2 ISt o] YA
OTP(One-Time Passwords)= ¥eld H|d¥ie=A H[YHSS 7|5t U=g Ba7t glof AREAT e
ASAl oit M2 vjEHe S st HoMdS ol Aol w1 ooy 7|24 22 A0k et BoMdE
= HwOm 148 AYE wpAe] Fobde Beket 2 AlFdich Qubdoz PIL e ARE FoMGE Sty
og my, 7127, B2k B2 Sl st webdg Ay & W Akgstdl fast Hot
it 271810) ofF] 913, 71 AAH 219l Beke g U B2 AL ol AjulAo] ojEsh] e
= Aulx AE, 2EAQ 95 5o 8w 9t o oluldo] SPEAY At §EL AL B Aol

=
Al7F 718F OTP(Time-based One-Time Password):=  2H§E 4 ol E3F o Q1&(MFA)S 435] tiA|5}7]
o

QS ARE FATt 22 HEHe S Abgor A oY) miwdl, Bx F aToR o ARESHE ol
sh= FAlolth oS S0, 30R0tt Mz ZErt Y dAEL AZole dF ESiESel A 33 Vss
Sloj, Aulol SeololEr} FUM AT 1EES BEslob AP Feh ALBsiol, AL8at S AReh] Sl ci
o]zo] st} o] WAl AJRAP} Ww 2 xANFWQ & 12 7)=% 9 Jfaren 9ot

Qo] Ao 7 ne Welstw woldol BAIGh Al =ob) U sleglo] EX A5e ZelKel HA|E ol
% S/1ebt 9l gom 9F oRh WY 4 Sloi: o AHSAl) AU Slste JRla A WAoE, Ayt
o] ot o2 USB, NFC E+= Bluetooth 7|9t9] 7] FJE 2 A5

oJflE 7|9t OTP(HMAC-based One-Time Passwor =T} AFAN= 279] A] s AX|E ASZEL 24l 7]
d)= AP 54 WSS M wokt f2e vuAs  slo] AFsAL ERlozn A5 gasiel, of aby

S Adsks FAYU. Al S0, 290 HES +2 oA FA] YR deshd 719f Ad o] A /ISl o]
A 578 AE 2T okt M= OTP7E A/t fojdich tiaXQl o2, FIDO2 7]eHe] Hot7|(YubiKey,
o] YAZ AR 71ePh B glil exall oAk Google Titan 5)7t 9loH, o FA0| S04 T4
AHEE 4 Qlof FHedo] SRR, OTP7L AREHA] 9431 Ohe Aot Mg 28 Qo] 55, 719 =k 7HEAL &
got A AF AAREE 7he7dol Qlof Hetol Fefd  SiE SollA 22] ARgEn: o] YA weRe S TiAst
a Sl ESE Aot SSHo|E H9| ofIE FRREL Ay ObF AS(MFA)Y] IR= FEED, AHEAL FEES
SYAIsH <150l Hoig & Qo SHAIA] GORME F2 pEY HMIS AlEtH9,10].



A Study on Strengthening User Authentication Using OAuth Authentication Tickets 165

ITI. Enhanced User Authentication
Model

3.1 System Architecture
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7o) goloz U 4 9t Fig. 29F 2tk

User Credentials | Authorization

User e Management
Access Token System
N Access Token

Resource Server

Fig. 2. Proposed System Architecture
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3.2 System Flow Procedure
Fig3.2 Q1% A|AEl0] m2AA 522 Lhehc

Authorization Server

(4)User
Authentication
t
(3)(5) Authentication Verification
|4

(2)(6)Authentication
Control

Authorization
Management
System

U (1)Access Request

Agent
(7)Access Response
(8)Servey Access (7-1)User Access Info

v

Service

Resource Server

Fig. 3. System Authentication Procedure
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(1) Access request : AFEAH= 0153 QAJsict

(2-3) Authentication Control : Hgt
AREA} Q1% TiA] A=A(2)0f] w2t <l
Q1ZAH of] HEJITH3).

(4) User Authentication : Q1% AH= 52E|o] 9=
AHSALE AAIsto] Q15 AALE ZISEgiTt

(5) Authentication Verification : Q1% ZAntS Hst
] AJ|A”o] HEStct

(6) Authentication Control : E3t 2] A|AEIS A}
%—K]“ aﬁ\_/\_ }\1]:]]&% ‘Clq—é‘; c])_% ITH;}I% _5‘:]_’[‘,]*

A

o

(7-7.1) Authetication Info : Hgh 2] AJAEIL o]=

AFGAE RS 2jAan Ao HAESITH7-1). AR
AfAlE Q15 B7IE AES3HHT).

(8) Service Access : AFAR= Q1ZEJZIOZ 2AA

3.3 Authentication Ticket
15 Heh He] AARIR AREA}T Q152 sl OAuth

Aol B2stol S8 ALGAF 4L Eelic,

@ User — Authorization Management System —
Authorization Server
User Info : {User;p || Userpwt

OAuth= AREARS ISstaL Het ] A|2Ho] g7l

(o] 15
2 gedith

@ Create an OAuth Ticket

OAuthyicket
{Response_typel/Client_id|/Redirect_URI//Scopel|S
tate//Codel/Grant_ Type//Client_Secret//Access_ To
ken|/|Refresh_token}
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- Response_type : Type of response expected

- Client_id : Unique identifier for the client application

- Redirect_URI : URI to redirect the user after
authorization

- Scope : Permissions the application is requesting

- State : Random string to prevent CSRF attacks

- Code : Authorization code returned by the server

- Grant_Type : Type of grant being used

- Client_Secret : Secret key known only to the
application and authorization server

+ Access_Token : Token used to access protected
resources

- Refresh_token :
token

Token used to obtain a new access

® Generate a user authentication ticket
Authenriget
{Userp//Token_Issuer//ValidityPeriodme//[ssue_Dat
ellAccessyacl/Usagesist

User ID for anthentication request
: Ticket issuer(OAuth authentication

N UserID :

- Token_Issuer
Server ID)

- ValidityPeriodrime : Ticket validity period

+ Issue_Date : The date the ticket was issued

- Usageyist: List of servers a accessed using the ticket

- Accessmac : MAC address of the user’s client system
Q15 Wat W] A|ARIZ AREALA OTP Z=& A%
5o R4

@ Authorization — User

OTPPaCket :
{Userip/| TranSuetnoal[Sent rime/|Packet iretimel/
Authencogef

« Userpp : User identification code

« Transwmetnos : Authentication message transmission
method

- Createrime : Packet creation time

- Sentrime : Message sent time

« Packet,retime - Packet validity period

+ Authencege © User authentication code

OTPpacker Q1% WH 2] AJARIOA AR &1 U
IS WA BHoE gt miFlo|tt. AREA} AEE st 1L
&+ ID(Userpet oWd ¥ SMS 5 A& WA
(Transyemod), ™7 AB/JAIZHCreatenme)tt  HA-EAIE

(Sentrnime), WZIQ GREAIIHPacketipime), U5 FE
(Authencoqe) s T3

AR OTPE Q1%55HH Authencosss 712 S8t
o [Authenfiet]s Y33l5HT.

® Encryption of packets

User_Authenticket -
En[User;p/| Token_Issuer//ValidityPeriodrimel/[ssue_
Datel|Accessipc//Usager isi]

Encryption Key= “Authenceqe ©]Ch. o]ZA AJAstH
Ots B(User_Authenrtiget) S AMA} Q1% EjZlog ARS
Foh

YAIA AREAL Q15 OTP= AREAQD 2jAA AfH
o] AREA} Q1F EJZIE Q155 EJ7l] Ra

o .
o 2lars AT 4 QS Aok

IV. Proposed technology analysis

>

ot 7142 AH8AT 2 YA} SoIA] Bob3S
Z3IC). 98] uot YPORNE] AA L AF )
uE2 Bob el Ao AHE Fof BA

uok AulA £ g% U Alugler ket 2T,

» OAuth Ticket A5}
= OAuth Q15 O|7}UA}
« OTP A1 ¢ §5

(1) OAuth Token Breach and Exposure

OAuthrigers g3t o] AMH(Authorization Server)
oA ATt w7t AlshiElo] BZ @F 2 A6 A
= UEHIYAA mi7lo] FE=AY Azt ST
4 ok

olg7 Aol OAuthreer Q15 HZt 2] AJAH
(Authorization Management Server)oj]A] AREX}OJ|A|
OTPE A&sta AFEARS] Mac Addressg Zshst a7l
XA AFRALQ} 2051 OTP Code &85} W7l of
Sotr gai Ay A2 B AAdE]o] OAuth Ticketo]
Asl7t EAlsE 2t AR gAars ALs 4 9= bF

e Qo AR A3 B T QAL ohew 2t

Hi BA
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Userp/|Token_Issuer/|ValidityPeriodrime//Issu
e_Datel|AccesSyac//Usagerist
AFEARS] OTP A HO} AFE AJAENS] MAC Address &
w7} ARJsA] glot Q1] E] k=t MAC Address
+ 7199 JE = uj2] 55 A2]Eo] Qlojof gt

(2) Users Without OAuth Enrollment
Hst Ho] AMW(Authorization Server)= 2% AH=Z
A tisete]o] QISE Y W2 AREAPE 71RO Qe A
HE ojolettt. OAuthof] 7FIEX] 2 AREALY] 712
QAUE et AHol A A AREAL 7|2 RS 55X

of B RRE oheu g,

2

{User;p//Addressyac//Clientp//Scope//State//Code//Gra
nt_Type[|Access_ Token//Refresh_token}

OAuthTicketQ}o] xJo]AL A}QA} Al T TO} ALRA]
2HE10] MAC Address o]ct. o]ZA] A E EJZ1S 37410
@t ol A= FH.

(3) OTP Breach and Exposur
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1%?_?3} 2 doMe B FL712 E8dn
OT FE+ Authenpues HB3517] ot §o7|2 AR
det 2] Aot 2lan Auel SRElE 7]
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FEHY eugoR F M| IDY Password’t &
ES o, A& Asli7t 2T & ok shAITE Aot
A|ARLZ Authennuers Yookt AMESH= 7|12 &
&0l APARI MH Fds §l&sHA] et E3t
Authennuers Yaotsto] Hgh 2] AJAR0] HIEA]
2he Alzshe  ZEo|AE A|ARI] MAC
Address7t FetM HE 51&5HA] de=th
2 A= 71E OAuth Q15 AIARIOA LS 4 9l
+ ABAQ ARl sl ®ot2 Zetsr] Hgt 71e= A
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150z 2as Ao Oigh AREAL Q1% et 70|t
Aml, AFEAE A7olA OAuth 915 AH|AZ} 7Hsgh
ARERLA 718 AUIAS 2@ WS 102 AEstH
A 27} Q15 AH| 20 ARRE]= OTPRIS WA Q1% §
Z19] B 7[Ho=m HORE ZStsiint. EA AREAT Al

Adl] 22)d 1g PR MSE AEstel AHgAtY] Zat

ot

Ao
Hu 2

O|AE AARLZ Q1F5to] AME UIA] Q15 AB|AE AlF
SIITE AR, SHHO] BIZ1 Ao 2 ofg] 2]AA AHE
e 2 9l SSO(Single Sign-On)9} 22 AH|AS

Hu
Agstn k. 271502 AgA A% e oF o

AelE WAsP] 93t 7Mo2 Hash 348 283 4
Ut AREAR QI B 72474 A= Aol thet &

H[ User;p/|Token_Issuer//ValidityPeriodme//Is
sue_Date[[AccesSyc//Usager s

OH}\]}E] ki l:g} ;\}Q.x}
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S B9 224 Mu|Ag Aled 4 ot

V. Conclusion

B =90 OAuth 015 AH|AS 7]¥to 2 5 Halsln
7HHSE AFRA} 01F W 2 70 "hAlo] goby 7}5lE o5t
7]12A dloke Ajotstt}. 71& AJAEl LR o]H OAuth
?_]_%Oﬂ qsa}_, O]OD:] O]E. O]OH H}}\HO]‘ _/'\_ 9\1% E?J:
$ %Oﬂ E‘H%f_)'}7] HOH /\}—Q—K}_Q_} }\1];]]/\ _L]—a i‘% ‘l_q
Hob Mu|AE elsiict
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2R} A% 9 U5 7122 =Tt BRI A5 B

501 ch2ab] o0 AL8x} 22folgiEo] 12 AolE 7
slatoict. AW, AARE ALRAL Q1ES 93t BOF Aju|A

2 ABgosn A5 AP B
# Q7014 Aokt 7182 7E] OAuth 9FIHE At

gol= AREAMIA: 718 OTP 915 HRP7E Y]

o] T4 EWalo| 9)S 2 9lol} ALRA} U AJAEl B35
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