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[Abstract]

High-dimensional features in API Call-based Android malware detection lead to high computational
costs when applying Transformer models. To address this, this paper proposes a multi-stage feature
selection pipeline combining LightGBM and Transformer's tokenization method to achieve both model
lightweightness and high performance. The proposed method ranks feature importance using LightGBM
and then dynamically constructs a final feature set constrained by each Transformer's maximum input
token limit. Experimental results show that despite dramatically reducing 9,503 original features to
80-95, our model achieved up to 98.28% accuracy in binary classification and an 83.66% Macro
F1-Score in multi-class classification. This demonstrates that our methodology provides comparable
performance to previous studies with significantly fewer features, proving it to be an effective solution

for ensuring both efficiency and high detection rates in high-dimensional data analysis.

» Key words: Android Malware, API-Call, Feature Selection, LightGBM, Transformer

Aslaal gt} Alekshs WS LightGBMO.2 B4 To%E ﬁ%i‘ﬂ 4 Zh Efayy BE

Ao 4" EZ Aok 2 AT EAFETES 2 A%t *é‘d A} 95037H94 A
S 809572 FU|HoR HAELolE &

S ol Al 83.66%2] Macro Fl-Scores €3Gl o= AIQF W Eo] &4 AL 540 F 7

ATEYN ded Aes HolH, 1t w

B
st I A= J/].zqo gﬂﬁﬂlm% o1i—§5‘h;}.

}mrw_ﬁﬁmﬁmgﬁ

> ZA|0f: OFE20|E QMY TFC  API-Call, 41 MEH LightGBM, EALM

e First Author: Gwang-Ho Kim, Corresponding Author: Soo-Jin Lee
*Gwang-Ho Kim (champion2409@naver.com), Dept. of Defense Science, Korea National Defense University
*xS00-Jin Lee (cyberma@gmail.com), Dept. of Defense Science, Korea National Defense University

* Received: 2025. 10. 02, Revised: 2025. 11. 03, Accepted: 2025. 11. 17.

Copyright © 2025 The Korea Society of Computer and Information
http://www.ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



180 Journal of The Korea Society of Computer and Information

I. Introduction
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II. Preliminaries

1. Dataset
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Table 1. Details of Benign Dataset

Category Amount of sample
Benign0 32,804
Benign1 47,861
Benign2 42,635
Benign3 7,847
Benign4 31,754

Total 162,901
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Table 2. Details of Malware in CICAndMal2020 Dataset

Category Amount of sample
Adware 47,210
Backdoor 1,538
Banker 887
Dropper 2,302
Fileinfector 669
PUA 2,051
Ransomware 6,202
Riskware 97,349
Scareware 1,556
SMS 3,125
Spy 3,540
Trojan 13,559
No_Category 2,296
Zero_day 13,340
Total 195,624
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III. The Proposed Scheme
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Fig. 1. Overall Architecture of the Proposed Model
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1. Experimental Dataset
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Table 3. Experimental Dataset for Binary classification

Class Label Train data Test data
Benign 0 129,745 32,436
Malware 1 143,991 35,997

Total = 273,736 68,433

Table 4. Experimental Dataset for Multi-class classification

Class Label Train Test
Adware 0 37,768 9,442
Backdoor 1 1,230 308
Banker 2 709 178
Dropper 3 1,841 461
Fileinfector 4 535 134
PUA 5 1,640 411
Ransomware 6 4961 1,241
Riskware 7 77,879 19,470
Scareware 8 1,244 312
SMS 9 2,500 625
Spy 10 2,832 708
Trojan 11 10,847 2,712
Total = 143,986 36,002
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2. Multi-stage Feature Selection Pipeline
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2.3 Tokenization-based Final Feature Selection
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3.2 Model Architecture
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IV. Experimental Result and Analysis
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Table 5. Results of Binary Classification

Model Accuracy | Precision | Recall | F1-Score

BERT 98.22 98.21 98.22 98.21
DistilBERT 98.25 98.22 98.27 98.24
RoBERTa 98.28 98.26 98.29 98.27
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Table 6. Confusion Matrix of Binary Classification

Model Confusion Matrix
Benign 561
True
BERT Malware 658
Benign Malware
Predicted
Benign 431
True
DistilBERT Malware 769
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Predicted
Benign 511
True
RoBERTa Malware 667
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Predicted
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Table 7. Performance comparison of Binary Classification

Approach Feature | Accuracy | F1-Score
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3. Multi-Class Classification
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Table 8. Results of Multi-Class Classification

Model Accuracy | Precision Recall | F1-Score

BERT 93.59 85.61 82.22 83.66
DistilBERT 93.41 85.18 80.57 82.56
RoBERTa 93.69 86.14 81.37 83.45
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Table 10. Performance comparison of Multi-Class Classification
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[5] CNN 2,237 83
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