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[Abstract]

The combat management system(CMS) integrates sensors and weapon systems to effectively perform
a series of procedures from detection of targets to engagement. In this paper, we propose a method of
improving the generalization performance of the CMS core functions by refining the message-based
structural data. The proposed method refines data contamination, including outliers, by employing
publicly available cleansing algorithms and cluster-based re-sampling techniques. Two artificial
intelligence tasks were defined for the engagement function of CMS, and models trained on
contaminated and refined datasets were compared and analyzed. When generating data, data based on
sensor failure and mission bias scenario were collected and used as experimental data. The performance
differences before and after data refinement across various models were analyzed, and effective
combinations of cleansing algorithms were estimated. In addition, the experimental evaluation using the
sum of weighting scenarios was conducted to verify the performance improvement after data refinement,
and statistical tests were performed in order to confirm its significance. Through comprehensive
experiments, it was verified that the pair of LightGBM and AutoEncoder outperformed other approaches
in both regression and classification tasks. This study is expected that will be usefully used for
developing Al-based intelligent combat management system and reviewing the applicability of new

technologies in a maritime domain.
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I. Introduction
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II. Related works

1. Combat management system
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Fig. 1. Configuration of Naval Combat Management System[ 8]
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Fig. 2. Engagement Flow of CMS[10]

2. Structural data on CMS
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III. The Proposed Scheme

1. Simulator for constructing datasets
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1.1 Own ship and target modeling
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1.2 Weapon modeling
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1.3 Threat-score modeling
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1.4 Data labeling using weapon assignment rule
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Table 1. Definitions of Input Feature for Threat
assessment Al and Weapon assignment Al
Input Unit Type(data) Task(AI)
location_X km Numerlc
(Continuous)
location_Y km Numerlc
(Continuous)
N -
target_speed m/s umeric Threat,
(Continuous) Weanon
target_type - Categorical P
. Numeric
distance km .
(Continuous)
Numeric
TTG sec .
(Continuous)
is_in_range - Categorical
is_ammo - Categorical
is_reload_unlock - Categorical
is_avail_fire - Categorical
. N i
reload_ratio % umerlc
(Continuous)
margin_range km Numeric
gin_rang (Continuous)
- Weapon
. o Numeric
ammo_ratio % .
(Continuous)
remain_range sec Numeric
-rang (Continuous)
- Numeric
remain_fire sec .
(Continuous)
. Numeric
remain_reload sec .
(Continuous)

2. Model tasks in the proposed scheme
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3. Data contamination
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Algorithm 1. Tabular data contamination

1) sim_data : data to be contaminated

2) feature_cols : features of tabular data
3) policy : a contamination policy

4) contam_ratio : a ratio to the degree of
contamination

(contam_ratioeRr)

Parameters

N = total number of rows in sim_data // Zf s = 174 W
Mg ME
n_contam = int(N * contam_ratio):
if n_contam ==

return sim_data
contam_idx = randomly select n_contam rows
for each feature in feature_cols:

feature_policy = policy.get(feature, "all")

if feature_policy == "class™

for row in contam_idx:

how = random choice ['none”, "nan”, "random_class"]

case "nan": set feature[row] = missing (NaN)
case "random_class™ replace with random different
class value
// "none™ 3 Q1S
else if feature_policy == "all™

compute stats (mean, std, quartiles, IQR, median)
stuck_val = random pick of an existing feature value
for row in contam_idx:

how = random choice ['none”, "nan”, "outlier”, "zero",

"stuck"]
case "nan"t  feature[row] = missing
case "zero": feature[row] = 0
case "stuck" feature[row] = stuck_val
case "outlier™

if random < 0.5:
feature[row] = Q3 + 3*IQR + noise
else:
feature[row]
case "none" skip

Q1 - 3*IQR - noise

return contaminated sim_data

B‘i 57]»7(]4 fo =] 7], H]‘}\HO]‘
sttt o]Ax] o4 Al Algorithm 13} 2t}

4. Outlier detection algorithm

2 A7e odel HolE s A YA
A duE2 Mgttt AA dadEe o2 &
oltt: LOF(Local Outlier Factor)[16,17],
Forest[18,19], COPOD(Copula-Based

O Al &
107}%]
[solation
Outlier

Detection)[20], ECOD(Empirical CDF-based Outlier
Detection)[21], HBOS(Histogram-Based QOutlier
Score)[22], KNN(K-Nearest Neighbor)[23,24],
LODA(Lightweight On-line Detector of
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Anomalies)[25], OCSVM(One-Class Support Vector 12|53 AA| g4 1050] &5 Qct Ad Zdfof= A
Machine)[26],  AutoEncoder{27],  SUOD(Scalable Al&9] A1tE £3ote] =2 1A LS st L]
Unsupervised Outlier Detection)[28]. LOF= 24 e &3 A &9 Ho|(pair) & AH&SH

E‘HH] _]}\ 01014 AHJ—LO o]}\l-xli

st} [solation

Forest= TA+0] Ha] Ea]ofA] A2 Ba] 422 7k= 21 Table 2. Models and Key Parameters
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11] non-linearity and ¢ random_state=42
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o|AlE AT 2 wigksitt LODAL BAN] Aloi} 8]4 3] * Relatively easy to
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AutoEncoder(hidden_neuron_list=[|features|, 64, 32, overfitting and « random state=42
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IV. Experimental results 6 T 2222 6666
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1. Experimental environment
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2o ket Zrtk Python 3.11.7, PyTorch 2.4.1,
Scikit-learn 1.2.2, PyOD 2.0.5, LightGBM 4.5.0, XGBoost
3.0.2, CatBoost 1.2.8, NumPy 1.26.4, Pandas 1.5.3.

2. Model performance test
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2.1 Result of threat assessment model

Fig. 32 2 Jwo] g HAE7} A5A5 MAE 4
WS HolEth o Fwrt Srieol Tk vlgA 718k
Ya2)E 52 AP0 2 MAEYT A5dhe FAIE B
o}, gHHof|, A 7|§He] 452 v F oA AJTiA
og o Axo gart E5|, LightGBMy} XGBoost &
dlo] 52 2 A& 3% A1 o]z vgAIe ZgA Hlo]
B 7]8te] /d-50] gelsiA Afo] & EAT}. E5h CatBoost
9] 74 o] 17% Al o] =RE A2t v|7ZgA| tlojgf
740] 4% x|} WaksHA LIERITE gHH, TabPFNL: ©
A AT 27l 27511 £ dlojelle] A5 Alol7t o]
ols}x] erorout, o] tjsl 943t A4S wolrh,

8- RFUnclean - XGB Clean
0,018 - RF Clean 7~ CatBoost Unclean
—&- LGBM Unclean  ~§- CatBoost Clean
~§- LGBM Clean TabPFN Unclean
- XGBUnclean  ~E- TabPFN Clean

0.017

0.016

0.015

AE

H
0.014

y < v
B s Rl e L B AR LS £ 2 S

Fisgbrteitthomplai it iy

ey epy Spa A A O e E S DT e E S E 2]

0.013

0.012 T,

o011 ] EEFRRASE

0 8 16 2 2 40 8
Contamination (%)

Fig. 3. Performance result of contamination test(MAE)
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2.2 Result of weapon assignment model
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Fig. 7. Performance result of cleansing test(MAE)
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4. Analysis of cleansing methods and models
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Table 4. Paired t-test Results using Cleansing Methods and LightGBM (# = 49)

Task Cleansing Method Sy SE t-value CI p-value
AutoEncoder 0.001431 0.000204 16.637090 (0.00299,0.00381) 7.28612E-22
COPOD 0.001554 0.000222 12.837743 (0.00240,0.00329) 1.94596E-17
ECOD 0.001460 0.000209 13.468022 (0.00239,0.00322) 3.1831E-18
HBOS 0.001576 0.000225 12.447815 (0.00235,0.00325) 6.11682E-17
Regression Isolation Forest 0.001601 0.000229 13.453647 (0.00261,0.00353) 3.31543E-18
KNN 0.001301 0.000186 16.665655 (0.00272,0.00347) 6.79061E-22
LODA 0.001251 0.000179 13.282481 (0.00201,0.00273) 5.39588E-18
LOF 0.001195 0.00017 15.969889 (0.00238,0.00306) 3.87022E-21
0CSVM 0.001360 0.000194 14.558741 (0.00243,0.00321) 1.55799E-19
SUOD 0.001049 0.000150 18.160471 (0.00242,0.00302) 1.91296E-23
AutoEncoder 0.000590 8.437E-05 13.604305 (0.00097,0.00131) 2.16608E-18
COPOD 0.000579 8.278E-05 13.411811 (0.00094,0.00127) 3.73331E-18
ECOD 0.000605 8.638E-05 13.295931 (0.00097,0.00132) 5.19259E-18
HBOS 0.000611 8.730E-05 13.129739 (0.00097,0.00132) 8.35914E-18
Classification Isolation Forest 0.000542 7.739E-05 14.947065 (0.00100,0.00131) 5.50843E-20
KNN 0.000626 8.941E-05 12.828924 (0.00096,0.00132) 1.9966E-17
LODA 0.000600 8.577E-05 13.413435 (0.00097,0.00132) 3.71613E-18
LOF 0.000622 8.886E-05 12.922803 (0.00096,0.00132) 1.51967E-17
0CSVM 0.000613 8.755E-05 12.954361 (0.00095,0.00131) 1.38679E-17
SUoD 0.000568 8.113E-05 14.452836 (0.00100,0.00133) 2.07515E-19
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