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[Abstract]

In this paper, the security limitations and design flaws of the Li protocol proposed in 2023 are
analyzed, and a new authentication protocol is proposed that addresses these concerns is proposed. The
Li protocol analyzed in this paper contains a structural flaw that allows all legitimate users to directly
access the server's secret key, which compromises the integrity of authentication and the confidentiality
of the entire system, posing a critical security threat. Furthermore, the protocol is vulnerable to attacks
such as smart-card lost attack, forward secrecy, session key exposure, ephemeral secret leakage attack,
and key impersonation attack. This paper improves upon these issues and proposes a lightweight
authentication protocol suitable for IoT environments. The proposed protocol, through security and
performance analysis compared with related protocols, satisfies high security attributes while minimizing
both computational and communication costs. Therefore this study is well-suited as a secure and

practical IoT security authentication protocol.

» Key words: Server key exposure, Forward secrecy, Smart-card lost attack,
Ephemeral secret leakage attack, IoT environments
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I. Introduction

AFEQlEYl(Internet of Things, [0T)9] G45h &AL
S FA20] J2 dZ8EE e /st ey,
ol2{gh &FollA HAgH AREAL Q152 HOHY] SHAl @4
2 e 224 [oT 2732 A8hARl IT AJARIa &
2] Ak At 53, 22 A3 Apd, S YEY A
=8 =& Y 5 Rt A 212 auks] OiE
o, 71&2] AEARI A5 FAC 2= F2T B
gHs}7] offet. o2&t sigollA zlZolle WAYE, A
OlEZLE, AIR|AHE Astst 394 91Z(Three-Factor

2
Authentication, 3FA) BHAlof thst A7} hits] xlsig]
1 Qlch olgjst 87 £oflA 2017 Dhillony} Kalra[1]
T 870 HEe A% 95 22E2e AUt
o AlES] X2ETE Y Y 330 O AY
FAystoICk

_’Eiuf 2020‘-:1 Lee & 2 EZ{2]& Dhillony} Kalra
o m2 20| mutel 7]7] Y4 o] Hoshu, AHgAt
7P user impersonation) 5242 THX] 55HH, QAZSA]
4|7|(revocation) HAHYEY A AIE AR5 o
o Lee 5 TR EZS 3FAC) 7uE o4 Q15 nzE
22 AlRterF L, AFAEC] T2 EZ2 ATl T4
2ol g itk Zstoic. stAIet 202340 Li 59
2EZ3]2 Lee 3T9Y ZEEFO] FM F
(man-in-the-middle attack)y} AFEA} 71 220
gh oi7t nlgstu, Al 7] Bo 9 ARk oral/del
7t Sk AIMsloict. Li 59 m2E2e ol=jd 2
= 3§45 Yol R EF LA S JjASte] HorAut
4= Aol FEAI7]IE WS AlAsHH.

5t 2021499 Chang £9] 2 & Z{4|oA % Lee &
of mzego] 7AA P2 BAGtL, Y ZeEgol
o3| AREAL Rt 34 £7Fs/d(un-traceability)
2 95| RS ok, AR d5Eo] bdt A
A lopge Umsha ookl Witk Eah, A4 ul8 o
£FYOR sl 10T Dol THEgh oAt Sgto] WAyt

L At 3 X|As190}. Chang S0 T2 EZL o]z
st 2RlZ sl dsl7] 9lsto] YAl 7] 7I9k DH 7] @3k
2ol Y, MAAE B35 mjAYSS 7sistoz
M AFSAL TEfo|HA] HS, AN, AlsolE2 T Ao
Fote M2e Z2EFS At 12y 20254
o Lo 59 Z2E&Z{5]2 Chang 59 Z2EZAE
ogis] 24 2rhsu A el At glckn
A& stedct. 2024¢0] Arpitha 59 T2 EZ[6]2 loT

Mo & JX |H o

>
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o} o] A% L2 & Bk [o 717 U2 ofS2lAoly
oAl AFgAL Zefoluix] BES} HOLYS S wel
2 023 glou), Lee § T2 EZ0] Hok FoPSo o)

to} 1H=Fs] Adgstitt.
202140] Sahoo 59| =2 & ZE{7]: IoT 749 A~
Aol AAEIS] HOk FoPES S| 913 A% AlAH
S AIo5IY L, AVISPA T 115 AR8sH AlEgo)Ad Ay}
g Z2EE2 QMsithal F4gstelnt. J2fu 20223
S5AIQ1 718t9] 10T Q15 =g EZ5 AQtsh Mirsaraei
59 T2 EZ8]2 Sahoo 59| L& EZo] YRA} 34,
My 7 24, 9x ZA0| Aok, loT AHR|Q] AHd
Aok ALsHA] 2oh vlas/d ® =2 At Bl & 39
wAIE QAL Stk ARSI 2023\30] Lio] 22 &F
[912 Mirsaraei 59 Z2&F HA| 28 27157, A9
Sk otXA 7] YA ZA, o] v|WUAYE 5 & ZA(ESL)
o] Florsirie Ae AIsIc). olo] we} Lio] mees
< ol2feh ZAIE siAsh] et Mz2e m2eES 27
shm, WAYS 25 FAW AN 7] BES Jesio], §
Alo]] AFRA} O1HA] @ A|AE] §SA] SFARS T Wt u)
oke Fotelgit). B =RoNE Lio] n2E2e
231 L) mzege A0 Agos s3I
< AHEATNA /\1HM 877 a3 AT B
opgol EAae HAstect o] s Y LeEDO
A Vg B, AT B, YA B DR 35 34
S gejl ofe] 2o QMstAl gt
& =M ol2feh Lio g EE{9]9] Tﬂ
S ARP) Slstol, 2301 Lie] m2Ege)
S AHEY, AN g ZREZ FAIE +
AR M= BA siAS Y5t AE A me EZ-S Aot
StaL, SOl Ak 2 &F0) P} At B, RS
= H et
e

ol
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II. Li's Authentication Protocol

Li9] T2 EZ{9]9] P2 55 T, 210lu IF
A, 220 A E HPTAR o]RojZlT} £7] T
o] M= Bt 4149l A PE 7[& A (base point)C &
ARESIY, 7] H|d7] X, & ERdth
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2.1 User registration phase Table 1. Notation

LAMSA} U,7} N IDV;Q} IjAE PwW;, Je]a Symbol Description

KH\_]Q ’\giﬂﬁi = ?J%?_H:} LU}Ei'}E% X, long term secret key of 5
' ID, identity of user i

Gen (b') - (077’ T')ﬂ]( PWD,; = h(ID'HPVVIHO') PW, password of user i
S ARKstel Asjoll {ID, PWD}S s Hé ) biometrics of user |
- key generation/recovery process of fuzzy
?_H:’} Gen(), Rep() extractor

2AHE U N2 et Z = h(S[DjHXsH]Di) S; J,, IoT server node

PWD,, ERD, = ID;&h(N,|SID,), B, = N,: P S, | dently oL 5
& i i = DD i it Au; authorization(access level) of user i
By, = X, ®h(PWDJIID,), Au; = h(SIDjHID,;)@ h(.) one-way hash function
@, | XOR and concatenation operation

tokeng AAtstel, h(ERD;)?t N2 ~7Aet &,
A&AWNA {Z,, ERD,, B, B,, Au,}?} A& Ao}
EJIE SCE st Aggtt

3AMAL U f,=h(PWD,DZ,) E;, = Z®h(
PWD|lo,)& ARt &, B9 f5 AUETIES]
Z7t2 ARstal, z, & AR ADtETLEOlE #
2xog {E, f, ERD,, B, By, Au,}7} R},

ID; = ERD; ®h(N|ISID;)
G; = h(SID/||X,ID;)

V, = GID,®h(ID||T)|| X,)
Au; = By®h(V,ID;)
token’ = Au/ ®h(SID/{|ID;)
M =h(GIITV;)

F ARG Auto Zalg 1
2.2 Login and authentication phase USE ARRE My 3 REHE M, 0] S o
LAFRAL U7} ARALS] D9} AE W, 12w o7 Alde Sttt 224] g 49ole d
N o ElAREm 7,8 A3Asto] AIE 7] SK S 7

AHA] AR bS5 Y5 0, = Rep (b, 7;),
PWD," = h(IDJIPW,ll)), Z = E&h(PWD,
o)), fi' =h(PWD, ®Zz/)& AXst & f/3t 2
otEFbee] fb el wladit Wb £ ol
c2d AHg FastL, U5 U4 N, el
ARRIT T2 st OF e ARt & {1,
GID;, M,,B;, B,}5 Av{of] Z-&stc}

X, = B,®h(PWD,J|ID,) i

— ERD,&h(TIX,)
G.= Z&PWD, V,=N, B,
B, = Au,®h(V,|IID,)

e 3 {Ty, My, Myt AREAIA 33t
SK; = h(V,|IN,|lID|ISID;)
M, = SK;®h(X,||V,|lID;)
M, = h(G|IT3|SK;)

BABALE EQIATE Ty0] Ele eelsio] i
o
o1
’

S

=X
oF
|

-|r1

GID; = V,®h(ID|I T\l X,) 2.3 Password change phase
M, =h(GITIV,) LARGAL U7t AHAlQ] AEAL ID,°F HiAQE PW,,
Z.Uﬂ’\]"]% 92 loT ’\1315 E}Oc‘.i'%@ 1,9 B34 "“Kﬂﬂi b s Yo, AVIEIIEE o, PWD,’,
=5k, Efg =& Aeto], Altgt p ik f0] 5978 o

L=

AL
glol SUsHAl gow A
H

r9,L‘ rU[o

o $UY of8g ulwalch, giof FUSHA| o A 28t 2R g Aol the Ake A3y
Ag Faske, 2R %S A9ole  h(ERD,)A o
RS e N ZAs] o 2SS ARk, oi = Rep (b; 7

ERD; = B;®h(T)|X,) PWD;" = h(ID/|IPWis/)
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Z! = E®h(PWD, ||o;)
fi=h(PWD/®Z/ )
2487 M2 WAYE PW T BABE b &
Uit

PW. = h(ID,;IIPW,;"Ha;")
= Z,®PWD, & PWD,"
[ =h(PWD/®Z])
E'=Z"®h(PWD/|c")
By'= B,®h(PWD;, ||ID;)® h(PWD,"||ID;)

III. Analysis of Li‘'s Protocol

B =00 EA38t Lio] L2 EZ0] 71A Alzkst 2R
2701 TAA Afv]e] v|U7|7} et BE AREAL
oA i%%ﬁ% o}, olzjgt A= Qlsto] Lio] &
L2 EZ0] 7] 2AQ AAEet
A7 ofg] FA0] tigh g AT EARIC

1. Security analysis
3.1.1 Server key exposure
Lio] Z2E2e 279 WoN 7l= 28712

So] Al X, = BQ@h(PWD;HID;)E‘ Zulg AAksH
Aeo] v|d7jo|og, L14 _igg_g 270

We. Ap A} £, B A}RKE
PHslel 593 %axr: Ao} W71 27 2 4 9
AL} e ARG

SK, = h(VQIINQIIIDiIISIDJ)
M2 spgE 4 ok

3.1.2 Perfect forward secrecy

o] Me 7] =& A oA FARE Hie o] Lic]
=REFE Aol HIBVELE ARty R aE
wAPZE Exfgity J2Br AR Aol g o
N9t N, & m2t} Exjete SK,9F SK& 5Y3 %IO]
b2 RS dAA My, GID;, Ty, J2]3 Aufe] H]L7|
X, °F 258 ID/ & ol&sto] A 715 th3at 2ol 7

%3t
A 2 ok SK, 3o Aehge A M, = h(GITy
/>— olgstel A% 7Rsatul, ol G2 Asie] A

" = h(SID|IX,| ID;)& o|&sict.

P

)

>.

User U,

i

Server S ;

Inputs ID,, PW,, b,
Computes o, =Rep (b, 7;)
PWD," =h(IDIIPWls,)
' = E®h(PWD, llo;)
f =h(PWD, ®Z’)
Checks f/'?=f,
Chooses N,, timestamp 1T}

Checks (T, —1T;) = AT
Computes ERD," = B,®h(T}lIX,)
Computes h(ERD,") and retrieves N,
Computes D, = ERD, ®h(N|SID,)
G, = h(SIDJIX lID;)
V, = GID,®h(ID|IT|IX,)
Au, = B&h(V,ID))

Computes X, = B,®h(PWDIID,)
B, = ERD,®h(T}|IX,)
G, =ZPWD,
V, =N,.B,, B, =Au,®h(V,IID,)
GID, = V,®h(ID|TIIX,)
M, =hr(GITIIV,)

{T,.GID, M,B, B}
- >

token’ :Au'eéh(SIDj\\IQ)
M =n(GlITIIV,)
Checks M, 7=M,
Chooses N,, timestamp T
Computes SK; = h(V, [N, lID,|SID;)
M, = SK,®h(X,|V,/lID)
My =h(GITISK,)

Checks (T, —T;) < AT
Computes SK, = M,&h(X, | VIlID,)

M, =h(GITISK,)
Checks M,/ 7=M,

Fig. 1.

Li’s Login and Authentication Phase
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= GID,®h(ID/|| T} X,)

SK, = M,®h(X ||V, lID,") = SK

J

3.1.3 User anonymity

Lio] nREZe o) Au 7] e B2 Mol #A
ule} o] Ip; Z&3} 1 3t AEdS A M, = h(G,
ITIV,) e olgatol A% 7hsoich Algst M,
h(h(SID,| X 11D, I T | GID,& b (ID | THIX, ) 5
Usteg o] Al ARgHITE A%, B2xie oolo] A1g
AHee TR BE ALBAISY] AlEALE AR 4 9L,
ol Qlsto] Hilst 24 F7Hs/d= BASHA] xetth

3.1.4 Smart-card lost attack

AUFEFIE #A Al SARR= 7HE00 AE Aw, 2 A
#o] SID,, ié?f A /S 0|85t token =
Au,@h(SID & Qo Mwe] SID; =
AL AP ARARE TSt A &S7hsSith
A= A}%K}% 7PEeh] $fste Ty, GID,, M,, By,
B, APgsliof stil, AYSt AMEALR S=25F FAARY
otolg 7hl AbgAHE Aol v]R71E <

oly 9loog }
2 A1gAkE JPIED] A3t BE JuE O 1S S
At 2 ok,

1.h(V1||IDi)/ = Au,® B, AA
2.V, 2 V,oF s4steg V,9F Ad AR A
6}0:] VQ/ ?= GID,@h(ID,/HTMXs)E‘ 71]}?_].—

3% WAIA M9 7Y 849 G Hule] 4 G
= h(SIDJ|X |ID,)& 01§3le] AL o] A2 o]g

stol 22 TASH [D,9] Aehy ol

TARE o] 1-3%0] Sfste] M, & AN £ A1,

14 7] SK, = M,®h(X,|V,IID,) 2 93 ARt 3%

L L
S¢ 3t 9ol 98 4l 0F U o

=

3.1.5 Ephemeral secret leakage attack
Li =2 &20] JA 7] Ak h(V,IIN, DI SID;)
U SK; = My®h(X|IVIID;) 2 ALttt gt AL
BRI JFelel ) U] X, & HEY 2
HM Mg g N2 |
= GID;®h(ID, ||T1||X )Uf V, = GID,@h(ID,;I
Tllle)i A 4 Qo Aeie] 8|27 X, & &4
1S5t 3AR: SID7E B& AERu} ofd H9, AL

Aol ID°t G ga glenz Al G =h(SID)

13

XD olgslel Aele] ApEal SIDE HET 4
ok, 1202 Li ZRETL U4l 2 UAIA e

So] w29 4 QA Ytk

2. Design analysis

Lio] Z2EZCS 239 st |2 AFZALY] D, 0]
st EfGA S AZSHA] ke A, "l2 oS OAS XISy
3}, elme Lio] REEe S0 D5 £33 4
2] 28X 27} ARjS).

=

IV. The Proposed Protocol

=,

ot meeEo Aue] vj|st wiEle Lo ne
2 ol WSt ole] 241 RAst

7] S 2 TR ESS AT Aot LRETL A}
841 55 W, 2301 AF WY, 321 HAc

4.1 User registration phase

LAGAL U AWAlo] ID,9} Wjagle PW, J2|1
Apdlel FAARE b2 A
Gen (b)) = (0, ;)2 PWD, = h(ID]|PW,|lo;)
= Altstol Ay S0l {ID;, PWD,;}2 PHsHA] A
et

2A4 S AREANY] ID; EEEE
9 22,

AnfETLE S

sielsto] E

¢& N, ERDE AL Z,=h
(SID,|X,|| N\IID,) ® PWD,, B, =N, P, Au,=
h(SID| IDJIN,)& tokenS #XsId, ERD,, N,
D= ARsP) ARSI, (SID, Z,ERD, B,
AuJe AntETLEO] AAste] 18R Uo7 QFA
s Mgt

3AHEAL Ut f,=h(PWD,®Z)% E, = Z&h(
PWD)|s;), RD,= ERD,®h(PW]lo,), TD, =
RD,®h(PWD,)S AN 3, E,, TD,, f,Z 2
olesleo] 2712 ARSHL, 7,9 ERD= AE
t}. AOlEFtEO= FEXOR {SID, E, f,, TD,
By, Au 7t ARt
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4.2 Login and authentication phase

LAFEAL U7} AFA19] D9} TiA2YE PW,, T121
ApAlo] AE b5 Yeld, AntETEE o)
Rep (b,,7,), PWD, = h(ID)IPW,|lo,)., Z =
E®h(PWD,/|lo/). f/=h(PWD,/®Z )&
Atsto] 7HEof| AR fg} f o] Z+& 7Po];<] v

of. ghob glo] th2 A% Al
LJ—/\ N Q} E]»O]/\EH_U_ T1%
GID,, B,, M, }-& Ao A&3ict,
RD/ = TD,®h(PWD,

=2 ola]

1
a5t
Ao
=

AR X

o

3}04 { T1a ERD,,

)
ERD, = RD,®h(PWDJ|PW,)
G, = 2ZoPWD,, V, =N, B,
B, = Au;®h(V,|IID/| T;)
GID, = V,®h(ID|IT\|G,)

M, = h(T\|IERDJIG|| V)
20ARE AL A8 S EJARRE T 9]
BIY 43S Hdotod (I, —T)) < ATE Akl
o}, groF Bjst 3ol ol AldS S&shil, Eet
HolH ERD, UH“JEJL ID;°} F4 N2 M5t

g
n[o
&
41

H}\E'. =2 |_.

G; = h(SID/|X,|INJIID,)
= GID;®h(ID|I T\ G;)

Au/ = By®h(V,|IID|IT;)

token = Au; ®h(SID ||ID/|N;)
M," = h(T\|[ERD||G/|| V)

ARt M1 AE OIAIR] Mo] FUSHH U
N, ERD;" E}oliEHE TQ i\H/\-]a}o:] }\]}\4 7]
SK; & ANt =, Ty, My, My, Q}5 A&7
Atk

QI = ERD/"@h(G,/HTg)@h(ID,H VQ)
SK; = h( T T VLI XN, IIDISID;)
M, = SK;®h(G/ I V,IlID|I Ty)

M, = h(G/IITLISK,IQIIERD]")
3URIKIE g AMgAR: EBlaRin T7,9] g
BT, — Ty) = AT)S 7AZ3t0], Epgsl gro] of
Ul JMS Zacty, Eldst gold A4 7] SK,,
ERD;", M, < ARSI Aatst M, 11 A4 0A]
A Myol FLsIH AHEAHE AW E AFEITL RD;”'

= ERD]'®h(PW)lo,) S
AT grek & glo %%_‘Wl dod
gt
SK; = My®h(G,lIV,IlID|I T)
ERD"= Q@h(G ||T3)69h(ID||V1)
M, = h(G|I Ty SK||QJIERD;")

User U,

Server S ;

Inputs ID,, PW,, b,
Computes o," = Rep (b, 7,)
PWD," =h(ID|IPW |lo,")
' = E®h(PWD,llo;")
1 =h(PWD'®Z’)
Checks f/'7=f,

{13.ERD,, GID,. By M} |

Checks (T, —T;) < AT

Retrieves the ID,, N, mapped to ERD,
G/ =h(SID|IX,IN IlID,)

V, = GID;®h(IDITIG,")

Au, = B,@h(VIDIIT;)

token' = Au, ©h(SIDJID,IN;)

Chooses N, and a timestamp 17
Computes RD, = TD,®h(PWD,)
ERD, = RD,' ®h(PWD,|PW,)
G =Z®PWD, V,=N,B,
B, = Au;®h(V,IID|IT})
GID, = V,®h(ID| T|IG))
M, =nr(LIERD|IGIIV;)

M, =h(TERD,G/IIV,)
Checks M, ?=M,
Chooses N,, ERD" and a timestamp 17}
Computes @, = ERD!®h(G/|T,)bh(ID]IV,)
SK; = M TITIV,IX N, IID/ISID;)
M, = SK;®h(G/ IV IIDIIT;)
M, =h(G/ITISK QI ERD)

T

Checks (T, —T;) < AT
Computes SK, = M,®h(G, IV IIDIT;)
ERD} = Q:®h(G/I ;) ©h(ID]IV;)

{7, My, My, Q}

M, =n(GITISK QI ERD!")? = M,
Saves RD!'= ERD!$®h(PWlo,)

Fig. 2. Proposed Login and Authentication Phase
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4.3 Password change phase 1. Informal security analysis
A E HALS YUsH= ARSAR= Ryt 7ZHe 1Al 4.1.1 Perfect forward secrecy
© WATAZ AR ARt =2 0] A 7] SK,9F SK;o| ALt Z47F

LABIEZFE= AREAL U7F A1Al9 1D PW;, ARl My@ h(GIIVIIIDNIT,) 2 h(TI Tl VLI XN D]
AR b5 YHSHH, o/ =Rep(b,7,), PWD;, SID;)& Ailetog FARPTE Aujo] v]Y7|S otctn
Z;, [{& 7Istol 7tEol] A o AL f1 0 ZARKE N, G Vg Zofok gtk VoS E7] HoliA

l-uO

o] 2 ZIQIA] vlwetct. gtk ohg Y 4% Al = GE ¥olof steg A=, AH9] v|g7] Qo T

= S8kl 2] o the e AEtt. N5 oo Fich £ AMRAIEC] 7,9t PWD, S %W

PWD,'= h(IDJIPW,llo/) G2 AN 2 9lou}, PWDE RASHA] ghe gloli

Z, =E;®&h(PWD/ o)) Z,% ole{ol ADLEFEO] RAMEY F,9} AANSIR] ob=

J/=h(PWD/®Zz/) 2t h(PWD)|o,) & Yoo} st} T2z AR} A

2. AMEARE N2 BjAe PW'S Ysitt Ho] H|g7]E 2S5t EX2te o we0] =&Y
SAUEFIEL RS FES AW 3, Alze gy, M WE A 2RES2 el

fio IDSS A AR 4.1.2 Smart-card lost attack

PWDI = hUDJIPWllot) B 20tEsE0] AYE E9t /% olgalol A

Z!'= 2, PWD/®PWD] gxlo] PW,S =S5l 2,9 PWD,, 121 AL

[ =h(PWD]'®Z) o] BAEE b5 Fotof sttt 124 o] JH S AUt

E!'=Z"'®h(PWD/"l|o;) E7teo] AR e olBm ATEZIERHEH

RD, = TD,®h(PWD,) PWE AXBIY7] ofit}. AntEFIES S5t ZAA

ERD, = RD,;®h(PW||o,) t 7129 Au,9F Ad UAAl B,E Akt h(Vll

RD]'= ERD,®h(PWD}|ls;) ID|ITy) 3 92 4 o} 224 oAl ALbst grosy
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V. Analysis of the Proposed Protocol
y P of PW.E B2l h(PWD|IPW,) e Lolof o
L7
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B AoME Aot TR EZN W TREFES H|lwe O 294U PW,e PWD,= ARSH] o oY, t&
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A vl it 282 AT, Qe W HBslch ®3 ERD,E o Aok ck2
Table 2. Comparison Security and Design Defect

F1 F2 F3 F4 F5 Fé6 F7 F8 F9 F10 F11
Lee et al.[2] X X X 0 X X 0 0 0 X X

Chang et al.[4] 0 X X 0 0 0 0 X X X X

Sahoo et al.[7] X X 0 0 X 0 X X 0 0 X

Mirsaraei et al.[8] X X X X 0 0 0 0 X 0 X

Li[9] X X X X X 0 X 0 X 0 X
Arpitha et al.[6] X 0 0 0 0 0 0 0 X 0 X
Zargar et al.[11] X X 0 X X X 0 0 X 0 X

Proposed 0 0 0 0 0 0 0 0 0 0 0

F1:User anonymity, F2:User un-traceability, F3:Forward secrecy, F4:Smart-card lost attack, F5:User impersonation

attack, Fé6:0ffline password guessing attack, F7:Server impersonation attack, F8:Privileged insider attack,

F9:Ephemeral secret leakage attack, F10:Replay attack, F11:Design defects




212 Journal of The Korea Society of Computer and Information

A}8517] w2l olot TAE RD, 9} TD, % of
of AIY 71] AT S A7| ot AntET}E
Y B, N, P9} o] 7Ats}] t2o] ECDHP
o] ojste] FARK W NS ARSI o

-+
r2 o od uj
o 1

ol oo
o

4.1.3 Privileged insider attack
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4.1.4 Ephemeral secret leakage attack

Aot =2 E20] A 71 SK; = h(T\ I T3l VLN,
ID,|SID;)9F o] Ztgtck. 12182 W4 ofejo] 7 7
Aol AlgiAte AL BE %n ok sitiabe Al
o] v]g7] X, V, & otof tto] A 715 AR &
AL, N,°t V,+= U AlFoH g gtsol7] dizol Al

A Ae] dwde FAske Zlo] ofdo

415 User anonymity
At Z2EF2 ARRAH ID, & A HAIXZ ARESt
Al ou, ERD, = Uf AHoH O g ARESTH
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2. Computational Evaluation
2 A9l A4t Bl 8o|A ARESE SiARY e T, 9] ARYA
0.002486ms, EfE3A Aol A AAF T,

7S
UT

Table 3. Comparison of the Computational Cost

1.031757ms, O}
0.0046ms, WA &g Tp= T, 3
£&t 7102 i} Table 32 A9t n2 =y & o
2EZSHO] Akt vl&S #ARE Zleg, 27004 915
@A) & APARES Fig. 31} 2ot

¥

Total execution time

8.3189 8.3165
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Mirsaraeif
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6]
—o==ms 0.0689 2.1429 8.3189 3.1226 2.1156 8.3165

Li7) Arpitha (5] Zargar{11] Proposed

2158902 2.1181

Fig. 3. Comparison of Execution Time

Arpitha 59| Z2EF2 T, 9 A4fo] ¢
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L2 EFo|ch Aok R EF0] APARE2 Li9] =2 EF
of] v]5}te] 0.0025mstt Z7}ste] AlsiA|7te] Z717t ufo
A2 AE E T B3 Ao 2R EZ2 F[Tof Ao
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Table 4= & ¥]82 4 2, B} mol
EO} Zo]= 5128]E, EjQJARI®O} Zol= 64H|E, LT
Al =2 128 E2 7HYSIQAL, ¥ R EF 5 T}
A S 882 1,2808|E R, L% 22 E-F, Sahoo,
Mirsaraei, Arpitha 59| Z2&Fo|y, Jrf3o2 X2
A5 882 1,4088|EQ] Aot m2 EFolct

Aro
22X

e it

ot
==
i)

g
!

[H T

<)

User Server RC Total Computational Cost
Lee et al.[2] 91, 7T, 81,+21, 24T, +2T,
Chang et al.[4] 9L, +1T, 1T, 77T, 15T,+171,, 311,421,411,
Sahoo et al.[7] 8T,+2T,+3T,+17T, 4T, +2T,+21T, 3L,+2T,+27T, 157, +6 T,+7 T, +1 1,
Mirsaraei et al.[8] ST, 1T, 1T, 6T, 17T, - NIL+21,+ 1,

Li[9] 107,+17,+17, 11, - 200,17, +11,
Arpitha et al.[6] 5T,+31,+2T,+1 1, AT, +2 T, +27T, 5T,+2T,+2T, 14T, +7 T, +6 T,+1 T,
Zargar et al.[10] ST, T, +11T, 70,11, - 137,27 1Ty

Proposed protocol 12T, T, 11T, 101, - 20,1,
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Table 4. Comparison of the Communication Costs

Communication Cost ATl

messages
Lee et al.[2] 1,920 bits 4
Chang et al.[4] 2,176 bits 4
Sahoo et al.[7] 1,280 bits 4
Mirsaraei et al.[8] 1,280 bits 2
Li[9] 1,280 bits 2
Arpitha et al.[6] 1,280 bits 3
Zargar et al.[10] 1,664 bits 2
Proposed protocol 1,408 bits 2

VI. Conclusions
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