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[Abstract]

In late 2024, large-scale data leaked from cyberattacks linked to the Chinese and North Korean hacker
group Kimsuky and the Prack incident included unstructured information such as government logs, source
code, and browser timelines from the Ministry of Foreign Affairs and the Defense Counterintelligence
Command. This study analyzes whether the attackers conducted financial activities using cryptocurrencies.
Automatic identification of valid crypto addresses in large text datasets is challenging, as simple regex
detection yields high false positives. To overcome this, we implemented a four-stage pipeline: (1) multi-coin
regex detection, (2) checksum and decoding validation, (3) contextual scoring, and (4) on-chain verification.
Experiments using approximately 80 MB of leaked data and Ethereum records from Etherscan reduced false
positives by 75%, doubled true detections, and achieved an average processing time under three minutes.
In particular, Ethereum address O0xb211b4...0cb6 appeared both in browser logs and on-chain deposits,
confirming that the attacker viewed and analyzed blockchain assets. This research demonstrates a practical

methodology for reconstructing blockchain activities from unstructured data in state-sponsored hacking cases.

» Key words: Cyber threat intelligence, Blockchain forensics, Cryptocurrency address detection,
Kimsuky, On-chain verification
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I. Introduction
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Fig. 1. Cryptocurrency Hacking Incidents: Stolen Value

and Incident Count (2019-2024)
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2. Technical Background
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III. The Proposed Scheme

1. Overview
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2. Stage 1: Regex-based Detection

2.1 Multi-coin Regular Expressions
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Table 1. Characteristics of Virtual Currency

Coins Regular Expression Pattern | Characteristics
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2.2 Candidate Extraction Algorithm
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3. Stage 2: Checksum & Decode Validation
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4. Stage 3: Contextual Scoring

4.1 Motivation
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Fig. 2. True Positive Candidate Classification

Table 2. Weight by Keyword

keyword Weight

etherscan, txhash, contract, wallet, +2
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chrome, history, cookie, log +1
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4.3 Path-level Filtering
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5. Stage 4: On-chain Verification
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¢ eth_getTransactionCount: E=iARA =]

A
* getNormalTransactions: £ 10074 Y4

6. System Implementation
6.1 Software Architecture
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6.2 Performance Optimization
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1. Stepwise Candidate Reduction (Data Pipeline
Statistics)

Table 3> mo]mafQl 7F TAoA] SH 4 WHels
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Table 3. the number of candidates by function

steps function candidates note
0 Raw Text _ Approximately
(All Tokens) 80 MB
Initial
1 Regex-only 312 candidates that
(All Coin Patterns) passed all
regex patterns
Reduced from
312 — 78
5 Checksum / 78 through
Decode Validation Base58Check,
Bech32, EIP-55
validation
Excluded
Contextual Scoring \(/jvi\fjllci)spterpa/ths
3 (Context / Path 63 .
Filtering) and applied
keyword
scoring
Final
On-chain addresses
4 Verification 12 verified by
(RPC / API Query) - on-chain
Final Validation existence /
activity
o AFAE ©A Uae =234 /312 = 0.75 = 75.0%
o SOFCHA 7PAQ = (78 — 63) / 78 =15/ 78 =
0.192307 — 19.2%
o 2ol TA UAe =(63 —12) /63=51/63 =

0.809524 — 80.95%

2. Detection Accuracy (True Positive / False
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V. Conclusions

1. Interpretation and Significance of Results
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1.2 Value of Off-chain?On-chain Integration
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1.3 Absence of Anonymous-coin Detection
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2. Practical Implications
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3. Significance from the Perspective of Threat
Intelligence
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4. Limitations and Risk Factors
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5. Concluding Considerations
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